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O BHecennu usmeHenni B Yka3 I'naBsl Yamyprcekoii Pecny6aukn
oT 16 oxTsiOps 2019 rona Ne 133 «O mepax no 3amute uHGopMaHU
OrpaHHYCHHOr0 J0ocTyna B Y AMyprckoii Pecny6iauke
H IPOTHBOAEHCTBHIO LieJIeBbIM KOMIILIOTEPHBIM aTaKaM

Ha HHPOPMALHOHHYIO MHPPACTPYKTYPY
Yamyprckoi Pecnybankun»

1. Brectu B Yka3 I'naBsl Yamyprckoi PecryGnuku ot 16 oktsbps 2019 rona
Ne 133 «O mepax no 3amure HHGOpPMAIMKY OTPaHUYSHHOIO J0CTyIa B Y AMYpPTCKOH
Pecriybninke ¥ OpOTHBOAEHCTBHIO IIENIEBBIM  KOMITBIOTEPHBIM  aTakaM Ha
MHQOPMALIMOHHYIO HHQPACTPYKTYypy YIMYpTCKoi PecmyOnuku» crnemyrormive
U3MEHEHUS:

1) myHKT 3 U3JI0KUTH B CIEAYIONIEH pelaKIIHH:

«3. YCTaHOBHUTH, YTO:

1) 3amectutens Ilpencemarenss IIpaButenscTBa YaMyprckoit PecryGnuky,
KOOPIAMHUPYIOIIUH AesTeIbHOCTh MUHICTEpCTBa LU(POBOro Pa3BUTUA Y AMYPTCKOH
Pecny6nuku, sBNsieTCS yIOIHOMOYEHHBIM JOKHOCTHBIM JIMIIOM, OTBETCTBEHHBIM 32
peanu3alMil0 Mep IO IPOTUBOAECHCTBUIO ILENEBBIM KOMIBIOTEPHBIM aTakaM Ha
MHPOPMaIMOHHYIO HHOPACTPYKTYpy Y aAMypTckoi PecrrybGmuku;

2) MUHUCTP UHGPOBOTO pPa3BUTHA YIMYPTCKOH PecmyOnuku sBiaseTcs
JOJDKHOCTHBIM JIMIIOM, OTBETCTBEHHBIM 3a NpUEM HH(GOpMAUH 00 YCTaHOBIEHHH
COOTBETCTBYIOIIETO YPOBHS OIIaCHOCTH MPOBEIECHHUS LIEJIEBBIX KOMIIBIOTEPHBIX aTaK U
3a omepaTuBHOEe AoBeAeHue e€ no cBeleHus [naBei Yiamyprckoil PecryOnuku u
3amectutens  Ilpencenarenss  IIpaButensctBa  Yamyprtckoit — Pecnybnuky,
KOODAUHHUPYIOIIEro  AesTeNbHOCTh  MUHHCTepcTBa  LHUGPOBOTO  Pa3BUTHUSA
Y nmyptcekoii PecyOnukwy;

3) otaen TexHHUYEeCKOW 3amuThl HHGOpManuu AnMUHHUCTpanuuu [7aBel U
IlpaButenscTBa YaMypTckoil PecryOmnuky sBIsieTCs T'OJOBHBIM IOJApa3JielIeHHEM,
OCYIIECTBIISIIOIIMM KOOP/JMHALIMI0O M KOHTPOJb MAEATEIBHOCTH TIOCYIapCTBEHHBIX
opraHoB Yamyprtckoi PecmyGnmku, merogumdeckoe obOecnedeHUe IesATENbHOCTH
OpraHOB MECTHOTO caMoyIpaBieHus B YIaMypTckoit PecnyGnuke no 3amure
WH(pOPMAaIINK, COCTABIAIONIEH rOCYyJapCTBEHHYIO TaiHY;

4) YopaBnenue pa3BuUTHS HHOPACTPYKTYphl CBS3M U HHGOPMalMOHHOMH
OezormacHocTH MHUHHCTEPCTBA LM(PPOBOTO pa3BUTHA YAMypTckoil Pecrmy6nuxu
SBIIICTCSL TOJOBHBIM MOAPA3ZEJICHHEM, OCYIIECTBIAIOIINM KOOPJAMHAIUIO U



KOHTPONE JEeATENBHOCTH TOCYNapCTBEHHBIX OpPraHoB YIMYypTcKoi PecmyOinukwy,
METOIUYECKOe OOecleueHre JesTeNIbHOCTH OPraHOB MECTHOIO CaMOYIIpaBieHHs B
Yiamyprcekoit Pecmybnuke o obecneueHuto 6€30macHOCTH MEPCOHANBHEIX JAHHBIX B
MHOQOPMALIMOHHBIX CHUCTEMax IIePCOHANBHBIX [JAHHBIX, OOBEKTOB KPUTHUECKOM
MHGOPMalMOHHON HMHGPACTPYKTYpEl W 3ammrte HHOOpMALUH, CoAepKallelcs B
roCyJapCTBEHHBIX U MYHULIMITAIBHBIX HH(MOPMAIIHOHHEIX CUCTEMaX, B TOM YHCIIE II0
oOHapyXeHUI0, NPpeIyNpexXIeHHIO M JTUKBUIALNH [TOCIEACTBUN KOMIIBIOTEPHBIX aTaK
Y pearpoBaHUIO Ha KOMIIBIOTEPHbIE HHIUIEHTEL. Y,

2) Ilopsnox OpOTHBOAEHCTBUS LEJIEBEIM  KOMIIBIOTEPHBIM  aTakaM Ha
HHQOPMALIMOHHYI0 HHQPacTpykTypy VYAMYpPTCKOH PecnyOnuKy H3JI0XKUTL B
PENaKIUU COTTIACHO IMPUIIOKEHHUIO.

2. Hactosmuii Yka3 BCTymaer B CHILy CO JIHS €0 IOJITHCaHHSI.
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IIpunoxenue
K Yka3y ['naBel
Y amyptckoit PecrryGuku
ot 27 mapra 2024 roga Ne 87

«YTBEPXJIEH
VYkazom [ naBbl
Y amyptckoit Pecrrybmiku
oT 16 oxta6ps 2019 rona Ne 133

TIOPSIIOK
HpOTHBOI(eﬁCTBHH NEeJICBbIM KOMHLIOTeprIM aTakKaM

Ha HHGOPMaALHOHHYIO HHPPACTPYKTYPY
Yamyprcekoii Pecny6snkn

1. Ilopsnox NpPOTUBOAEHCTBHS LEJEBBIM KOMIIBIOTEPHBIM aTakaM Ha
MHQOPMaLMOHHYIO HHPPACTPyKTypy YIMypTckoi PecryOmuku (manee — Ilopsigok)
paspaboraH B pamkax peanusaiuud Ykasza [Ipesupenta Poccuiickoit ®epeparuu
oT 5 oxrs6ps 2020 roma Ne 612 «O IONOJMHUTENBHBIX Mepax MO 0OeCIeYeHUIO
6€30MacHOCTH KpUTHUYECKOH HHGOpManMOHHOW WHGPacTpyKTyphl Poccuiickoi
Denepaunn», pacnopsokeHus Cekperaps Cosera besomacHoctu Poccuiickoit
@enepanuu ot 14 nexabps 2020 roga Ne A21-68pc6 «O xpusucHoM mitabe IO
IIPEIYyNPEXICHHUIO LETIEBBIX KOMIBIOTEPHBIX aTaK U MOPSAAKE YCTAHOBJIEHUS YPOBHS
OIIaCHOCTH IIPOBEAECHHUS LIEJIEBBIX KOMIIBIOTEPHBIX aTaky.

2. Tlopsimox neHCTBYET B OTHOLIEHHHM HHGOPMALMOHHON HHOPACTPYKTYpHI
UCIIOJIHATENIBHBIX OpraHoB Yamyprckoit PecryOnuxu u Aamunuctpauud [naBel u
IIpaButensctBa Yamyprckoil Pecrmybmuku. B oTHomeHMu uHQpOpManMOHHOH
UHQpPaCTPYKTYphl OPraHOB MECTHOI'O CaMoOyIlpaBiieHUs B YaAMypTckoi PecmyGiuke
Ilopsiiok sIBNsIETCA PEKOMEHIaTEIbHBIM.

3. Lensmu yrBepxaenus [lopsinka siBisitoTcs:

1) opranuzanus MpoLEAYpPHI MOTYYEHUS U ONEPaTUBHOTO UH(OOPMHUPOBAHHUS O
NPUHATUU pelleHus o0 ycTaHOBIEHUH (M3MEHEHNH) YPOBHS ONACHOCTHU IPOBEAEHUSA
I[eJIEBBIX KOMITBIOTEPHBIX aTak [ 7aBel Yamyprckod Pecrmybmuku, 3amecTuTens
[Ipencenatens IlpaBurensctBa YaMyprTckoil PecmyGnuky, KOOpAMHHMPYIOLIETO
JesSTeIbHOCTE MUHHUCTEpPCTBAa LUQPPOBOro pa3BUTHA YAMYpTcKol Pecny6nuku
(manee — 3amecturens I[Ipencenatens IlpaButenscTBa Yamyprckoil Pecnybmmxm),
PykoBoautens Anmunuctpauuu [ 'nassl u [lpaButensctBa Y amyprekoit Pecny6mmku,
UCTIOJIHUTENIBHBIX ~ OpraHoB  YAMypTckod PecrmyOmuky, OpraHoB  MeCTHOIO
caMmoyTpaBiieHus B Y aMypTckoit PecryOinke, 101BeJOMCTBEHHBIX UM OpraHu3alui;

2) peanu3anus Mep NPOTHUBOAEIHCTBHS LENEBBIM KOMIIBIOTEPHBIM aTakaM Ha
HHQOPMAIMOHHYIO HHOPACTPYKTYpy YIMypTcKoit PecnyObmuky M KOHTpOsib 3a HX
BBITIIOJIHEHUEM;



3) KoopauHALUA AEATEIBHOCTH HCIIONHUTENBHBIX OpraHoB Y AMYPTCKOM
Pecmy6muxu, Anmunuctpanuu I'naser u [IpaButensctBa Y aMyprekoit Pecybnuku u
OpraHOB  MECTHOIO  CaMOyIpaBileHUs B  Yamyprckod  Pecnmy6Gnuke mo
OPEOYNpPEXXOACHHUIO  LENEBBIX KOMIIBIOTEPHBIX aTaKk Ha  HMHQOPMALHOHHYIO
MHQpacTpyKTypy ¥YAMypTcKoi PecryGnuky.

4. VpoBeHp ONACHOCTM TIPOBEJEHHS ILeNeBBIX KOMIIBIOTEPHBIX  aTak
YCTaHaBJIMBAaETCs B LENAX pealu3alldd TOCYAapCTBEHHBIMH OpraHaMH U
OpraHM3alUsiMH Mep olecredeHus HHQOPMAIIMOHHON O6e30MacHOCTH NpU YIpo3e
NPOBEJEHHUS LEJECBBIX KOMIBIOTEPHBIX arak Ha OOBEKTHl HH(DOPMAIOHHOMN
HHOPACTPYKTYPHI.

5. Pemenne 06 ycTaHOBNEeHUH (M3MEHEHHH) YPOBHS OMACHOCTH IIPHHUMAETCH
Cexperapém CoBera bezonacHocTtu Poccutickoit @enepaniin Ha OCHOBAaHMH PELICHHS
KpusucHoro mraba 10 TNpedyNpeXICHHUIO ENEBBIX KOMIIBIOTEPHBIX aTak,
cosnanHoro Ykasom Ilpesunenra Poccuiickoit @enepammu ot 5 oktsa6ps 2020 roma
Ne 612 «O nononHUTENBHBIX Mepax Mo obecrneueHUI0 0e30MacHOCTH KPUTHYECKOH
MH(pOpMaLMOHHOK HHPpacTpyKTypsl Poccuiickoit @enepaiiumny.

6. YcTaHOBIIEHBI TPH YPOBHS OIIACHOCTH:

1) nOBBIMIEHHBIN (OKENTBIH») — NpH TMONY4YeHWH MOaHHBIX O IIOATOTOBKE
1ieJIEBOM KOMIIBIOTEPHOH aTaku 0e3 CpOKOB €€ MPOBEICHHUS;

2) BEICOKUH («OpaHXeBbIH») — TMpPH MOJYYEHUH HaHHBIX O BO3MOXXHOM
IIPOBEICHUH 1I€JIEBOI aTaky B KPaTKOCPOYHOU NEPCIIEKTUBE;

3) xpuTHU4YeCKUH («KpacHBIR») — IIpU MOJYYeHWH MAHHBIX, YTO IPHHATO
pelleHHe O IIPOBEIECHUH IEJNEBOM KOMIIBIOTEPHONM AaTakKu B KPAaTKOCPOYHOM
NIEPCIIEKTHBE.

7. KoopauHanusi, METOOUYECKOE PYKOBOACTBO U KOHTPOJb MPU YCTAHOBJICHHH
YPOBHEM OMNACHOCTH IPOBEICHHUS LENEBBIX KOMIIBIOTEPHBIX aTaK B OTHOIIEHHH
UCIIOJTHUTENIBHBIX OpraHoB YaMyptckod PecnyOnuxu, Apmuauctpanuu [naBel u
IlpaButenscTBa YaMypTckod  PecryOGnuku — ocymiecTBisieTcss  YIpaBlieHUEM
OdenepanbHON CIyX OBl MO TEXHUYECKOMY M OIKCIIOPTHOMY KOHTPOIIO IO
[TpuBomxckomy denepanbHoMy okpyry (nanee — YnpasineHue @CTIK no [1DO).

8. 3amecturens Ilpencenarens IlpaButenscTBa Yamyprckoi Pecrybnuku B
paMKax IMPOTHUBOAECHCTBHS LI€JIEBBIM KOMIBIOTEPHBIM aTakaM Ha WH(OPMalUOHHYIO
UHPPACTPYKTYpy YIMyptckoit PecyOnuxu:

1) opraHusyeT npoBeleHHE 3acefaHus MeXBEeIOMCTBEHHOM KOMHCCHH IIO
samure uHQopMmaimu mpu [lpaButenbctBe Yamyptckod Pecnybnuku - mis
(bopMHpOBaHUS MIEpeYHs MEp MPOTUBOAEUCTBUS LIEJEBBIM KOMIBIOTEPHBIM aTakaM U
TOBBIIIEHHUS  3aUIMIIEHHOCTH OOBEKTOB HHGOPMAIMOHHOM  HMHGPACTPyKTYyphl
Y nmyprckoii Pecrrybnuky;

2) opranu3yeT HWHGOPMUPOBAHUE UCIIOMHUTENBHBIX OPraHOB Y AMYPTCKOH
PecryOnMKH ¥ OpraHOB MECTHOTO caMOympaBlieHus B Y aAMypTckod Pecry6iuke 06
YCTAaHOBJIGHUM COOTBETCTBYIOIIErO YpPOBHS OIIACHOCTH IIPOBEACHMS IIEJIEBBIX
KOMITBIOTEPHBIX aTak;

3) opraHM3yeT HamIpaBjJeHHE B HCIOJHUTEIbHBIE Opra"bl Y AMYpPTCKOH
PecniyOnukr ¥ OpraHbl MeCTHOI'O caMoOyTpaBieHHs B YamyprTckoil Pecny6Gimke
nepeyeHb Mep MPOTUBOAEHCTBUS IIEJIEBBIM KOMIBIOTEPHBIM aTaKaM U ITOBBIIICHUSA



3aIUIEHHOCTH  O0BEKTOB HMH(POPMaLMOHHONH WHGPACTPYKTYphl Y IMypTCKOi
PecnyGnuku.

9. PykoBogutens Anmunuctpanuu InaBsl u IlpaBurensctBa Yamyprckoit
PecryOmuky B paMKax NIPOTUBOIEHCTBHS LEJIEBHIM KOMIIBIOTEPHBIM aTakaMm Ha
MHQOPMALMOHHYI0 HHQPacTpyKTypy VYAMypTckoi PecmyOiukun  opraHusyer
[IPUHATHE MEP NPOTHUBOAECHCTBUS LEIEBBIM KOMIIBIOTEPHBIM aTakaM U IOBBIIIECHHS
3aMIIEHHOCTH OOBEKTOB MH(GOPMaIMOHHOW HHGPACTPYKTYphl B AJIMHUHUCTpPALUH
I'nass! v [lpaButenscTBa Y iMyprckoii PecrryOmuku.

10. MuHuCTp uMdpoBOro pasBuUTHS YIMYpTCKOW PecnyOmuku B pamkax
NIPOTUBOAECHCTBUS I€JE€BHIM KOMIIBIOTEPHBIM aTakaM Ha WHGOPMAaIIMOHHYO
UHPpacTpykTypy Yamyprtckoii PecrryOmuku:

1) nomydyaer or VYmpaBieans OCTOK mno I[IOPO wundopmammo 00
YCTaHOBJIEHUH COOTBETCTBYIOIIETO YPOBHS OINACHOCTUA IPOBEAECHUS LEJIEBBIX
KOMITBIOTEPHBIX aTak;

2) uabopMupyeT 00 YCTAaHOBJIEHHU COOTBETCTBYIOLIETO YPOBHSA OMAaCHOCTH
IIPOBEJIEHUs LIEJIEBBIX KOMIIBIOTEPHBIX aTak I['naBy Yamyprckoit Pecny6iuxu u
3amecturens [Ipencenarens [IpaButensctBa Y amyprckoit Pecybnuku;

3) opraHuzyeT Meroaudeckoe obecreueHne paboTbl MexBeIOMCTBEHHOMN
KOMHCCHH 10 3amuTe nHbopmanuu npu [IpaButensctBe Y imyprekoit Pecry6nuxw.

11. UcnonHuTensHble OpraHbl YAMypTckoil PecmyOnuku IpH MNOTy4eHHU
uHpOopMalKU 00 YCTAaHOBJIEHUH COOTBETCTBYIOILEIO YPOBHS OMACHOCTH NPOBEACHUS
L[ENIeBBIX KOMITBIOTEPHBIX aTaK:

1) mpucTynaloT K BBINOJHEHUIO coryiacoBaHHbIX YrpaBieHueM OCTIK mo
IIOO u yTBepXAEHHBIX PYKOBOJUTEISIMU HCIOIHUTENBHBIX OPraHOB Y IMYpPTCKOU
PecrmyOnuky 1IaHOB MEPONIPUATHH, peaiu3yeMbIX IPH YCTAaHOBJIEHUU YpPOBHEU
ONIAaCHOCTH IIPOBEIEHHUS LIEJIEBBIX KOMIIBIOTEPHBIX aTak;

2) uHQOpMUPYIOT 00 YCTAaHOBJIEHHH COOTBETCTBYIOILEIO YPOBHS ONACHOCTHU
IIPOBEJICHUS LEJEBbIX KOMIIBIOTEPHBIX aTaK IIOJABEAOMCTBEHHBIE YUPEXACHHS H
HaNPAaBJISIFOT UM NIEPeYeHb MEP NMPOTHUBOAECUCTBUSA LEJIEBBIM KOMIIBIOTEPHBIM aTaKam
Y TOBBIIICHUS 3aIMIIEHHOCTH 00bEKTOB HH(MOPMALIMOHHOM HH(PaCTPYKTYPBHI.

12. OpranaM MeCTHOrO caMoOyIpaBieHus B YMypTckoil Pecnybnuke npu
NoJydyeHUH HHGOpMaIuu 00 YCTAaHOBIEHHH COOTBETCTBYIOILEIO YPOBHS OIIACHOCTH
MPOBEICHUSI 1IeJIEBBIX KOMIIBIOTEPHBIX aTaK PEKOMEHIYETCs:

1) IpUCTYNIUTh K BBINOJHEHUIO IIEPEYHS Mep NPOTHUBOACHUCTBUSA LEJIEBBIM
KOMITBIOTEPHBIM aTaKaM W MOBBIMICHHS 3aIUINEHHOCTH 00bEKTOB HH(MOPMALIMOHHON
UHPpacTpyKTypsl Y AMypTcKoi Pecnybnuky;

2) uadopMHUpoBaTh 00 YCTAaHOBIEHUH COOTBETCTBYIOILIEFO YPOBHS ONaCHOCTH
IIPOBEACHUS I[EJI€BBIX KOMIIBIOTEPHBIX aTaK IIOJBEAOMCTBEHHBIE YUPEXKICHUS U
HaIpaBJIATh UM IIepeueHb Mep IPOTUBOAEHCTBHS LIEJIEBBIM KOMIIBIOTEPHBIM aTakaM U
TOBBILIIEHHS 3AIIMIIEHHOCTH 00beKTOB MHPOPMaLIMOHHON MHPPACTPYKTYPBHI.

13. OTBETCTBEHHOCTh 3a OpraHM3allMi0 paboT 1O pealu3allid  Mep
IPOTHBOJAEHCTBUS 11€€BbIM KOMIIBIOTEPHBIM aTaKaM U ITOBBIIIECHUIO 3alUILEHHOCTH
00bexkTOB HMHGMDOPMAIMOHHON HWHQPAcTpyKTypsl YaMmypTckoii Pecrmybnuku B
HCIIOJIHUTENFHBIX OpraHax YaMmyprckoit Pecmy6mnukn, AnMunucTpanyu InaBel u
[TpaBuTenbeTBa Y aMypTcKkoil Pecnybnuku U opraHax MECTHOIO CaMOYIIPaBJIeHHUS B



Yiamyprckoit PecnybGnuke HecyT 3aMecTUTENM pPYKOBOIAWTEIEH 3STHX OpraHOB,
OTBETCTBEHHEIE 32 o0ecreueHre MEPONPUATHH 10 3aIUTe HHGOPMALIHH.

14. MunuctepcTBO HUGPOBOro pa3BuTus Y IMypTckoit PecryGiuku B pamkax
IIPOTUBOJEUCTBUS LIEJIEBBIM KOMIIBIOTEPHBIM aTakaM Ha HHGOPMAIMOHHYIO
UHPpacTpyKTypy YIaMyprckoii PecryOmuku:

1) opranmsyer MepoIlpusiTUs IO pa3paboTKe HCHOTHUTEIBHBIMH OpraHaMH
Yamyprckoit PecrryGmuku, cornacoBanuto ¢ Ymnpaeinennem OCTIOK mo INPO u
YTBEP)KICHUIO IJIAHOB MEPOINPHUATHUN, peau3yeMbIX IIpM YCTaHOBJIEHHHM YPOBHeH
OMACHOCTH ITPOBEJEHUS LIEJIEBBIX KOMITBIOTEPHBIX aTak;

2) BeIpabaThIBa€T U pealu3yeT pEIICHUS [0 MNPEAYNPEXICHUIO IeNeBBIX
KOMITBIOTEPHBIX aTak;

3) miaHUpyeT UM OpraHu3yeT [pOBEACHHE  KOHTPOJIS  BBITOJHEHHS
UCIONTHUTENBHBIMU OpraHaMu Y AMypTckoii Pecry6nku, AnMmuHucTpanuei [1aBsl 1
ITpaBurTenscrBa Y amMypTckoiil Pecriybinuku U opraHaMyd MECTHOT'O CaMOYIPaBleHUs B
Vamyprckoit Pecriy6nrike Mep NpOTHBOAEHCTBHS LIETIEBEIM KOMITBIOTEPHBIM aTakam
U TIOBBIIIECHUS 3aIIMIEHHOCTH OOBEKTOB MHGOPMALMOHHON HH(PAaCTPYKTYphl MpH
YCTaHOBJIEHHUH COOTBETCTBYIOIIETO YPOBHS OIACHOCTHM IIPOBENEHHS LEJIEBBIX
KOMIIBIOTEPHBIX aTak;

4) ocymecTBISET KOOpAWHAIMIO U  METOAMYECKOE PYKOBOJACTBO IO
IIPOTUBOAENUCTBUIO IIEJIEBBIM KOMIIBIOTEPHBIM aTakaM, MOBBIIIEHUIO 3aIMUIIEHHOCTH
00BeKTOB HMHGOPMALMOHHOM UHQPPAaCTPYKTyphl U IPEeNyNpeXKICHHUIO LEeJIeBBIX
KOMITBIOTEPHBIX aTak;

5) paspabarpiBaeTr npeIokKeHUs AN (QOPMHUPOBAaHHUS IIEPEeYHS Mep
MPOTUBOAEHCTBHS LIEJIEBBIM KOMIBIOTEPHBIM aTakaM M NOBBIMICHHS 3alUIIEHHOCTH
00BEKTOB HHPOPMAIIMIOHHOW HHMPACTPYKTYpHl ¥ AMYpTCcKoi Pecy6iuku.».
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