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dauuatx e aduuuucmpaquu odnacmu u uHbtx
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C qemro o6ecne.Iennfl. eI.vnoro noAxoAa

IlepcoHtulbHblx AaHHbIX, aKTy€UIbHbIX UpH

K O[peAeJIeHLIIO yrpo3 6egonacxocTl4

o6pa6ome nepcoH€ulbHblx AaHHbrx

a unQOprr,rarIlIOHHbX cI,tCTeMax nepcoH€IJILHbIx AaHHbIx B aAMI{HI'IcTpA\nil O6ttacru u

I{HbIx opraHax uctIoJIHI,ITeJrLHofi BJIacrI,I o6ractu, I{ B coorBercrBl,Iu c qacrbto 5 ctatrn
19 @e4epanrHoro 3aKoHa or 27 r,rroJrfl 2006 roAa Ns 152-(D3 (O nepcoH€IJIbHbIx

AaHHbID) tI O C T a H O B JI f, IO:

1. Onpe4eJrr{Tb yrpo3br 6esouacHocru nepcoHutrlbHblx AaHHbIx, aKTy€uIbHbIe

11pu o6pa6orre uepcoHaJrbHbrx AaHHbrx n unQopuaquoHHrlx cl{creMax [epcoHaJlbHbrx

AaHHbrx B aAMzHT{crpauuu o6nacur u }IHbtx opraHax I,IcnoJIHI,ITeJIbHofi BJIacrI'I

o6racru, coruIacHo npI{JIoxeHI{Io.

2. Kourponr ga ucloJrHeHrreM Hacrorlqero nocraHoBJIeHH, Bo3JroxI'ITb

Ha 3aMecT uT eIIs, Iy6epnatop a o6lacTl{, pyKo BoAI,ITeJIfl annapaTa.

3. Hacrosulee nocraHoBJreHue Bcry[aer B cI{JIy co AH, ero oQrlquanbHoro

o[y6nuKoBaP^y,s..

I4.o. Iy6epHaropa A.B.Kourtuen



flpuroxeHue
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yrP o3br EE 3 otrACH ocTr{ IIE pc oHAJIbHbrx AAHHbIX,
AKTyAJrbHbrE IIprI OEPAE OTKE rrEp C OHAJTbHbTX AAHHbTX

B [rH(D O PMAIII{OHHbIX CIICTEMAX rrE p COHAJIbHbIX AAHHbTX
BMMI,IHI,ICTPAIII{UOEJIACTT4VIULIilE,LXOPTAHAX

U CTIOJIHI,ITEJIbHOT BJIA CTU OBJIACTI,I

1. O6ure rroJro)r(eHrrfl

1.1. Yrposu 6esonacHocrr4 [epcoHa.JrbHbrx AaHHbrx, axTyilnbHhre rtp[r
o6pa6otre rrepcoHtulbHblx AaHHbIx B nHQopuarl[oHHbrx cilcreMax [epcoHiurbHbrx

AaHHbIX B aAMITIHI,ICTpaIII4I,I O6raCrU rr r4Hbrx OpraHaX r{CnonHure.urnoft BJracrr{ o6nacru,
paspa6otaHbl Ha ocHoBaHI,Iu qacrkt 5 crarun 19 iDeaepaJrbHoro 3aroHa or 27.07.2006

<<O nepcoHzlrrbHbrx .qaHHbrx).

flprE paspa6otxe yrpo3 6esonacHocrr,r repcoHurnbHbrx AaHHbrx, aKTyirnbHErx

npu o6pa6orxe nepcoHaJlbHblx AaHHbIx n rEuQoprr,raqrroHHbrx clrcreMax [epcoHzrnbHbrx

AaHHbIx (aanee LICIIIu), rcroJlb3oBaHbr <MeroAraKa orrpeAeJreH[r, aKrynJrbHbrx ylpo3
6esouacHocrn nepcoH€tlbHblx AaHHbrx [plr r4x o6pa6orre n nn$opMarlrroHHbrx cr4creMax
IIepcoH€uIbHbIx AaHHbIx> (yrnepxgena 3aMecrrareJreM Ar,rpeKropa OCT3K Poccun
14.02.2008), <Ea":oBa.t MoAenb yrpo3 6esonacHocru repcoHaJrbHbrx AaHHbrx rpu ux
o6pa6otxe B unSopvrallrloHHblx cucreMax repcoH€rlrbHbrx AaHHbrx)) (yrnepx4ena
3aMecrI,IreJIeM Aupelcropa @CT3K Poccur.r 15.02.2008), Eanx AaHHbrx yrpo3 OCTSK
Pocczu (www.bdu.fstec.ru), <MeroAzrrecKr,re peKoMeHAagkr rro paspa6orxe
HopMarIaBHLIx [paBoBblx aKToB, orrpeAenflrorq[x yrpo3br 6esouacHocrr,r nepcoHanbHbrx

AaHHbIx, aKTy€uIbHbIe rpu o6pa6orre repcoHzrrrbHbrx AaHHbx n unSopMarIHoHHErx
cprcTeMax rrepcoH€uIbHbIx AaHHbrx, 3Ko[JryaTr4pyeMbrx rlpn ocyqecrBJIeH.I/.u
coorBercrByloqux BI,IAoB AetreJrbHocrr,D) (yrnepxaeHbr pyKoBoAcrBoM 8 L{enrpa OCE
Poccnu 31.03.2015 Ns l49l71216-432), rpuKa3 <DCE PoccurE or 10.07.2014 Ns 378
<06 yrnepxAeHl{I4 Cocmsa I4 coAepxannfl, opraHr{3arl}roHHbrx ra rexHlrqecxr,rx Mep rro
o6ecne.IeHlalo 6esonacHocrl,I nepcoHzrnbHbrx AaHHbrx rtpn trx o6pa6orxe
zHQoprr,ralluoHHblx cucreMax [epcoHanEHbrx AaHHbrx c vcnoJrb3oBaHraeM cpeAcrB
Kpr{rrrorpa$uuecxofi 3arqr,rrbr uHQopuaqun, Heo6xo4uuux Anfl Bbr[oJrHeHr,r,
ycraHoBJIeHHbIx flpanurelbcrBoM Poccuficxofi (De4epaquu rpe6onannfi K 3arrIHTe
nepcoH€rJrbHbrx AaHHbrx An;r KzDKAoro r,r3 yponuefi 3arrlurrleHHocru)).

1.3. Vrpoeu 6esonacHocrla rrepcoHanbHbrx AaHHbrx, aKTyanbHbre npu
o6pa6otre [epcoHaJlbHblx AaHHbrx, yrorrHf,rorc, H AonoJrHrrorcfl rro Mepe BbrflBJreHr,r,

HoBbIx HcroqHI,IKoB yrpo3, pasBurr,r, cnoco6os 14 cpeAcrB pe.LJrr{3arrur4 yrpo3
6esouacHocrl{ uepcoH€IIIbHbIx AaHHbrx B I4CfI[n. YxasaHHrre r,rcMeHeHlu
coruIacoBblBalorc, c @CTDK Poccuu ra OCE Poccurz B ycraHoBJreHHoM rropf,AKe.

Ns 152-(D3

1.2.



BJracrr,r o6racru
B KAqECTBC

1.4. I,ICfI[u aAMr{Hucrpa\uut o6nacrr 14 r,rHbrx opraHoB I,IcTIoJIHI{renruofr

r{MeIoT cxoAHyro cTpyKTypy, oAHoTI4rIHhI I,I xapaKTepI43yrOTC' TeM, qro

o6rexron raHQoprraatu3alqr4u BbrcrynarcT pac[peAeJleHHbre

uu$oprr,ralllzoHHble crrcreMbr, r,rMercrrluerKaK rlpaBxnoroAHoroqeqHoe [oAK[rcqeHI,Ie K

cerflM o6ulero rroJrb3oBaHr,rs t4 (uirra) cerflM MexAyHapoAHoro ran@oprr,raqlloHHoro

o6ueHa. B saezcuMocrr,r or KoHKperHoro o6texta unQoprraarn3arrvttt ITICIIAn MoryT

oxBarbrBarb MHonle noApanAeJreHr,r, oAHoro opraHa I,IcnoJIHI,ITenrnofi BJIacrI,I odlacruu
6rrrs piBBepHyrbr B rrpeAenax HecKoJrbKI,Ix 6rugro pacnonoxeHHblx sl'anruit.

B or.{elrHbrx cJrfrarx ucroJrmyerc, JroKzrrrbHil, I,ICMu, pa3BeprryTafl, B npeAenax

oAHOTO 3Aa}Ikrfl.

1.5. I4CMu aAMrHr,rcrpaw4u o6nacru Lr r,rHbrx opraHoB ucnoJlHl,Ire.urnofi

BJracrr{ o6lacru npeAcraBJrrror co6ofi coBoKy[Hocrb I{3oJIzpoBaHHbx Apyr or Apyra
un$oprraarlrroHHblx cl4creM.

1.6. BsoA repcoH€rJrbHbrx AaHHbrx r I,ICIIIH H BbIBoA AaHHbIx us ITICIIIH
ocyulecrBJrf,rorcs c l{cnoJrb3oBaHr,reM 6yvtaxnux Lt gneKTpoHHbIx uocurenefi
uHQopuaquu. B KarrecrBe gneKTpoHHbrx uocurerefi raHQoprr,raqnu uclonb3ylorcfl
yqreHHbre cbeMHbre Hocr,rreJrr{ unSopua:glalv 14 otIrI,IqecKVe AHcKkt .{ocryn x I,ICfI[u
orpaHfir{eH [epeqHeM rocyAapcrBeHHbrx rpaxAaHcK]Ix cnyxaqux utru pa6orHlaKoB

opraHa lrcrroJrHr4Temnofi BJracrr4 o6racru, flBJlflrolqerocfl BJIaAeJIbqeM VICIIIru, ru6o
cy6rertauu repcoHzurEHbrx AaHHbrx. flepe4aua nepcoHulJlbHLrx AaHHbIx B ApyrI,Ie

opraHu3a\uu Lt B Teppr,rropr,rzrnbHbre opraHbl Qe.qepanrHbx opraHoB I,Icno.uuutelrnofi
BJracrlr [pou3BoArTcfl n o6esrI,IqeHHoM BI,IAe, B npeAeJlax tax [oJlHouoquft.

1.7. B orAensHbrx cryrraflx rrpvt o6pa6orxe nepcoHEIJIbHbIx AaHHbIx n ITICIIIH
MO ryT [pI,IMeHrTbC' TeXHO JIO r]IU Bl{pryiul I{3aIIUI4.

1.8. flepcoHanLHble AaHHbre cy6rexron flepcoHanbHblx AaHHbIx

o6pa6amrBarorc, c rleJrbro noJrfreHr{, rocyAapcrBeHHbx I,I MyHI{II[nzIrIbHbIx ycnyr, a

TAKXE:

B rleJr.f,x o6ecne.reHr.fl. AeflTeJrbHocru fy6epHaropa o6nacryl, aAMt4Hl{crpallurt

o6lacrn, r,rHbrx opraHoB r4crroJrHr4Temnofi BJIacrI4 o6lactpt u crpyKTypHblx

rroApmAe toauit a,qMuH H crp aIII,I H o 6lacru ;

B rlensx o6ecneqeHr{, KaApoeoft pa6orut, B ToM rII,IcJIe B IIeJIsx coAeftctsuq

rocyAapcTBeHHbrM rpaxAaHcKr{M cnyxauu{M B rlpoxoxAeHl,Ir rocyAapcTseHHofi

lpaxAaHcrofi cnyx6rr Bna4uuupcxofi o6nactu, Bbl[onHeHuu pa6o'tu, n o6yr{eHl,Iu

tr.qonxHocrHoM pocre, o6ecne.reHu.fl ru.Iuofi 6esonacHocrll rocyAapcrBeHHblx

lpaxAaHcKr{x cnyxarqtrx v qJreHoB I4x ceuefi, o6ecneqeHuq coxpaHHocrl,I

rrpr{HaAnexarqero r{M r,rMyrrlecTBa u r,rMyxlecTBa focyAapcTBeHHblx opraHoB, yrleTa

pe3ynbraroB LrcrroJrHeHru uuvr AonxHocrHblx o6gsaHHoctefi, o6ecue'IeHl4s

ycraHoBneHHbrx 3aKoHoAareJrbcrBoM Poccuficrofi @e4epaqlztu ycnonufi ocyuecrBJleHufl

clyxe6nofi gexteurHocrlr vt rpy4a, rapantufi I{ KoMfleHcaqrafi;

B r{enflx SoprrarapoBaHnfl, Ka,qpoBoro pe3epBa Ha rocyAapcrBeHHofi rpax4aucxoft

cnyx6e BlaAuvrupcxofi o6nacru, pe3epBa y[paBneHqecKl,Ix KaApoB BlaAuuupcxofi
o6racu,r, rporuBoAefi cmuggoppynurara; .

B rleJrf,x peafiu3aurara upbqeayp no [peAcraBJIeHI,IIo rpaxAaH K HarpaxAeHl,Iro;



B ueJlrx trpvev.a, o6pa6orru ?r pacrpeAeileHufl rocrynllBlxux B aApec

fy6epHaropa o6nacrr,r, repBhrx 3aMecrurerefi I,r 3aMecrurerefi fy6epuaropa o6lacru,
opraHoB HcrroJrHr,rrelrnofi BJracrlr o1tacru AoKyMeHToB, o6paqeuufi lpaxgaH ,t

opraHr{3aquit, a raKxe perucrpa\t4u u orrrpaBKll HcxoAf,IIIefi xoppec[oHAeHlll{u;
B rlensx Be,{eHrfu BHyrpeHHefi cryxe6nofi nepelrlcKH;
B rleJr.,rx Sopl,rupoBaHlafl BHyrpeHHHx AoKyMeHroB, pernaMeHTl{pytoqflx

AerrenbHocrb a4utrnr4crparluu o6nacrn u lrHbrx opraHoB HcrIoJIHI,ITelruofi BJIacrI4

o6nactu;
B qeJrf,x [peAocraBilenufl, xr{Jrbrx rroMeu1eHuitcrte\uanr{3l{poBaHHoro xHJII{tIIHoro

Son4a o6r,acru;
B I{enrx BbrAaqI{ npolycKoB AJL npoxoAa B aAMI,IHI,ICTpaTI,IBHbIe 3AaHHr;

B rlenflx noAroroBKr{ H npoBeAeHr,r, Meponpuflrvrit c yqacrheM I,IJIU no [opfleHuro
fy6epnaropa o6racrlr, noAroroBKr,r [pecc-peJrr,rsoB o AerreJIbHocrI,I aAMI4HI{crpa\uv
o6 nactu, BaI4MoAe itcrsufl. co cpeAcrBaMI,I u acco no fi raHQ oprvraquu.

1.9. Oneparopou nepcoHzrnrHbrx AaHHbrx rpr nx o6pa6orre B HCIIIu
aAMr4Hr{crparlutr o6racru H r,rHbrx opraHoB r,rcrroJrHr,rremnofi BJIacrr{ o6racru f,BJlflerc,
aAMuHrrcrparrr4fl o6nacrn w coorBercrByroqfie opraHbr r{cnoJrHr,rremHofi BJracrr,r

o6nacru, opraHl{3yrcIrlrae u (utm) ocyrqecrBJrrroque o6pa6orrcy [epcoHaJrbHrlx AaHHbrx,
a raKxe orrpeAeJlsrcurue IIeJrlr 14 coAepxaHr,re o6pa6orrn flepcoHurrbHbrx AaHHbx.
Henocpe4crneunyro o6pa6omy repcoHalrbHbrx AaHHbrx B WCIIlin ocyrqecrBJrflror
ynoJrHoMorreHHbre coorBercrByrorrlr4M opraHoM HcrroJrHr4Temnoft BJracrlr o6nacrn
crpyKrypHbre roApa3AeJreHua (corpyanuxn).

1.10. I4H$opvraquounstfi o6rraeH rro cerf,M cBr3r4 o6rqero noJrb3oBant4fl.Lt (utru)
cer.rrM MexAyHapoAHofo un$oprrrarluoHHoro o6ueHa ocyqecTBJrrerc, c
r,rcnoJrb3oBaHHeM cepruQraqnpoBaHHbrx cpeAcrB Kpr,r[TorpaQnuecxofi 3arrlr.rrhr

uHQopuaquu (satee - CK3I4).

1.11. Kourponnpyerraofi soHofi I,IC[.{u ,BJrflIorcf, aAMuHt4crparr{BHbre 31aufifl
opraHoB I,IcnoJlHllTerruofi Bnacrr{ o6racru }r orAeJrbHbre [oMerrleHr,rr. B flpeAenax
KoHTponupyerraofi 3oHbI HaxoAf,Tcr pa6ouue Mecra [oJrb3oBarelefi, cepBepbr, cereBoe u
TeJIeKoMMyHHKaIrI4oHHoe o6opy.uonanvte ZCII.{H. Bse r(oHTpon}rpyerraofi 3oHbr

HaxoArrc, Irvrnvtvt nepeAaql4 AaHHErx r{TeJreKoMMyHr{KarrLroHHoe o6opy4onatt4e,
ucrlonb3yeMoe gnx unQopMaIIrIoHHoro o6ueua rro cerrM cBr3r,r o6qero rroJrb3oBanufl, u
(urra) cerf, M MexAyHapoAHo ro rau$oprr,rarlr4oHHoro o6ueua.

1.12. B aAnauuucrparlrBHbrx 3AaHr{rx opraHoB ucroJrHure.nssofi BJracrr,r o6lacru
opraHla3oBaH nponycxHoft pexrzM, HeKoHTponr4pyeMoe npe6nnaHr,re [ocropoHHtrx nIaq
I,I HeKoHTponupyeMoe repeMelrleHue (nuHoc 3a npeAenbr 3AaHHr) xorrauurcTepoB u
oprrexHI,IKI,I rIcKJIrcrIeHo. flouerqenur o6opyAoaansr 3anuparoukrMr4cfl. 4nepruu. B
Kopr,rAopax, aecru 6rc rrflx 14 xoJrJrax BeAerc, nu4eo ua6JrloAeH r,re.

1.13. TexnzqecKue cpeAcrBa H 6asrr AaHHbrx I4CIIAu aAMuHr4crpaqnr{ o6lacrn
Ia I{HbIx opraHoB HcrIoJIHHTeruuofi BJracrr4 o6ractu pa3Merrlarorcq Ha reppuropr,r}r
poccuficroft<Deaepa\r4v. 

.I....



4

2. Xa pa rreprrcru r(n 6esonacuocrlr u uQopma IIHo H H blx clrcreM

rrepcoHaJrbHblx Aa HHbIx

2.1. Yqurrreaq oco6eHsocru o6pa6orru [epcoHirJrbHbrx AaHHbrx B

a,{MlrHlacrparlvrl o6racru I{ HHbrx opraHax I,rc[oJIHI,ITemHofi BnacrI,I o6nacru, a raKxe
Kareropr,rro u o6tena o6pa6arbrBaeMbrx s IrIC[,{H nepcoHarlbHblx AaHHbIx, ocHoBHbIMI4

xapaKTepr{CTHKaM}I nu{oprraaquonHofi 6esouacHocrrr I,ICIIAH ,BJI,IOTCfl

xoHQ ugenqrr€rJrbHo crb, rleJro crHocrb r,r Ao cryrlHocrb.
B qerqx Hacroflrrlero HopMaruBHoro npaBoBoro aKTa rlcnoJlb3ylorcf, cneAyrcIque

rro Hsrr,rfl oc HoB Hbrx xapaKTepu crr,r K r,rn S oprr,r aquo n so fi 6eso uacHo cru ITIC fIAH :

xon$ra4eHulr€rJrbHocrb - o6ssarelrHoe AJrfl co6nrcAesutr oneparopoM I,IJII4 I,IHrIM

IOTYIII,IBIII,IM AOCTYN K ICPCOHTIJIbHbIM AAHHbIM NI'IIIOM TPE6ONAUIIC HE AONYCKATb

ux paclpocrpaHeHrae 6eg corJracrrs cy6rexta [epcoHanbHbrx AaHHLIX kurn Haruqktfl
I4HOTO 3AKOHHOTO OCHOBAHI,If, ;

rleJrocrHocrb - cocrof,HLle 3aIIInqeHHocrI,I uuQopuaquu, xapaKTepll3yeMoe

cnoco6uocrbro aBToMarusuponauHofi cracreMbr o6ecne.Iunatr coxpaHHocrb

14 Her,r3MeHHocrb raH$oprraaquIa npu no[brrKax HecaHKuHoHI{poBaHHbIx Bo3Aeilcrsnil

Ha Hee B flpoqecce o6pa6orKl{ I,III4 xpaHeHI,Ir;

AocryflHocrb - cocrof,Hne raHQoprvralrvtut, [pI{ Koropou cy6reKTbl, HMeloque

2.2. floa aKTyErJrbHLrMu yrpo3aMr{ 6esonacHocrl{ nepcoHaJlbHblx AaHHbx
rroHraMaerc, coBoKyrrHocrb ycnonufi u SarropoB, co3Aaroull4x aKTyuIIIbHyto onacHocrb
HecaHKrIHoHupoBaHHoro, B ToM rrncJre c.nyuafinoro, Aocryrla K [epcoHaJIbHbIM AaHHrIM

[pr4 r,rx o6pa6orxe a uuSopMaur{oHsofi cucreMe, pe3yJrbraroM Koroporo MoryT crarb
yHr{rrroxeHlre, rr3MeHeHI{e, 6norHponaHr4e, KorIrIpoBaHI,Ie, pac[pocrpaHeHl,Ie

rrepcoHturbHhrx AaHHbrx, a raKxe r,rHbre He[paBoMepHble Aeficraug c [epcoHarIbHbIMI4

AAHHEIMI,I.

2.3.

[paBa AocTyla, MoryT peall,I3oBaTb IiIx 6ecnpenrrcTBeHHo.

Tlrna aKTyuurbHblx

AaHHbIx Anq rcaxAofi

B saBr,rcuMocrr,r or cocrana o6pa6arbrBaeMhlx rrepcoHtulbHhlx AaHHbIx I4

yrpo3, ueo6xoAuturtfi ypoBeHb 3aqI4IqeHHocrI,I nepcoHaJlbHhlx

rnQoprraaquoHHbrx clrcreMax [epcoHzrJrbHblx AaHHbIx, npHBeAeHHbIe B AxryantHrtx
yrpo3ax 6esonacHocru I4CII.{H, rroAnexar aAarITaIIuI,I B xoAe paspa6otx}I qacrHblx

rraoAe.uefi yrpo3 6esonacHocTl,I flepcoHzlrlbHblx AaHHbIx.

3. IIpurvreneHlle cpeAcTB Kpl{rTorpa$uvecrcofi sauluru uHSopMaIIuu

n u uSopMa IIrroHHbIx clrcreMax nepcoHaJrbH blx Aa HHbIx

3.1. Artyalrnocrb flpuMeHeHr,r.fl n I4CfI.{n a.qMI{HI4crpaIrI{H o6lactu H IaHbIx

opraHoB trcrroJrHlrrelrnoft BJracrr,{ o6ractu CK3I4 onpeAenrerc, ueo6xoAuMocrbto

3alqr,ITbr rrepcoHzlnbHbrx AaHHbrx, B ToM rrucle upu uH$opMalruoHHou o6ueue no cer.f,M

cBfl3r,r o6ulero rroJrb3oBaHrafl 14 (nrn). cerflM MexAyHapoAHoro uH$opnaauuoHHoro

2.4. Yrposrt

ZCIIIH onpeAenrerc, THATIBI{AyEIIIHo.

6esonacHocrlr trepcoH€IJIbHblx AaHHbIx, o6pa6arsrBaeMbrx B

o6ueHa.
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3.2. CK3I4 npeAHa3HatreHbr Airfl 3arrlurbr HHQopMaqr,rH or AeficrBvtit co cropoHbl

Jrlrq, He HMeloulux npaBo Aocryrla x stofi uHQopuaqurz.

3.3. IlpnuxruMlr opraHr.r3arIr{oHHo-TexHI4tIecKI4MI,I MepaMI{ B aAMHHlIcrpaIII4I{

o6lactu u I,IHbrx opraHax lrcrroJlHl{Telrgofi BJIacrI4 o6ractu }IcKJIroqeHa Bo3MoxHocrb

HecaHKrIt4oHLtpoBaHHoro AocTyrra rroTeHrlr4anbHoro Hapyul,ITenq K rJlroqesoft

nHSoprraarluu CK3I4.

3.4. IIpz sxcnilyarar\r4rl CK3I4 co6moAarorcr tpe6oBa*Vfl, eKcrIJIyaraIInoHHo-

TexHurrecxoft 4orcyMeHTarlur{ na CK3I,I ra rpe6onanvfl. geficrnyroq}Ix HopMarI,IBHbIx

lpaBoBblx aKToB s o6flactu pean]I3alllarl I4 oKcrrilyaralPrtt CK3n.

3.5. fur o6ecreqeHrr 6esonacHocru rrepcoHrrJrbHblx AaHHbIx flpu ux o6pa6otxe
n I4C[I,{H rrcronb3yrorc, CK3I4, rpoureArur,re B ycraHoBJIeHHoM roprAKe rpolleAypy
orIeHKr,I co oTBeTcTBvtfl .

3.6. O6rexraul,I 3alrlurbl s I,ICIAH ,BJlflIorcr:
[epcoHzlJrbHble AaHHbIe;
cpeAcrBa Kplanrorpa$rauecxo fi salqurrt raHS op vraqnu ;
cpeAa QynrcqnoHupoBaHur CK3I4;
raHQopuaqur, orHocrlqascfl K Kpr4[TorpaSuuecrofi 3aIqI,ITe nepcoHanbHblx

AaHHbrx, BKrrotras KrroqeByro, [apoJrrHyro 14 ayrenruSuq]rpyrcuyro uHSopMaIIurc

CK3I4;
AOKyMeHTbI, AeJra, XypHanbr, KaproreKl{, v3I{aHld.fl, TexHI,IqeCKI4e AOKyMeHTbI,

BHAeo-, KlrHo- u Sorouarepr,r€rJrbr, pa6ouue Marepl,Ianbl I{ T.n., B Koropblx orpaxeHa

3arrlurrlaeMaf, zH$opuaqua, orHocf,tqaflc, K nnQoprr,raII[oHHbIM cl{creMaM

nepcoHaJrbHbrx AaHHbrx r.t Lrx Kpr{[Torpa$uuecxofi 3aIrIHTe, BKJIIOqa, AOKyMeHTaIIEIO Ha

CK3I4 il Ha rexHrarrecKr{e rr nporpaMMHbre KoMnoHeHrbr cpeAbl QyHxquoutlpoBaHl{t
CK3I,I;

HOCHTenU Saquqaer\dofi nnsopuaquu, r4cnonb3yeMbre B uH$oprraaquonuofi

cucreMe B npoqecce Kpurrrorpa$n.recrofi 3arrl[rrbr [epcoHaJlbHbx AaHHbIx, Hoc]ITeJII,I

rmoqesofi, raponbHoiruaytenrnQnqupyroqefi nHQoprraaqun CK3I,I u noprAoKAocryrla
K HI,IM;

[crronb3yeMbre uuQoprvraqnossofi cucreuofi KaHaJrbr (rtnnuu) cBfl3ut, BKJIIoqa,

ra6enrsue cucreMbl;
floMerrleHu{, B Koropbrx HaxoArrcr pecypcbr uHooprraarluonnofi c}IcreMbl,

prMerorrlue orHorrreHue K Kpr{rrrcrpa$ra.recxofi 3aIqI,ITe nepcoHiulbHblx AaHHbIx.

4. Oupege.neH[e Bo3MoxHocrefi co3AaHrrr cuoco6os, [oAroroBKlr
H rrpoBeAeu[fl ararc Ha odtercTbl 3aullrrbl

4.1. Pearusaqus yrpo3 6esonacHocrr/r [epcoH€rlrbHLlx AaHHbIx,
o6pa6aruBaeMbrx n I4CfI,{H, oflpeAenflercfl Bo3MoxHocrflMI,I rIcrorIHI,IKoB araK:

- Bo3MoxHocrb caMocro{TeJlbHo ocyulecrBJrrrb co3AaHI,Ie cnoco6oe araK,

[oAroroBKy ]r [poBeAeHue araK ToJrbKo 3a upeAeJraMu KoHTponupyeuofi 3oHbI;

- Bo3MoxHocrb caMocro.f,TeJrbHo ocyqecrBJrsrb co3AaHI,Ie cnoco6on araK,

noAroToBKy u npoBeAeHr,re araK B'.. flpeAenax KoHTponupyerraofi 3oHbI, Ho 6es

Quruuecxoro Aocryna K arnaparHbrM cpeAcrBaM (.qanee AC), Ha Koropblx
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pe ann3 oB aH bI CK3kI u cp eya ux QyH rrlr{oHl4poB annfl,;

- Bo3MoxHocrb caMocrosreJrbHo ocyqecrBJrrrb co3,qaHl,Ie cuoco6on araK,

rroAroroBKy r{ npoBeAeHyre araK B [peAeJrax KoHTpoJII,IpyeMofi goHst c Suru.recKI,IM
AocryroM x AC, Ha Koropbrx peaJrr,r3oBaHbr CK3I4 u cpeAa rax SyHxqI4oHI,IpoBaHI,Ir;

- BO3MOXHOCTI npl,rBneKaTb CneUraaJrUCTOB, IaMeTOIIIHX OnbIT paSpa6OtrU U

anuil43a CK3I'I (axnrouar c[erluaJrr,rcroB B o6ractu aHutu3a cI,IrHtLIIoB nuHeftHofi

[epeAarru n curHulJros no6o.rHoro gneKTpoMarHI,ITHoro I,I3[yqeHH, I,I HaBoAor CK3I4);
- Bo3MoxHocrb [pr,rBneKarb cnequ€rJlr,rcroB, t{Meroqrx onblT pa:pa6orrr vt

aHatru3a CK3I4 (nrurcvar crerlna.JrrircroB B o6ractu I{ctIoJIb3oBaHVfl AJIfl peanv3alluv
araK HeAoKyMeHTr{poBaHHbrx Bo3MoxHocrefi np}IKnaAHoro [porpaMMHoro

o6ecneqeruux);
- BO3MOXHOCTI npl,rBneKarb C[eq[arurcToB, [Mercrqux o[bIT paepa6orxr.r v

a*atru3a CK3I4 (nrcnro.rax c[erlr{aJrlrcroB B o6racru lacnoJlb3oBanrfl AJL peaJlu3a\Htr

arax HeAoKyMeHT[poBaHHbrx Bo3MoxHocrefi a[naparHoro v [porpaMMHoro

KoMrroHeHro B cpeAbl SynrqnoHl{p oBaH Hr CK3I4).
ArryamHbrMu Irpu3HaHbI :

- BO3MOXHOCTb CaMOCTOf,TeJIbHO OCyIIIeCTBJITT6 CO3AaHHe CnOCO6OS aTaK,

noAroroBKy H rrpoBeAeHr,re araK ToJrbKo 3a [peAenaM[ KoHTponrapyeuofi 3oHbI;

- Bo3MoxHocrb caMocrof,TeJrbHo ocyulecrBrqrb co3AaHI,Ie cuoco6os araK,

noAroToBKy vt [poBeAeHr{e aTaK B rrpeAeJrax KoHTpoJlHpyervrofi 3oHbI, Ho 6es

Qusuvecroro Aocryrra K AC, Ha Koropbrx peaJII,I3oBaHbI CK3I4 t4 cpeAa Iax

QyurqraoHHpoBaHI,It.

B Ta6nuqe npHBeAeHu o6ocnoBannfl, flpr,r3HaHufl yrpo3, xapaKTepHblx AJII

IaHbIx Bo3MoxHoctefi ?IcrorIHI,IKoB araK, HeaKTyaJIbHbIMI{.

Ta6nzua

I{b

Vroqnensbre Bo3uoxuocru
HapyruIrre.uefi u

Ha[paBJreHrrfl aTaK
(coornercrBylon1lre

ar(TyaJrbnrre yrporrr)

Arcryamnoctr
rICIIOJIIT3OBaHIIg

(npnrvreuenun)

AJIfl rrOCTpOeHUf

lI peaJrr{3all[u
ATAK

O6ocHonaHl{e orcyrcrB}Ifl

2.1 @usu.recrufi Aocryn K

cpeAcTBaM BbIruIcJILITenruofi

rexnlrxr{ (.qanee CBT), Ha

Koropblx peaJII{3oBaHu CK3l4 u
cpeAa $yuxquonupoBaHr.s
(azuree - CO).

He aKTyanbHo rpoBoArrcr pa6orrt ro nox6opy
corpyAHr{KoB;

AOCTyn B KOHTpOn[pyeMyrO 3OIry 14,

floMerrlenr{t, rAe pacflonaraetca CBT, Ha

Koropbrx peaJII.r3oBaHbI CK3I4 vt CO,
o6ecneqranaerc.s B coorBercrBull c

KOHTpOJTbHO-npOfl yCKHbIM peXHMOM ;

noMeIrIeHI,Ifl, B KOTOpbIX pacnonaralorcf,
CBT, ua Koropblx pac[onararutcc CK3I'I H

CO, ocHauleHEr BxoAHbIMLI ABepbML c
3aMKaMV, o6ecueq[eaercfl, nocrof,HHoe

3aKpbrrr{e 4nepefi noueqesufi Ha 3aMoK I'I

ux oTKpbITlIe ToJIbKO AlIfl
caHKrlr{oH}rpoBaHHoro npoxoAa.
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2.2 Bogproxuocrb Bo3Aeficrnosarr
Ha a[[apaTHble KoMrIoHeHTbI

CK3I4 u CO, orpaHraqeHHaf,

MepaMLI, peaJII,I3OBaHHbIMI,I B

uu$opuaquonuoft cucreMe, B

Koropofi ucnoJrb3yercs CK3I4, u
HalrpaBJreHHhrMu HA

rrpeAoTBparqeHr.re H [peceqeHHe
HecaHKUI{oHLrpoBaHHbx

netrrcrBriit.

He aKTyaJIbHo npoBoAflrcr pa6oru
coTpyAHr{KoB;

ro uo46opy

AOCTyn B KOHTpOJrlrpyeMyrO 3OHy U

fioMeuleHilf,, r.4e pacflonaraercn CBT, na

Koropbrx peanr{3oBaHbr CK3l4 14 CO,
o6ecre.{usaercg, B coorBercrBl,ru c

KOHTpOIbHO-IIpO[IyCKHbIM peXr,rMOM ;

[oMerrleHr.rr, B KoTopbrx pacnoJlararorc.f,

CK3I4 w CO, ocnarrleHbr BxoAHbrMr.r

ABepbMr,r c 3aMKaMlr, o6ecuequsaercg
trocrorHHoe 3aKpbrr[e 4nepefi noueqenzfi
Ha 3aMOK Vt UX OTKpbrTr,re TOJTLKO Anfl
caHKrlr,roHr.rpoBaHHoro Ilpoxola;
npeAcTaBrITeJr[r

o6cryxunaroqux
TEXHUIIECKI4X,

n Apyrffi
Bc[oMorareJrbHbx cnyN6 npu pa6ore n

noMerrleHr.rsx (croftrax), fAe
pacnoiroxeubr KoMttoHenru CK3I4 u C<0,

u corpyAHr,rKr,r, He f;Bnrroufiecff
noJrb3oBarensrr,rH cK3H, Haxo.urrc, B 3Tr,rx

noMerrleHr.rffx ToJrbKo B [p[cyTcTBr.[r
coTpyAHr,rKoB rro gKcnnyaTaur{u.

3.1 CosAaHpre cnoco6on,
loAroToBKa r,r [poBeAeHue aTaK

c upr.rBneqeHr,reM crrerlrraJrr,IcToB

e o6racra aHaJrr,r3a cr,IrHiIrIoB,

conpoBoxAaroulrx

$ynrquourrpoBaur.re CK3I4 u
C(D, Yt n o6racrz
r{cflo Jrb3 oB aH.ufl , I.nfl , peaJlr,I3arlu }I

aTaK HeAOKyr!{eHTr,rpoBaHHbrx

(ue4ex.uapuponauuux)
noguoNnocreft [pI,IKJraAHoro

nporpaMMHoro o6ecue'reu[q
(.qaree - [O).

He aKTyaJrbHo

' ,i. 
'!

He ocyulecrBJrflerc, o6pa6orxa cne,4ennfi ,

cocTaBJrsrorq[x rocyAapcrBeHHyro rafi ny,
a raKxe r.rHbx cseAenr.rfi, Korophre Moryr
rrpeAcTaBn.sTb r,rHTepec Nfi, peanlr3aur,rr4

BO3MOx(HOCTI'I;

BbICOKIUI CTOI{MOCTb 14 CJIOXHOCTb

rroAf oroBKr{ peanI,r3aIIpII,I Bo3MoxHocTr,I ;

npoBoAflTcx pa6orrr ro noa6opy
coTpyAHr.rKoB;

AOCTyn B KOHTpOJrr,rpyeMyrO 3OHy H

floMerueHlrtr, rAe pacrroJraraercr CBT, Ha

Koropbrx peanr.r3oBaHbl CK3I4 v C(D,

o6ecnequnaercfl B coorBercrBr,ru c
KOHTpOnbHO-[pOnyCKHbIM peXHMOM ;

noMerrleHr,rfl, B KoTopbrx paclonararoTcf
CK3I4 u CO, ocHarueHbr Bxo.[HbrMr{

ABepbMH c 3tMKaMr.r, o6ecnequsaetcq
rrocrorHHoe 3arpbrrue .4nepeft noueuesufi
Ha 3aMOK Vt VlX OTKpbITlre TOJIbKO AJI,
caHKuHoHr.rpoBaHHoro npoxoAa;
npeAcTaBr{Tenr4

o6cryxunarcflprx
TEXHI{IICCKI,IX,

t4 Apyrux
Bc[oMorareJrbHbrx c.rryN6 npu pa6ore n
noMeuleHHgx (crofixax), rAe
pacnoJroxeubr KoMrroueuru CK3l4 u C@,
vr coTpyAHI4K[r, He gBJIflIOIIIHeCfl

noJrb3oBarensruu CK3H, HaxoArrc, B err.rx

loMeuleHr{flx roJIbKo B npl4cyrcTBlar4

corpyAHuKoB rro 9Kc[nyaTaIII4H ;



ocyulecTBJrflercs panrpaHllqeHlle u

KOHTpOJTb AOCTyna noJlb3oBarenefi K

3alqruaeMblM pecypcztM ;

ocyulecTBJrflercfl per[cTpaufl, t4 yrler
Aefi crsuft uomsosarerefi ;

Ha aBToMarr.r3r,rpoBaHHblx pa6ounx

Mecrax (aaree - APM) I4 cepBepax, Ha

Koropbx ycraHoBJreHu CK3H:
ucrronxyrcTc, ceptuSuqr,rpoBaHHLIe

cpeAcrBa 3aIrII,ITbI uHQopr,,raquu or
HecaHKrlr,roH[poBaHHoro AocTyla;
rrcnonb3yrorc, ceprnQuqnpoBaHHble

cpeAcrBa aHTr{Br,rpycnoft sauurrt.

3.2 flporegenr.re ra6oparopHbrx
rccneAonanufi CK3I4,
I{C[OJrb3yeMbrx BHe

KouTpoJrr,rpyeuofi 3oHbI,

orpaHr{lreHHoe MepaMI,I,

peaJrlr3oBaHHErMH B

raH{oplaarruoxnofi cucreMe, B

roropofi rcnonb3yercr CK3I4, u
HarrpaBneHrrbrMlr Ha

npeAoTBparq eHHe v rlpeceqeHlle
HecaH KrIr{oHr.rpoBaHHbD(

aeftcruufi.

He aKTyanbHo He ocyulecrBJrrercfl o6pa6orra cne4euufi ,

cocraBJrrrouux rocyAapcrBeHHylo rafiuy,
a rarxe r{Hbx cseAeuuft, Koropble Moryr
[peAcTaBJrrTb r,{HTepec Altfl, peanl,I3alluu

BO3MOXHOCTI{;

BbICOKAfl CTOI,IMOCTb 1I CJIOXHOCTb

[oAroToBKIr peanu3aur,rlr Bo3MoxHocTI,I.

3.3 flponegeuue pa6or no
co3AaHr,rrc cnoco6os u cpeAcrB
aTaK B HayqHo-
rIccJIeAoBareJIBcKLIX IIeHTpaX,

c[eq]ranr,r3[pyrcu[xcs B

o6uacrr,l paspa6otxa il analnt3a
CK3ITI u CO, B roM rrucre c
uc[oJIL3OBaHI,IeM I,ICXO.qHbrX

TeKcroB BxoArulero s CO
rpr{KJraAHoro fIO,
He[ocpeAcrBeHHo
LICIrOJrb3yrOUIefO BbI3OBbI

rporpaMMHux Syurcqufi CK3H.

He aKTyanbHo He ocyqecrBr.sercfl o6pa6otra cne,qeuufi ,

cocraBJrsroql{x rocyAapcrBeHuylo ratrruy,
a raKxe r,rHbrx ceeAeHl,Ift, Koropble Moryr
rrpeAcTaBJrrTb I,IHrepec Na peaJILI3aIIull

BO3MOXHOCTH;

BbICOKTIg CTOI,IMOCTb U CJIOXHOCTb

rIoAroToBKr{ peaiILI3aIII,IH BO3MOXHOCTI,I.

4.1 CosAaHue cnoco6on,
[oAroToBKa r,I npoBeAeHue aTaK

c upr.rBneqeHl,IeM CIIeI,IllanucToB

a o6lacru lacnoJlb3oBanvfl Lll.fl
peanu3arlr.rH aTaK

He.(oKyM eHTr,IpoBaHHbrx
(negernapnponanurx)
Bo3MoxHocrefi cucteuuoro IIO.

:'

He aKTyaJIbHo He ocyulecrBJltercfl o6pa6otxa cne4euufi ,

cocraBrqloul,tx rocyAapcrBeHHylo rairny,
a raKxe I,IHbx cseAeHllfi, Koropble Moryr
npeAcTaBnsrb I4HTepeC Anfl peaJILI3aIII,lH

BO3MO)I(HOCTI,I;

BbICOKAff CTOI,IMOCTb II CJIOXHOCTb

[oAroToBKH peanI,I3aqI,I]I BO3MOXHOCTIA ;

rpoBoAsrca pa6orut ro no46opy
corpyAHlrKoB;

AocTyn B KoHTpon[pyeMylo 3oHy u

loMerrleHr.rfl, rAe pacfionaraercs CBT, ua
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Koropbrx peairr.r3oBaHbr CK3I,I u CO,
o6ecue.Ifiraercfl B coorBercrBl,Iu c

KOHTpOJTbHO-[pOnyCKHbrM peXI,rMOM;

floMerrleHr.rr, B KoTopblx pacflonararcTcs

CK3H v CO, ocHarlreHbl BXoAHIIMI,I

ABepbMr{ c 3aMKaMI,I, o6ecnequeaercfl
flocrorHHoe 3aKpbrrue gnepefi uoueulesrfi
Ha 3aMOK U t4)K OTKpbITLIe TOJIbKO AIIS

caHKrlr,roHrrpoBaHHoro flpoxoAa;
IIpeAcTaBr{Tenr,r

o6cryNunaroulnx
TCXHI,IqCCKI{X,

v Apyrrrx
BcnoMorareJrbHbrx cnyx6 upu pa6ore n
IIoMerrleHH.f,x (crofirax), rAe
pacnoJroxeHbr KoMrroHeuru CK3I,I tt CO,
vt corpy,qHr{Kl,I, He ,BJTflIOIUUeCfl

floJrb3oBarenqruu CK3I4, HaxoArrc, B 3THx

floMerrleHr.rsx ToJrbKo B IIpucyTcTBr,rI,

coTpyAHrrKoB no 3Kc[JryaTaII[[;
ocyulecTBJrfleTcfl pa3rpaHurleHl,Ie v

KoHTpoJIb Aocryfia nomsosarerefi K

3arrlHrrlaeMbrM pecypcaM ;

ocyrqecTBJr.seTc, perficTpallu, r y.IeT

Aeftcrsufi uorusonarelefi ;

Ha APM vt cepBepax, Ha Koropblx
ycraHoBneHu CK3I,1:

ucfloJrbgyrorc, ceptn$uunpoBauHble
cpeAcrBa 3aIqI,ITbI nn$opuauuu or
HecaHKIIr{OHr,rpoBaHHOrO,IIOCTyIa;

[c[oJrb3yrorcfl ceprr,r$rauupoBaHHbIe

cpeAcrBa aHTl{Bllpycttoft 3arrryltrt.

4.2 Bosr\,roxHocrr pacflonaraTb

cBe.{eHr{rMr,I, coAepxalql{Ml{cfl B

KoHcrpyKTopcroft
AOKyr![eHTaIITII{ Ha a[napaTHble
u nporpaMMHble KoMnoHeHTbI

co.

He aKTyaJIbHo He ocyuecrBJlrerc.fi o6pa6orra cne1euuft ,

cocraBJrrrculux rocyrapcrBeHHylo raituy,
a raxxe r,rHbrx cnegeunft, Koropble Moryr
npeAcTaBIsTb I,IHTepec N$ peafipr3alll{H

BO3MOXHOCTI,I.

4.3 Boguoxuocrb Bo3Aeficrsosatr
na nro6rre KoMrroHeHTrr CK3I,I u
co.

He aKTyaJILHO He ocyulecrBJrfl ercr o6pa6orra cre4euuft ,

cocraBJrrrorqux rocyAapcrBeHHylo rafi uy,
a raKxe l{Hbrx cne4enufi, Koropble Moryr
npeAcTaBJIflTb I4HTepeC Anfl peanl{3allHpl

BO3MO)t(HOCTI,I.

5. OupeaeJreHne aKryaJrbHbrx yrpo3 6esonacHocrlr [epcoHaJrbHblx AaHHbIx

B rrHoopMarIlIoHHblx cucTeMax IIepcoHaJlbHblx AaHHblx

5.1. OcnosHsrr\,ru BlrAaMrt yrpo3 6esouacHocrl{ [epcoHailbHblx AaHHbIx

ITICIIAn flBJl.glorc.f,: t 'L-5 r' .' .

1) yrpo:u yreqKu ranQilprr,rauun rro rexHuqecKllM KaHEInaM:

B

I .l ) yrposbr yrerrru aKycrlaqecKofi (peueaofi) nnQopuaqllu;
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I . 2) yrporbr yrerIKLI sl,IAoaofi uuQoprtaaquu;
1.3) yrpo3br yrer{Kn uHSoplaa\vr4 no KaHarraNa no6o.rHoro 3neKTpoMarHI,IrHoro

n3IYrIeHHfl V HABOAKkT;

2) yrposu HecaHKrrr,roHt4poBaHHoro Aocryrla (aaree - HCD x unQoprr,ra\uv:

2.1) yrpo3br yHr4rrroxeHtrs, xuuIeHH, ar[aparHblx cpeAcm IrICflu Hoclarelefi
uH$oprraarlur,r nyreu SusuuecKoro Aocryra K oJleMeHrarra LICII.{n:

- Kpaxa [epcoH€rnruofi olerrpouuofi Bbrrrucnr{TemHofi MaIITHHrI (Aanee

n3BM);
- Kpaxa HocrITeJIefi unSoprr,r a\vv;
- Kpaxa rc[rc.refi u atpu6ytoB Aocry[a;
- Kp axa, nro4nQrar a]qiflLfl, yH[tIToxeHI,Ie uHQoprr,raquu ;

- BbrBoA r{3 crpos y3JIoB [I3BM, KaHaJIoB cBfl3u;

- H e caH KIIr{O H}IpOB aHH O e OTKJInq eHI4 e CpeACTB 3 aIIII{TbI ;

2 .2) yrp o3br xr4 rrle H Vfl' H ecaHKrlr{ o Hr4p osaH Ho fi vrograS nx a:!tat4 Iatu 6l o rupo BaH}L

zH$oprvraII?III 3a CqeT HeCaHKIII,IOHIIpoBaHHoIO AocTyIIa c [pI{MeHeH[eM [porpaMMHo-

a[naparHLrx ]r [porpaMMHbrx cpeAcrn (n roM qI,IcJIe [porpaMMHo-MareMarl{LlecKux
v v\

BO3AeI,ICTBV[4):

- Aeficteu, BpeAoHocHbIx rporpaMM (nrapycon);

- HeAeKnapupoBaHHbre Bo3MoxHocrn cucreMHoro [porpaMMHoro o6ecne.IeHrfl u

npo rpaMMHoro o 6ecn e.I e H:as, AItfl o 6pa6orxl4 nep coHaJILHbIx AaH HbIx ;

- ycraHoBKa nporpaMMHoro o6ecueueHux, He cBr3aHHoro c ucrIoJIHeHI,IeM

cnyxe6uux o6ssaHHoctefi ;

z.3)yrpo3br HerpeAHaMepeHHhrx Aeficrnuft roJlb3oBarele[ n uapyueuufi
6esonacHocrr,r QynrquoHr,rpoBaHr{tklCllfiy I{ cl{creMbl3aIrIHTbI nepcoHaJlbHblx AaHHbIx

B ee cocraBe r,I3-3a c6oes B [porpaMMHoM o6ecneuenuu, a raKxe or yrpo3

He aHTpoloreHHoro (c6oen annaparypbl H3-3a HeHaAexHocrI,I oJIeMeHToB, c6oen

oneKTpolurauut) u cruxwirHoro xapaKTepa (yaapon uolnnfi, noxapoB, HasoAHeHufi

ra r.u.):
- yrpara rurc.Iefi u urpu6yroB Aocryna;
- HenpeAHaMepeHH€trI rrlograQnralqiafl. (yunvtoxenrEe) uHQopuaquu

corpyAHI{KaMI{;
- HerrpeAHaMepeHHoe oTKrroqeHl4e cpeAcTB 3auIHTbI;

- BbrxoA I,I3 Crpofl a[rapaTHo-rporpaMMHblx cpeAcTB;

- c6ofi cl4creMbl gJleKTpocua6xeuua;

- cruxufisoe 6eActsne;
2. 4) yrpo3bl npeAHaMepeHHblx Aefi crnufi nHyrp enHux Hapyururelefi :

- Aocryn r nnQopMarlr4r,r, rrao4uQlmarlvrfl., yHI,IrrroxeHI,Ie nHQoprraalu4l,I JII,IIIaMI4,

He AonyqeHHbIMI{ x ee o6pa6orKe;
- pasrnatueHl,re uuQopuaquu, ee rvro4nQuxallufl, Ynu yHI,IrIToxeHI,Ie

coTpyAHlrKaMr,I, AonyuIeHHbIMLI r ee o6pa6orxe ;
2.5) yrpo3br HecaHKrlr4oHlrpoBaHHoro Aocry[a [o cerl,I I4 KaHa"raM cBfl3r4i ..,,

- yrpo3a <<Anarus cereBoro rpaQura>> c nepexBaroM rlepeAasael\aoft ras ZCII,(u
tr [pr4Hr,rMaeruofi u3 Brrerurrl{f cetefi'. unQoprraaquu (uepexaar 3a rpeAenaMl4

KoHTponT{pyerraofi 3oHbr, uepexnai n ripe4erax KoHTpoJll{pyerraofi 3oHbI BHeIuHI4MI4

Hapyur4TeJr.f,Mr,[, uepexBar B [peAeJrax KoHTponupyeuofi 3oHbI BHyrpeHHI,IM]I
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Hapyur,rrenrM14);
- yrpo3br cKaHI{poBaHUs\ HarrpaBJreHHhre Ha BbITBJIeHHe T14il4 VIil4 TI4IIOB

HcrroJrb3yeMbrx oflepaquoHHbrx c[creM, cereBblx aApecoB pa6ovrax crauqufi IrICfIr(lr,
ToloJrorur4 cervI, orKpblTblx rloproB u clyx6, orKpEITbIx coe.u{HeHuitu gp;

- yrpo3br BrIIBJIeHI4TI uaponefi rro cerl,I;
- yfpo3bl HaBr3hIBaHI4.fl JIO)KHOTO MapIXpyTa CeTI{;

- yrpo3br [oAMeHbI AoBepeHHoro o6texra B ceru;
- yrpo3br BHeApeHH{ JroxHoro o6rema KaK B IrICfI,{u, TaK I,I Bo BHeIITHI{X cerf,x;
- yrpo3br rv$ta <Orras n o6cnyxuBannpr>>;

- yrpo3br yAaneHHoro 3arlycKa [punoxeuuit;
- yrpo3bl BHeApeHuf, rlo ceTE BpeAoHocHbIx [porpaMM.
Yrpostr 6esonacuocTl,I ranQoprraaquu u3 cocTaBa BaHxa AaHHbIx yrpo3

6esonacHocrr4 un$oprraaqrEu (www.bdu.fstec.ru), rIoreHIII,IaJIbHo orlacHble Anfl

uHS oprvrarluoH Hbrx ct4 creM n epco HanbHblx AaHHbIx :

y8I4.003: Yrposa a*aJrr43a KpunrorpaQuuecxux anropl{rMoB I,I rx peaJll,I3a\av;
y8I4.007: Yrpoaa nosAeftcrBns. Ha rporpaMMrl c BbIcoKuMu npI,IBI{JIerI,IflMI,I;
yEI4.0l0: Vrpo:a BbIxoAa npouecca 3a rlpeAenbl Bl{pryzursofi MaIITHHrI;
yEI4.016: Yrpo:a Aocrylra K JIoK€uIbHrtu Safinau cepBepa HpI{ rloMoqu URL;
yEVI.026: Yrposa ucKaxeHl,Iq XML-cxeMbI ;

YEI4.030: Yrposa 14cnoJlb3oBaHufl

u4 e Hru {u xagwu I ay re Hru Q u ra rlnur, z a4ans o fi rl o yM orrl aH HIo ;
y8I4.033: Yrposa ucnoJrb3oBanufl, cra6ocrefi KoAI,IpoBaHLITI BxoAHbIx AaHHbIx;
yEI4. 03 6 : Yrpo:a uccJIeAoB aHkrfl. MexaHLI3Mon pa6oru uporpaMMbl ;

y814.037: Yrpo:a r4ccJreAoBaHnfl, npunoxeHuq qepe3 otq€tu o6 ouru6xax;
yF.14.042: Yrposa ueNcafirosofi noAAeJIKI,I 3arpoca;
y8V1.044: Yrposa HapyrueHr{fl H3oJr.flunr,r rroJlb3oBareJlbcrnx AaHHbIx BHyrpH

Bupryanbuo fi uarul4Hbl ;
yBI1r.046: Yrpoaa HapyrueHr{s HpoqeAypbr ayreHrn$vKa\Lrur cy6rexron

Br4pryrlnblroro uHQoprr,ralllaoHHoro B3aI{MoAe itcrrwx:,
y8I4.048: Yrpo:a HapyrxeHr4.f, rexHorrorurr o6pa6otru nH$oprr,rauun nyterr,t

HecaHKr{r,toHlrpoBaHHoro BHeceHI{, I43MeHeHlIfi n o6pa":bl Bl4pryiulbnblx MaIITI{H;
yBl4.052: Yrposa HeBo3MoxHocrr,r Mr4rparlrrlE o6pason Bl,IpryanbHblx Maurur vr3-

3a HecoBMecrl{Mocrl{ a[flaparHoro u nporpaMMHoro o6ecneuenrar;
yEIrI.Os 8 : Vrposa HeKoHrponupyeMoro pocra qvcra Bl,IpryanbHblx MaIULIH;
yEIrI.063: Vrposa HeKoppeKrHoro urcrroJrb3oBaHufl, Synr<unoH€ula rporpaMMHoro

o6ecueuenux;
yEI4.068: Yrpoaa HenpaBoMepnoro/HeKoppeKrHoro ucuonb3oBaHnfl, ranrepSefica

B3ar4MoAefrctsux c npI,IJIoxeHI4eM;
y8V1.073: Yrposa HecaHKrIHoHr,rpoBaHHoro Aocryrla K aKrI4BHoMy 14 (ulu)

raccrrBHoMy Br,rpryanbHoMy Lr (raun) Sn:nuecxolay cereBoMy o6opyaonaHrllo u3

$nsuvecxoir u (unu) oupryalruoft cerl4;
yBVl.}75: Yrposa HecaHKrIr4oHHpoBaHHoro Aocryra K BHpryanbHbIM KaHaJIaM

nepeAarru;
y8I4.076: Yrposa HecaHKrlr,roHrapoBaHHoro Aocryra K rllrepBl43opy vt3

Br,rpryanbnofi uaurt4Hbt t4 (raln) Qusu.recxofi cern;

ruQoprr,raquu
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yBVI.07 7 : Yrposa HecaHKuI4oHI{poBaHHoro

3ape3epBl,IpoBaHHoro aApecHoro npocrpaHcrBa,
Br,rpryanbHoe anflaparHoe o6ecneveHue;

yEIrI.078: Yrposa HecaHKIIHoHHpoBaHHoro Aocryrla K

Br,rpryaJIbHEIM MaIITI,IHaM LI3 Bl{pryaJlruofi u (nnu) Qusnuecrofi ceru;
y814.079: Yrpo:a HecaHKIII{oHI{poBaHHoro Aocryna K

Br,rpryaJrbHblM MaIUIIHaM CO CTOpOHbI ApyrUX BI{pTyZuIbHb.Ix MaruI{H;
y8I4.080: Yrpora HecaHKUr,roHr{poBaHHoro Aocryra K 3aIIIrqaeMbIM

BupryarrbHblM ycTpofictsaN,I I{3 Bl{pTyanruoft u (unu) Susuuecrofi ceru;
y8I4.084: Yrpoea HecaHKrlr,roHr,rpoBaHHoro Aocry[a K cucreMe xpaHeHllfl AaHHbIx

H3 Br,rpryallrnoil u(urm) Qusu'recrofi cetu;
yEI4.085: Yrposa HecaHKrlr,roHr{poBaHHoro Aocryra K xpaHl,IMofi n nuptyuulbHoM

[pocTpaHcTBe 3alquqaervrofi raHooprtraqun;
yEVl.094: Yrpoaa HecaHKrlr,roHr,rpoBaHHoro yilpaBJIeHlItr cuHxpoHl4saqueft v

COCTO'HHCM;
yEI4. 0 9 5 : Vrposa Hec aHKrllro Hr{poBaHHo ro yrp aBJIe HI{fl yKa3arenfl M}I ;

yElI. 1 0 1 : Vrposa o6uleAocryrHocrr{ o6na.rHofi rnnQpacrpyKrypbr;
y8I4.102: Yrpoea orocpeAoBaHHoro yrpaBneHl{f, rpyunofi nporpaMM rlepe3

coBMecrHo l{cnoJlb3yeMble AaHHbIe ;
yEI4. 1 08 : Yrposa ouu6xu o6nonn eHVs rlanepBla3opa;
y8I4.109: Yrposa nepe6opa Bcex HacrpoeK u rapaMeTpoB rpunoxeHl'Irl;
yEI4.111: Yrpo3a nepeAarru AaHHbIx ro cKpbIrbIM KaHaJIaM;

yBI4. 1 14: Yrpo3a neperoJlHeHlaf, Ilenoquc;1eHHblx repeMeHHbx;
yEI4. 1 1 7 : Yrpo3a nepexBara rlpl'IBl{nerupoBaHHoro noroKa;
yEIrI. 1 1 8 : Yrpo3a nepexB ara rIpvBvlJlen{poBaHHoro rpoqecca;
yBI4. 1 1 9 : Yrpo3a repexBara yrpaB reuns. rHrepBI'I3opoM ;
yEI4. 1 2 0 : Yrpo3 a nep exBara ynp aB IIeHufl, cpe4ofi BI{pTyaJII'I3aIIu}I ;

yEI4. 122: Y rpo3a roBbIIu ennfl, upuuElerufi ;

yBI{. t27:Yrpo3a rroAMenu AeficrBrl tloJlb3oBarerlfl uyrdu o6uana;
yEI,I.13 I : Vrpo3a noAMenu cy6teKra cereBoro Aocryra;
yBI{.132:Vrposa roJryareHu, rrpeABapr,Itersnofi ransoprraaUran o6 o6rexre

3aruI,ITbI;
yEI4. I 39 : Vrpo3a npeoAo ilennfl' Qrasn'recroft salqurrt;
yE[1.143: Yrposa rporpaMMHoro BbrBeAeHrIfl I{3 crpofl cpeAcrB xpaHeHI'It,

o6pa6 orrc u u (ntm) esoAa/nrtn oga/u ep eAarlu un$ oprvraqrau ;

yEI4.146: Vrposa [prMoro o6paqenur K naMrrI,I BLIqHc[IareJIbHoro rIoJL

.qocTyla K AaHHbIM 3a npeAeJIaMI{

B TOM IIHCJIE BbIACJIEHHOTO TIOA

3arrl[uaeMbrM

3arrlllluaeMbIM

cynepKoMrbrcrepa;
yEI4.l49: Yrposa c6og o6pa6orxu crequailbHblM o6pasoru us\deH6HHsrx Qafinon;

VrpoSa [epexBaTa I,IcKIloqeHwlcutuuru u3 IIpI'IBI4nerupoBaHHoIo

Vrposa oTKa3a rroAcl,IcTeurt o 6ecueqeHl4;l TeMrlepaTypHoro pexl{Ma;

Yrposa repexBara oAHopa3oBblx naponefi B pexl{Me peaJlbHoro

Vrpo:a HecaHKquoHI,IpoBaHHorO sosAeficrBnfl, Ha cpeAcTBo 3aIIII'ITsI

VEI,I.163:
6nora $yHruufi;

YEI,I.180:
YEI,I.18l :

BpeMeHI4;

YEI4.187:
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r{HoopMarlt4vl;
yBkl.l 89 : Yrpo3a MacKI{poBaHI,L Aeircrsuir BpeAoHocHoro KoAa;
yEI,I.190: Yrpora BHeApeHr,rf, BpeAoHocHoro KoAa 3a crler [oceqeHl,Is

3apaxeHHstx cafiroB B cerl,I Irlurcpuer;
yEI4.193: Yrpoaa yreqKu ran$opuaqura 3a cuer rpI,IMeHeHrrs BpeAoHocHbIM

npo rpaMMnrru o6ecneqe HueM EIJIropIlrMon ruuQpo Banilfl, tpaQ ura.

5.2, Yrpoaarrlra 6egonacHocrr,r [epcoHilllbHblx AaHHhIx rrpu rx o6pa6orxe c

lrcrroJrb3oBaHlaeM CK3[I f, BJlrtorcfl :

co3AaHr,re cnoco6on, noAroroBKa v [poBe.qeHl,Ie araK 6eg npuBneqeHllfl

crequanucroB a o6racru paspa6otKuu anartrE:a CK3I4;
co3AaHlre cnoco6os, [oAroroBKa I,r [poBeAeHHe araK Ha pa3rl,IrlHhrx gTalax

xr,r3geHHoro qr.rKJra cK3IrI. K eranau xr,BHeHHoro TIHKJIa cK3I4 orHocrrcr: paspa6orxa

(rraogepHu3arlr{f,) yKa3aHHbrx cpeAcrB, r{x npol{3BoAcrBo, xpaHeHue, TpaHcnoprl{poBKa,

BBoA B oKcnJryararlurc (nycrouanaAoqHble p a6 orrt), 3 KcnJlyar a\lz'fl;'

npoBeAeHr{e aTaKH, HaxoArcb BHe npocTpaHcTBa, B [peAeJlax KoTopofo

ocyqecrBJrrercr KoHTpoJrb ea upe6uBaHr{eM u Aeitctnuflv,w Jrr4lru (nnn) TpaHc[oprHblx

cpe.{crB (aanee - KoHrpoJrr{pyeMa, aona). Ipauuqefi KoHTponrpyeuoft 3oHbI Moxer

6u6: repuMerp oxpaHf,eMofi reppuropr4r{ opraHl{3allIau, orpaxAaloulue KoHcrpyKIII'Iu

oxpaHfleMoro 3.(aHr{r, oxpaH.seuofi qacrl{ 34ant4s,, BbIAeJIeHHoro [oMeIrIeHI,Ifl;

rrpoBe.{eHue Ha gTanax paspa6orru (uo.qepHI,I3aIII4I,I), nponsnoAcrBa, xpaHeHl{.fl,

rpaHcrroprr,rpoBKr{ CK3H lr orane BBoAa B 3Kcrlnyarallurc CK3I4 (nycronanaAoqHrle

pa6oru) cJleAyloIqux araK:

- BHeceHr4e HecaHKrlr.roHr{poBaHHbx I,I3MeHeHI,Ift n CK3ITI u (wm) B KoMroHeHTbI

a[napaTHbrx vt [porpaMMHbx cpeAcTB, coBMecTHo c KoTopbIMI,I IIITaTHO

QynxqraoHl,Ipyrcr CK3I4 vr B coBoKynHocrl,I, rpeAcraBnrloqre cpeAy

Qynrcur,roHlrpoBaHnfl CK3I4 (4anee C@), Koropble cnoco6Hu roBJILLflrb Ha

BbrnonHeHlre [peAbf,BJrseMbrx x CK3ITI tpe6onaHuit, v roM trI{cJIe c [c[oJIb3oBaHI'IeM

BpeAoHocHbIx npolpaMM;
- BHeceHlre HecaHKrlr,roHr,rpoBaHHbrx rr3MeHeHI,Ifi n goryMeHTallun na CK3LI u

KoMrroHeHru C@;

npoBeAeHI,Ie araK Ha erarle eKcrlnyararluvt CK3kI Ha:

- [epcoHzIJIbHbIe AaHHbIe;
- KJrloqeByro, ayreHrnQrnqrapyroqyrc u raponbnyro nHQopMaIIEIo CK3I4;

- rporpaMMHhle KoMroHeHml CK3I4;
- a[naparHble KoMnoHeHThI CK3I'I;
- [porpaMMHbre KoMnoHeHmr C@, BKrrcq€Ifl rlporpaMMHoe o6ecueqeHl4e BIOS;

- an[aparHble KoM[oueHtu C@;

- AaHHbIe, nepeAaBaeMble rlo KaHaJIaM CBS3I'I;

- r,rHbre o6rerrrr, Koropbre ycraHoBneHbl rlpu SoprranpoBannvr coBoKylHocrl4

npeAfloJroxenufi o Bo3MoxHocrflx, KoropEle MoryT [IcnoJrL3oBarbc, rrpl4 co3AaHuvt

cnoco6os, rroAroroBKe E npoBeAeH:rraaraKc yqeroM nplaMeHreMblx B lrnQoprraaquouHofi

cucreMe uHQoprvraqlloHHblx rexHoJloruit, AC u IIO;
noJryr{eHr,re v3 HaxoArrrlvrxcfl. B cso6oAHoN{ Aocryne }IcrorIHI,IKoB (nxnrouar

uHQopryraq[OHHO-TeneKOMMyHUKaIIUOHHhIe C€TI'I, AOCTyII K KOTOpbIM He OrpaHI4rIeH

o[peAeneHHbrM KpyroM Jr[rr, B ToM q[IcJIe nHQoprraaquoHHo-TeJIeKoMMyHI'IKaII[oHHyto
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cerb <I4urepneu) ranSoprraaqrar,r o6 nHQoprr,raquouHofi cHcreMe, B xoropofi
rrcrroJrb3yercr CK3kI.IIpu oroM Moxer 6urr nonyrreHa cneAyroqar uHQopMaIIH.fl:

- o6uue cBe,{eHI{s o6 uH$oprraaquouHofi crlcreMe, B xoropofr IEctronmyerc,

CK3I4 (Hasuaveuue, cocraB, oleparop, o6rexru, B Koropblx pa3MeII{eHbI pecypcbl

raHQoprraalluonnofi cucteuu) ;

- cBeAeHI{s o6 ranSoprraalluoHHblx TexHoJIoIHf,x, 6asax AaHHbIx, AC, fIO,
trclonb3yeMbrx n unQopMarlr4oHHofi cucreMe coBMecrHo c CK3IrI, 3a I,IcKJIIoTIeHHeM

cneAeHnft, coAepxaquxct roJIbKo B KoHcrpyKropcrofi AoKyMeHTa\r4v Ha

unSoprraaUploHHble TexHoJIorI,tH, 6asH AaHHbIx, AC, fIO, ucnonrcyeMble B

uH$oprvraquousofi cl{creMe coBMecrHo c CK3I'I;
- coAepxaHl,I e Ko H crpyKtopcrofi Ao KyMeHr a\r4t4 ua CK3I'I ;

- coAepxa:ane HaxoArlqeilcs B cso6oAHoN,I AocTy[e AoKyMeHra\r4u Ha

anflaparHble I,I [porpaMMHble KoMnoHeHTbI CK3I4 u C@;

- o6ulrae cBeAeHlu o 3arrluqaeuoft raHQopuaqun, Hcnonb3yeuofi B npoqecce

eKcrrJryarapu CK3?1;
- cBeAeHur o KaHErJrax cB 3vr, no KoropblM rlepeAarcTcfl 3auIHIIIaeuue cK3I'1

[epcoHuLJIbHbIe AaHHbIe (,qanee - KaHaJI cnxsr'r);

- BCe BO3MOXHbTe AaHHbre, [epeAaBaeMble B oTKpbITOM BHAe IIO KaHanaM C8.f,3I4, He

3aIrIuqeHHbrM or HecaHKIIlroHr4poBaHHoro Aocryna r nnQoprtaalqar opraHI,I3aIIuoHHbIMI{

I,I TeXHI,IqeCKIIMI{ MepaMIA ;
- cBeAeHr{s o6o Bcex npoflBnfforrl[xc, B KaH€IJIax cBfl3vr, He 3aIIIuqeHHbIx or

HecaHKrIuoHr{pOBaHHOTO AoCTy[a X raHSOprvrAqana opraHI,I3aI{}IoHHbIMI,I I{ TexHI'IqecKIIMIl

MepaMr,r, HapyureHlaf,x rrpaBtnJl oKcnJlyara:quz,v CK3['I u CO;
- cBeAeHr{.s o6o scex nporBnrrcqrxcf, B KaHaJIax cBr3I,I, He 3aIrI[qeHHbIx or

HecaHKrIHoHlrpoBaHHoro Aocryna r zu$opna a\r4vr opraHH3aIIuoHHbIMvI v rexHLttrecKI{MI'I

MepaMrr, Her{crpaBHocrflx u c6osx a[[aparHblx KoMrIoHeHToB CK3I4 u C@;

- cBeAeHI,Ir, floJryr{aeMble B pe3yJrbrare aHalrvsa rlo6Hx cI4rHzIJIoB or a[[aparHblx

KoMIroHeHros CK3I4 u C@;

npI,IMeHeHI{e:

- HaxoAflrrluxcs, B cso6oAHoM Aocryrre vlrr4 ucrronmyeMblx 3a rlpeAenaMx

KoHTpoJrlrpyerraofi 3oHbr AC ra fIO, nx.nrouafl a[naparHble H nporpaMMHble KoMloHeHTbI

CK3I4 u C@;
- crequaJlbHo p€Bpa6oranuux AC n fIO;
r{cnoJrb3oBaHlre Ha 3Tarre DKcrrnyarar1Luu B KarrecrBe cpeAbl nepeHoca ot cy6texra

x o6rerry (or o6texra r cy6teKry) araKI,I Aeficrsufi, ocyulecrBJlfleMblx npr roAroroBKe

r,r (ruu) rpoBeAeHYIV aranl4:
- KaHUTJTOB CB.fl3I,I, He 3arquqeHHbrx oT HeoaHKIII{OHI{pOBaHHO|O AOCTyla K

uH S oprra aq14n op raHI{3 alrlao H H6IMI'I I4 TexHI{rrecKPIMH MepaMI'I ;

- KaHaJroB paclpocrpa*eur4fl. curHruroB, colpoBoxAalounx SynrqlronupoBaHlle
CK3II ra C(D;

rrpoBeAeHl4e Ha gTane gKc[nyaTallu[ aTaKI'I U3 NH$oprrraq[oHHo-

TeJreKoMMyHlrKarInoHHbrx cereft, Aocry[ K KoropblM He orpaHuqeH o[peAeJIeHHbIM

KpyroM lrlrrl: eclwt nnQoprrraqPloHHbl.e clIcTeMbI, B KoTopblx I{c[onByloTcs CK3I'I,

I,IMeIOT BEIXOA B 3TLI CeT]I;

I'ICNOJIb3OBAHUE HA sTarre SKcnJIyaTa!.z{v HaxoAflIIIVtXCfl 3a rlpeAenaMl'l
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KoHrponnpyeMofi 3oHhr AC ra fIO ras cocraBa cpeAcrB raHSoprraaquosuofi ct4creMbl,

npuMeHf,eMbrx Ha Mecrax oKclJryaragtr CK3ITI (aanee - IIIrarHbIe cpe.4ctra);
npoBeAeHve araKu rrprr HaxoxAeHlr[ B rrpeAeJrax KoHTpoJll{pyeuofi 3oHbI;

rrpoBeAeHue arax Ha gTarre oKcrrJryaragvr CK3p{ Ha cneAyroulue o6rerru:
- AoKyMeHraIIrto na CK3I4 I,I KoMrloHentrt C(D;

- IloMerrleHLtfl,, B KoTophrx HaxoA[rTcq coBoKyrlHocrb [porpaMMHblx 14

TexHHrrecKHx sneMeHToB crrcreM o6pa6orxrl AaHHbIx, cnoco6urrx Qynr<IIHoHrIpoBarb
caMocroflTeJrbHo vtlr4B cocTaBe Apyrux cr,rcTeM, Ha KoTopblx pealI,I3oBaHbI cK3I4 u C@;

flonyqeHr,re B paMKax [peAocTaBJreHHbrx rroJlHotr,touufi, a TaKxe B pe3ynbraTe

Ha6nroAesufi cneAyroqefi nuQopuaquu:
- cBeAeHrafi o Qn:uqecrlrx Mepax 3arrIlITbI o6rerton, B Koropblx pzBMeIIIeHbI

pecypcbl raHQopuaquounofi cncreMbl;
- cne.qesufi o Mepax no o6ecneqesnro KoHTpoJll,Ipyerraofi 3oHbI o6terton, n

Koropbrx pa3MeIrIeHEI pecypcrr nu$opvraquonnofi cllcreMbl;
- cBeAeHr4fi o uepax rro pa3rpaHr{rreHr{Io Aocryrla B noMelqernfl,, B Koropblx

HaxoAsrca CBT, Ha Koropblx peaJII{3oBaHbI CK3I4 u C@;

r4cnoJrb3oBaHne rrrTaTHbrx cpeAcTB, orpaHurleHHoe MepaMI{, peanl{3oBaHHbIMI'I B

nn@oprraaquounoft cucreMe, B Koropofi ucnolr3yerc, CK3I,I, I,I HanpaBJIeHHbIMI,I Ha

npeAoTBparIIeHI,Ie u npeceqeHlle HecaHKIIuoHHpoBaHuux Aefi c tsuir;

Qusrauecrufi Aocryn x CBT, Ha Koropblx peaJII{3oBaHbI CK3I4 r'r C@;

BO3MOXHOCTb paCrroJrararb arrlaparHbrMr'r KoMnoHeHraMI4 cK3I4 U CO,

orpaHr,rqeHHiur MepaMH, pea[r,r3oBaHHbrMl,I n uHsoprraaqnonnofi cncreMe, n xoropofi

ucflonb3yercfl CK3I4, fi HarpaBJreHHbrMLt Ha flpeAorBpalrleHl{e v npeceqeHl'Ie

He caHKrII{oHI,tp o BaHnux Aefi c rsuit;
npoBeAeHr,re la6oparopHbrx lrccneAoBa:avtit CK3I4, ucnonb3yeMblx BHe

KoHTpoJrr{pyerraofi 3oHbr, orpaHrlqeHHoe MepaMI,I, peEInI{3oBaHHbIMI{ n uH$oprnraquouuofi

cucreMe, B Koropofi zcnolr3yerc, CK3I,I, I,I HanpaBJIeHHbIMH Ha rIpeAorBpaIrIeHI'Ie 14

[peceqeHlle HecaHKIII{OHI{pOBaHHrIX AefiCrnuil;
[poBeAeHr,re pa6or rro co3AaHr4ro cnoco6on v cpeAcrB araK B HayrrHo-

HccireAoBareJrbcKHx rleHTpax, cnequ€ulrrcHpyrcuuxc, e o6fiacru parpa6otKH I,I aHzIJII'I3a

CK3I4 u C@, B ToM rrucJre c ucnoJrb3oBaHr4eM I{cxoAHbIx reKcroB BxoAflIrlero s CO

rrpgKJraAHoro fIO, HenocpeAcrBeHHo lrcnoJlb3ylouero BbI3oBbI rlporpaMMHrrx Qynxqnfi
CK3I4;

BO3MOXHOCTb pac[OJrafaTb cBeAeH vflM'ivi^, coAepxalq fiV{vtcfl, B KoHcTpyxropcxoft

AoKyrraeHTA\Uyr Ha afl[apaTHble I{ [porpaMMHble KoM[oHeHm C@;

BO3MOXHO CTb paC[OJIaf aTb BCeMr{ au[apaTHbIM]I KO MIIO HeHTaMI{ CK3I4 u C@.

5.3. Ilpra onpeAeneHulr aKTyanbHbrx yrpo3 6esonacHocrl,I nepcoHaJlbHblx

AaHHbIX I{CnO JIE3yIOTC' C JIeAytOq[ e flon oxeHl4fl :

eAuHrrft noAxoA K co3AaHlto, p€l3Burllro (rrao4epnuaauru) u 3Kcrlnyaral{:au

rocyAapcTBeHHblx IanSopvraIIHoHHEIx cIIcTeM, ocHoBaHHLIf Ha conla(

rexHolorufi o6pa6orrn uHQoprvraunra c KoMI4TeroM unoopuatu3awvr,
r4TeJIeKoMMyHVKaIIuita4uurtvcrpa\uvro6.nactn;

pearII43aIII{t eAHHOTO [Opf,AKa ' CoHIacoBaHId.fl

14 TexHr,IqecKl,rx [poeKToB ria cos.qanrae nH$opMaIIIaoHHbIx cl4creM u BxoArIIII4x

B r4x cocruu ,r"r", 3arqgTbr ranQoprraalrul,I c I4c[oJIb3oBaHI,IeM HeKpl'IflTorpa$uuecxux

CONIACOBAHI,II4

CBfl3I,I

TCXHUIIECKHX 3AAAHUVI
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cpeAcrB 3arrlurbr r.{H$opMarlvrv14 (unN) c lrcnoJrb3oBaHl{eM cpe.(crB Kp}IrrorpaQnuecrofi
3arr{HTEr nuSopuaquu.

5.4. Yrposu 6esouacHocrr,r rrepcoHztirbHblx AaHHbIx, aKTyuIJIbHbIe [p]I
o6pa6orre nepcoH€LrrbHbrx AaHHbrx n I4CfI[H B aAMr,rHracrpalluu o6racul rI I4HbIx

op raH ax r{c rro JrHr,rrenruo fi BJI acrr,r o6ractut :

Aeircrsus Bp eAo H o cH blx rp o rparrt rnr (aupyc o n ) ;

yrpara rmo.refi u arpu6yroB Aocryra;
repexBar nepeAaBaeruofi H3 I4C[I[H v rpuHr{Maeuofi t43 BHeIUHI{X cerefr

nHQoprvraq w 3a [peAeJraMr{ KoHTponupyerra o fi 30 HbI ;

HecaHKrlr4oHr{poBaHHuil 4octyn qepe3 cerl,I MexAyHapoAHoro o6tueHa;

HecaHKrluourEponaHuufi Aocry[ qepe3 noKuIJIbHyIo BrIqI,IcJII,ITeJIbHyto cerb

opraHlr3auJ{v;
yreqra arpu6ytoB Aocryra;
yrpo3br cKaHI,rpoBaHVg,, HalpaBJIeHHbre Ha BEITBJIeHTIe Tr4ilA VJil4 THIIOB

HcrroJrb3yeMbrx o[epaquoHHbrx cucreM, cereBblx aApecoB pa6ouux crasquft LICTT!1u,

TorroJrorur cervr, orKphlTbrx floproB n clyx6, orKpblTblx coeAI,IHeHuit u lp.;
yrpo3bl BbIf,BJIeHu, naponefi no cerrl;
yrpo3br [oAMeHbI AoBepeHHoro o6texra B ceru;
yrpo3br BHeApeHru JroxHoro o6rerra KaK B I4CfI,{lr, TaK I{ Bo BHeruHI,Ix cersx;
yrpo3hr rr{[a <Orrag n o6cryxttBaHuvr>>;
yrpo3bl yAaIIeHHoro 3anycKa [pI,IJIox enuig
yrpo3bl BHeApeHHfl no ceTH BpeAOHOCHbIX npofpaMM.

Yrpo:sl 6esonacHocrr4 uuQoprraaqun I43 cocraBa Basra AaHHbIx yrpo3

6egonacnocrr,r unQoprraaqrau (www.bdu.fstec.ru), arryilJlbHble 4rr unQopMaIIlIoHHbIx

clrcreM [epcoHuurbHblx AaHHbIx:
y8I4.003: Yrposa analryr3a Kpr.rrrorpaQuuecxux anropl{rMoB I{ LIx pe€IJlu3a\ilu;
yEI4.016: Yrposa Aocryra K JroKzlJlbHrrrrt $afinarra cepBepa npn roMorqu URL;
y8I4.026: Yrpoaa ucKaxeHllg XML-cxeMbI;
Y8I4.030: Yrposa I'ICNOJIb3OBAHilfl.

ra4eHru Qu xaqwu I ayre nruQ nralluu, 3 aAaHsofi no WonqaHulo ;

yEI'I. 0 3 6 : Vrpora uccJIeAoB ankrfl, MexaHI,I3M on pa6oru rporpaMMbl ;

y BVI.O 42: Yrpos a uexcaftro sofi n oAAeJIKI,I 3arlpoca;
y8I4.063: Yrposa HeKoppeKrHoro r{crronb3oBaHnfl, QynxquoHEIJIa nporpaMMHoro

o6ecneuenur;
y8I4.102: Yrposa onocpeAoBaHHoro ynpaBJreHl{, rpynnofi rporpaMM rlepe3

coBMecTHo Hc[oJIb3yeMbIe AaHHbIe;
y8I4.109: Yrposa uepe6opa Bcex HacTpoeK LI napaMerpoB rprnoxeHus;
yEI,I. I 1 7 : Yrpo3a nepexBara npl'IBl4nen{poBaHHoro rloroKa;
yEI4.1 1 8: Yrpo3a nepexBara npl,IBunernpoBaHHoro rpoqecca;
yEI4. 1 1 9: Yrpo3a nepexBara ynpaBfienurfl. ruuepBlr3opoM;
yEI4. 122 : Y rpo3a noBhIIu ennfl. npneruerufi ;
yEI,I. 127 : Y rpo3a noAMeuu Aefi crBlrs rroJrb3oBareJl uyrerra o6lrana;
yEI4.I3I: Yrpo3a rIoAMQ,qrl cy6teKTa cereBoro Aocryrla;
yEI,I.132: Vrposa noryreHur npelnapureruroft raHQoprvraunn o6 o6rerre

3aIUUTbI;

nn$oprvraquu
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yEI4. I 3 9 : Yrpo3a npeoAo lreHufl Sn:uuecrofi raquru;
yEI,I.143: Yrposa nporpaMMHoro BhrBeAeHrrf, u3 crpo, cpeAcrB xpaHeHl4r,

o6p a6orr u u (utru) ssoAa/srtno4a/n epe Aa.rn uH Qop n aqun ;
yBI4.l49: Yrpoza c6os.o6pa6orxu crequaJrbHblM o6pa:ou zst\,IeHEHHrx Qafinoa;
y8I4. 1 80 : Yrpo3a orKa3a noAcr,rcreuu o6ecuerleHlu reMneparypHoro pexl4Ma;
yEI4. 1 89 : Yrpo3a MacKHpoBaHI,L Aetrtcreufi BpeAoHocHoro KoAa;
y8I4.190: Vrposa BHeApeHr{s BpeAoHocHoro KoAa 3a cller roceqeHl,Ifl

3apaxeHHrrx cafitoB B cerl,t ZHtepuer;
yEI4.l93: Yrposa yrerrKl,I rauQoprvraUuu 3a crler [pI{MeHeHI,Is BpeAoHocHLIM

rpo rpaMMu ruu o6ec reqe HI,I eM aJIropI,IrMo n uu Qpo Banvrfl rpaQuxa.

5.5. Axryalrnue yrpo3br 6esouacHocrr,I [epcoHEIJIbHbx AaHHbIx rtpu I,Ix

o6pa6orye s ITICIIAu c ucnoJrb3oBaHneM CK3I4, orpeAeJIeHHbIe B coorBercrBl4l'I c

rpe6onauuflMu <<MeroAraqecKlrx peKoMeHAa:qtuit rro paspa6ome HopMarI'{BHbIx

rrpaBoBblx aKToB, oflpeAeJrrrctqux yrpo3bl 6esonacHocrll nepcoHuulbHblx AaHHbIx,

aKTy€rJrbHbre npu o6pa6orre [epcoHaJlbHhlx AaHHbIx n uHQoprraaIIrIoHHbIx c]IcTeMax

[epcoHilJrbHbrx AaHHbrx, SKcrrJryaTr4pyeMblx npn ocyqecTBJIeHI4II COOTBeTCTByIOUII4X

BlrAoB AerreJrbHocrr,r)) (prepxleHbl pyKoBoAcrBoM 8 I{enrpa OCE Poccuu 31.03 .2015

Ng t49l71216-432):
noAroroBKa lr [poBeAeHr4e araK 6es npznreqeHl,L cnelruanl,IcroB B o6lacru

paspa6ornr v aHallEsa CK3I4;
npoBeAeHne araKl4 HapyrIrI{TeJIeM nne K3;
rrpoBeAeHl{e arar Ha gTane oKcrrnyararluu CK3I4 na:

a) nepconELJILHbIe AaHHbIe;

6 ) ruroue ByIo, aytentl,tsulll4pyloqyro u r apo JIbHyrc nH $ oprr,raUrnro CK3I'1 ;

n) nporpaMMHble KoMrIoHeHru CK3I4;
r) annaparHble KoMEoHeHrbI CK3I4;

.q) nporpaMMHbre KoMrroHeHru C@, BKrloqas [porpaMMuoe o6ecneqeHl'Ie BIOS;

e) annapatHble KoMnoneursl C@;

x) AanHrre, nepeAaBaeMble no KaHiIJIaM cBr3H;

[onyrreHr4e v3 HaxoAsrqvxcr, B cno6oAnou Aocry[e I{crorIHI{KoB (nrnrouax

unsopuarluoHHo-TeJreKoMMyHr4KarluoHHble cerll, Aocryfl K KoropblM He orpaHzqeH

orrpeAeneHHbrM KpyroM Jrr{rl, B ToM rrl,Icne unQoprraaulaoHHo-TeJIeKoMMyHI{KaII[oHHyK)

cerr I4urepnet) unsoprraaquu o6 l4C, z xoropofi ucrloJlb3yercq CK3I4;

IIpHMeHeHUe:

a) HaxoAflrrlt4xcfl. B cso6oAnor\a Aocryrle vilLt uclonb3yeMblx 3a [peAenaMI'I

KoHTpoJrlrpyerraofi 3oHbr AC n fIO, nx"uroqafl alnaparHble I,I [porpaMMHble KoM[oHeHTbI

CK3n u C<D;

6) cnequalbHo pa3pa6orasurx AC u IIO;
r{crroJrb3oBaHr,re Ha grarre oKcrrJryaraqiar B KatrecrBe cpeAbl nepeHoca or cy6rerta

r o6rerry (or o6rerta r cy6terry) araKrAefictsufi, ocyqecrBJlreMslx npz noAroroBKe

u (ranu) rpoBeAeHvrv araKu: . 
-.

a) KaHarIoB cBfl3tr, He 3arrlr4rrleHHblx or HecaHKII[oH]IpoBaHHoro Aocryrla K

rau S Oprr,raIIU14 OppaHI,I3aIIIIO H HIIMIa I4 TeXHI,Iq ecKI4M I,I M ep aMI{ ;

6) KaHilroB pacnpocrpaHeHr4, crlrHzuroB, conpoBoxAarou[x $ynruuoHupoBaHl4e
CK3I4 u CcD;
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npoBeAeHHe Ha STane 9KcrrJryarawv araKr4 L13 vHoopMaulroHHo-

TeneKoMMyHHr(arIuoHHhrx ceTeH, AocTy[ K KoTopbIM He orpaHl{qeH onpeAeJIeHHbIM

KpyroM rrr4\, ecrvl4C,s Koropbrx lrc[onrcyrcTcs CK3I4, I4MercT BbIxoA B grl4 cerv;
racloJrb3oBaHr{e Ha sTane sKcnJryaTawvt HaxoAflrrlr4xcfl, 3a [peAenaM]I

KoHrpoJrr4pyeuofi 3oHbr AC u fIO ug cocraBa cpeAcrB I,IC, upraueHreMrlx Ha Mecrax
oKcrnyara\va CK3I4.


