AIMHHHCTPALHSI BJIAJAMHAPCKOM OBJIACTH
NMOCTAHOBJIEHHE

14.07.2017 - Ne 584

06 onpeoenenuu y2po3 besonacnocmu
nepcoHANbHBIX OAHHBIX, AKMYANbHBIX

npu o6pabomke nepCcoOHANbHbIX OGHHbIX

6 UH(DOPMAYUOHHBIX CUCMEMAX NEPCOHANLHBIX
OaHHBIX 8 AOMUHUCMPAYUU 061aCMU U UHBIX
0p2aHax UCROTHUMENbHOU enacmu obaacmu

C uenbio obecriedeHus: eJUHOro MOAX0Aa K OTpeleIeHHI0 Yyrpo3 6e30macHOCTH
NEPCOHANBHBIX MJAHHBIX, aKTyalbHBIX IIpH 06paboTke MNEpPCOHANBHBIX JAaHHBIX
B MH(QOPMALIHOHHBIX CHCTEMaX MEPCOHAIBHBIX AAHHBIX B aIMHHHMCTPalUM obnactu u
MHBIX OpraHax MCIOJHUTENbHON BIacTH 00/acTy, ¥ B COOTBETCTBHH C JacThIO 5 ctatbu
19 degepanpHOro 3akoHa OT 27 HIONA 2006 roma Ne 152-®3 «O nepCoHaJBHBIX
JaHHBIX» M O C T a H O B 1T A 10: ”

1. Onpenenuts yrpo3sl 6€30MacHOCTH MEPCOHANBHBIX HAaHHBIX, aKTyaJbHBIE
nipx 06paGoTKe MePCOHATBHBIX JAaHHBIX B MH(OPMALMOHHBIX CUCTEMAX MEPCOHAIbHBIX
 JAaHHBIX B aIMMHACTpAlM¥ O6GJAacTH ¥ WHBIX OpraHax MCIIOJNHMTENbHOH BIACTH
061aCcTH, COTJIACHO NPHTIOKEHHIO.

2. KoHTponb 3a WKCIOJHEHHEM HACTOAILEr0 MOCTaHOBJIEHHS  BO3JIOXKHUTH
Ha 3aMecTuTens I'ybepHaTropa o6macTv, pyKOBOAMTEIA anmnapara.

3. HacTosimee MOCTAHOBIEHHE BCTYIAeT B CHIy CO JHA €ro O(QHIHMAIBHOIO
oImyOJIMKOBaHMS.

H.o. 'ybepraropa 06J2 fou ro pabore A.B.Konbiien

o © 00aacTHBIMA
*  npaBOBbIMH



IIpunoxenue
K ITOCTAHOBJIEHHIO aJMHUHHUCTpaLUu 006acTu

or 14,07.20I7  Ne 584

YI'PO3bI BE3OITACHOCTHU NEPCOHAJIBHBIX JAHHBIX,
AKTYAJIBHBIE ITPH OBPABOTKE ITEPCOHAJIBHBIX JAHHBIX
B HH®OPMAIIMOHHBIX CUCTEMAX ITIEPCOHAJIBHBIX JAHHBIX
B AIMMHHUCTPAIINU OBJIACTHA U UHBIX OPTAHAX
VCHOJIHUTEJILHOM BJACTH OBJACTH

1. O0uHe nmoJioxkenust

1.1.  VYrpospl 6€30macHOCTH TNEpCOHANBHBIX JaHHbBIX, aKTYyalbHBIE IIpH
00paboTKe INEPCOHANBHBIX AAHHBIX B HH(OPMALMOHHBIX CHCTEMaX IEPCOHANBHBIX
JAHHBIX B aIMHHHMCTPALMU 00J1aCTH ¥ MHBIX OpraHaX HCIONHUTENHEHOMN BIacTH 00J1acTH,
pa3paboTaHBl Ha OCHOBAHUM 4acTH 5 craThu 19 ®PenmepansHoro 3akona ot 27.07.2006
Ne 152-03 «O nepcoHaIbHBIX JaHHBIXY.

1.2. Ilpm pa3pabotke yrpo3 6e301acCHOCTH EPCOHANBHBIX JAHHBIX, AKTYaIbHBIX
npu 06paboTKe NEpCOHANBHBIX JaHHBIX B HH(QOPMAIMOHHBIX CHCTEMaX MePCOHATBHBIX
nansblx (nanee UCIIJIH), ucnons3oBanel «MeToauka onpeaeeHus akTyalbHEIX YIPo3
6€30I1aCHOCTH MEePCOHANBHEBIX JAHHBIX MPU UX 06paboTKe B MHGOPMALIHOHHEIX CUCTEMAX
NIEpCOHANBHBIX JaHHBIX» (yTBepxaeHa 3amectureneM naupektopa ®CTOK Poccum
14.02.2008), «ba3osas mozenp yrpo3 6e30I1aCHOCTH MEPCOHANBHBIX NaHHBIX HPH HMX
06paboTke B HH(GOPMAIMOHHBIX CHCTEMax IEepCOHANBHBIX MAAHHBIX» (yTBEPXKAEHA
3amectuteneM aupekropa @PCTIK Poccun 15.02.2008), bank nanubix yrpo3 ®CTOK
Poccun  (www.bdu.fstec.ru), «Meromudeckue peKkOMeHZaUWH II0  pa3paboTke
HOPMATHBHBIX MPABOBLIX aKTOB, ONPEENSIOIHNX YIPO3bl 6€30IaCHOCTH IEPCOHANBHBIX
NaHHBIX, aKTyallbHBIE NPH 00paboTKe MEpPCOHANBHBIX IaHHBIX B HMHMOPMAIMOHHBIX
CHCTEMaX TMEPCOHAIBHBIX  J@HHBIX, OSKCIUIyaTUPYEMBIX TIIPH  OCYIECTBIEHUM
COOTBETCTBYIOUIMX BHIIOB JEATENRHOCTH» (yTBEpXKAEHB! pykoBoacTBoM 8 Llentpa ®Ch
Poccun 31.03.2015 Ne 149/7/2/6-432), npukaz ®CB Poccuu ot 10.07.2014 No 378
«00 ytBepxaenun CocTaBa ¥ COZIEpXKaHHUS OPraHU3ALMOHHBIX M TEXHHYECKHX Mep 110
obecriedeHHIO 6€30MaCHOCTH TNEPCOHANBHBIX [AHHBIX 0OpM HX 06paboTke B
MH(POPMALMOHHEIX CHCTEMaX IEPCOHANBHBIX JaHHBIX C HCHOJIB30BAHHEM CPEJCTB
Kpuntorpabudeckol  3alUTBl  HHPOPMalMM, HEOOXOQUMBIX Il BBIMIONHEHHUS
ycranoBneHHbIx IlpaButensctBom Poccuiickoit @enepauuu TpeGoBaHMii K 3amuTe
NEPCOHANBHBIX JAHHBIX IS KaXAOTO U3 YPOBHEH 3aI{HILIEHHOCTHY.

1.3.  ¥Yrposbl 0e30nacHOCTH TNEPCOHANBHBIX JaHHBIX, AaKTYalIbHBIE IIPH
06paboTke NEPCOHANBHBIX JAHHBIX, YTOUHSIOTCA W JOIOJHSIOTCA [0 MEPE BHIABICHHUS
HOBBIX HCTOYHUKOB YIpO3, Da3BUTHA CIOCOOOB M CpeiCTB pealu3aldy yrpos
6esomacHOCTH mnepcoHaNbHBIX gaHHBIX B MCII[H. VYxa3zaHHble W3MEHEHHs
corsacoBeiBaroTcs ¢ ®CTIK Poccun u OCB Poccun B ycTaHOBIEHHOM MOPSIKE.
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1.4. WCIIJH agMuHucTpauuu o0JNacTH M HWHBIX OpPraHOB HCIIOJHHUTEILHON
BJIACTH 0OJIACTH UMEIOT CXOAHYIO CTPYKTYPY, OXHOTUIIHEI H XapaKTEePU3YIOTCH TEM, YTO
B  KauecTBe  OOBEKTOB  WH(MOpPMATM3alUM¥  BBICTYNIAIOT  paclpelelieHHbIe
MH(OPMALIMOHHBIE CHCTEMBI, UMEIOINE, KaK NPaBUII0, OMHOTOYEYHOE MOAKIIOYEHHE K
ceTsiM OOIIEro MOJb30BaHMS H (WIM) CeTAM MEXIyHapoIHOro HH(OPMAalLMOHHOIO
o6MeHa. B 3aBHCHMOCTH OT KOHKpeTHOro obwekra uHpopmarusaunn MCII[IH MoryT
OXBaThIBaTh MHOTHE TOAPa3/IeIEHUs OAHOr0 OpraHa UCIIOJHUTENBHO BlIacTH 061acTh 1
ObITh pa3sBepHYTHl B IpeJeinax HEeCKONbKHX ONM3KO pacloNOXEHHBIX 31aHHM.
B oTnensHBIX cioydasx ucnonb3yercs JoxanbHas MCIIJIH, passepHyTas B Ipenenax
OJHOTO 3aHHUA.

1.5. HUCILIJH agMuHUCTpauuu o0JacTM M HHBIX OpPraHOB HCIOJHHTEIBHOH
BIAacTH 00JIAaCTH MPEACTABISIOT co00M COBOKYNHOCTh M30JHPOBaHHEIX JIpYyr OT JApyra
HHGOPMALIMOHHBIX CHUCTEM.

1.6. Bsoxg nepconanbusix ganHeix B VICIIIH u BeIBon manHbix u3 MCII/In
OCYIIECTBIISAIOTCS C MCIOJB30BaHHEM OYMaXXHBIX H 3JJIEKTPOHHBIX HOCHTENEH
uHGOpMaly. B xadecTBe 3NEKTPOHHBIX HocUTened HHGOpPMaLUM HUCIOIB3YIOTCS
YUTEHHBIE ChEMHBIE HOCUTENH MH(opMarnuu ¥ ontuyeckue auckd. Joctyn k UCII/n
OTpaHMYEH IEPEYHEM TIOCYJApPCTBEHHBIX FPAKIAHCKHX CIYXal¥X HIH PabOTHHKOB
opraHa HCTIOJIHUTENBHOM BacT obnacty, sBisiomerocs Bnanensuem WCIIH, mrbo
CyOBEeKTaMH TEpCOHANBHBIX NaHHBIX. [lepefada mepCcOHANBHBIX AaHHBIX B ApYrue
OpraHM3alM{ ¥ B TEPPUTOPHANIBHBIE OpraHbl QelepalbHbIX OPraHOB MCIONHUTENbHON
BIIACTH IIPOM3BOAMTCS B 00E3IMYEHHOM BUJIE, B NpEJieNiaX MX IIOJHOMOYHUH.

1.7. B oTmenpHBIX ciydasx npu o6pabotke nepcoHainbHBIX AaHHBIX B MCII/IH
MOTYT IIPUMEHATHCSI TEXHOJIOTHU BUPTYaJIA3aliH.

1.8. IlepcoHanbHele  OaHHBIE  CyOBEKTOB  IIEPCOHANBHBIX  JaHHBIX
06pabaThIBAIOTCS C LENBIO MONyYeHHs] FOCyJapCTBEHHBIX M MYHMIMIANBHBIX YCIYT, a
TaKxKe:

B LeNsIX obecnedyeHus aesrenpHocTH ['yOepHaropa 0651acTH, aIMMHHCTPaLMH
o6nacTd, HWHBIX OpPraHOB HCIIOJHMUTENBHOW BIAcTH 0ONacCTM M CTPYKTYPHBIX
nojipaszieieHuit aiMUHUCTPALMU 00J1acTH,

B LENsX obecrneyeHuss KaapoBoi paboThl, B TOM UHCJE B LEIAX COAECHCTBHUA
rOCyJJapCTBEHHBIM TPaXKIAHCKUM CIYXal[MM B IPOXOXAEHHH TIOCYyAapCTBEHHOH
rpakaaHCKo# CiyxGsl Bnaaumupcekoit o6nacTd, BBIIONHEHHMH paboThl, B 00y4eHHH
U JOJDKHOCTHOM pocTe, obecmeueHHs] JUIHOH O€30IMaCHOCTH TOCYAApCTBEHHBIX
rpOXOAHCKMX CHYXallMX W WIEHOB HX CeMel, oOecredeHds COXPaHHOCTH
NPUHAUIEXAINET0 UM HMYIIECTBA U HMMYIIECTBA IOCYIapCTBEHHBIX OpPraHoB, ydeTa
pe3yIbTaTOB  WCIOJNHEHHWS WMHM  JOIDKHOCTHBIX — oOs3aHHOCTeH, obecredeHus
YCTaHOBJIEHHBIX 3aKOHOAAaTeNnscTBOM Poccuiickoi Menepanun ycaoBUl OCYIECTBICHHS
ClykeOHOM NEATENBHOCTH U TPy/Aa, FrapaHTHH 1 KOMIIEHC AU,

B 1eJaX (JOPMHUPOBAHUS KaJIpPOBOTO pe3epBa Ha roCyNapCTBEHHOM rpamnaﬂcxon
cnyx6e Bnamumupckoi obmacty, pe3epBa YNpaB/IeH4YECKUX KalpOB Bnagumupckoit
o6nacTH, NPOTHBOAEHCTBHL K Koppynuml '

B LIEJISIX peanu3auuu nmpoueiyp no NpeCTaBIEHUIO IPaXIaH K HarpaxaeHHUIo;



B ILeJIIX mnpuema, oOpabOTKH M pacnpelelieHHs TNOCTYNHUBIIMX B apec
I'y6epHaTopa 06yacTH, MepBBIX 3aMecTHTeNed U 3aMmecTuTenei I'ybepHaTopa obnacty,
OpraHoB HKCIIOJIHUTENbHOW BIIACTH 0ONacTH JOKYMEHTOB, OOpallleHMH IpaxiaH M
opraHHU3alui, a TaK)Ke PETUCTPalli U OTIPAaBKH UCXOAAIIEN KOPPECIIOH/IEHIIMH,

B L[eJIIX BeA€HUs1 BHYTPEHHEH ClTy)xeOHOM NepenucKy;

B 1LeniX (OpMHPOBaHUS BHYTPEHHHX MAOKYMEHTOB, DPEIIaMEHTHPYIOMIMX
JeATEeNIbHOCT, aIMHHHUCTpPAllMd O0JIaCTH M WMHBIX OpPraHOB MCIONHMUTENIBHOM BJIACTH
obnacty;

B LEJISX MIPEeAOCTaBICHUS XXWIBIX IOMENIEHUH CIIeLIMATN3UPOBAHHOTO JKUIIHIITHOTO
¢donna obnacty;

B LIeJIAX BBIAA4YU NPOIYCKOB JJisl MPOXOJZa B aAMHHHUCTPATHBHEIC 3JIaHHUS,

B HEJISX MOJATOTOBKY U IPOBEICHHA MEPONIPUATHH C YJaCTHEM HIIH 110 TIOPYYEHHIO
['ybepHaTopa 006y1acTH, MOATOTOBKU MpPECC-PENHU30B O NEATENBHOCTH aAMHUHHCTPALMH
obnacT, B3aUMOJEHCTBHS CO CPEeACTBAMH MacCOBOH HH(OpMaLHH.

1.9. OneparopoM mepcoOHANBHBIX MAaHHBIX npu ux obOpaborke B HCIIIH
aJIMUHHUCTPAIMH 00JaCTH U MHBIX OPraHOB MCIIOJHUTENBHON BIAacTU 00JacTH SIBISETCS
aJMUHHUCTpalsl OOJaCTU M COOTBETCTBYIOLUIHME OpraHbl MCIIOJHUTENBHON BIACTH
o6acTy, opraHu3yomue U (WIK) oCyllecTBsone 06paboTKy NepcOHaNbHbIX JJaHHBIX,
a TaKkke ONpeleNsloNnIde Lelnd H colepxaHue oOpaboTKH MEPCOHANBHBIX JAHHBIX.
HenocpeacrBennyto o06pabotrky mepconansHbix AaHHeIX B MCIIJIH ocymecTBnsioT
YIOJIHOMOYEHHbIE COOTBETCTBYIOHUIMM OPraHOM HCIONHHUTENIbHON BlacTH 00NacTH
CTPYKTYpHBI€ oApa3AeNeHus (COTPYAHUKH ).

1.10. MadopmMauroHHBIi 0OMEH MO CEeTAM CBS3H OOLIEro MoJIb30BaHUS U (HIIH)
CeTsIM  MEXIYHapoAHOro  HHGpOpMalMoHHOro  ofMeHa  OCyLIecTBIsSeTcS C
UCIIONb30BaHUEM CEPTUGUIMPOBAHHBIX CPEICTB  KpUOTOrpadH4ecKoil  3allMThl
uHpopManuu (nanee — CK3HM).

1.11. Kontponupyemoii 3oHo#t MCII/IH aBnsroTCs agMHHUCTPATUBHEIE 3IaHUS
OpraHOB HCIIOJIHMTEJIBHOM BJAacTH OOJIaCTH M OTHAeNbHble NoMemieHus. B mpemenax
KOHTPOJIUPYEMOH 30HBI HAXOAATCS pabouue MecTa MoJIb30BaTeNiel, CepBepPEl, CETEBOE U
TelneKOMMyHHUKallMoHHOoe ob6opynoBanne HCII[JH. BHe KOHTpONHpYeMO#l 30HEI
HaxoAATCs JIMHMM Ilepefaddl MOaHHBIX M TeeKOMMYHUKaIMOHHOEe 000pyIoBaHue,
HCTIONIB3yeMOoe 111 UHPOPMaLMOHHOTO 0OMeHa O CeTSIM CBA3U OOILEro MOJb30BaHUA U
(unm) ceTsiM MeXAYHapoJHOTro HHGOPMAIHOHHOro 0OMeHa.

1.12. B agMUHUCTPATHUBHBIX 34aHUSX OPraHOB UCIIOJHUTEIBHOMN BIaCTH 061aCTH
OpraHU30BaH NPOMYCKHOMN PEXUM, HEKOHTPOIUpyeMoe NpeOrIBaHHe IIOCTOPOHHMX JIHII
M HEKOHTPOJIUpyEMOe IlepeMellleHre (BBIHOC 3a Npejenbl 3[aHUs) KOMIBIOTEPOB H
OPITEXHUKH WCKIOYeHo. IloMemeHnus o0opynoBaHB! 3alUparollUMUCS JBepsAMH. B
KOpPHIOpaX, BECTHOIONAX H XOJJIaX BeleTCsl BUACOHAOIIONEHHE.

1.13. Texnuyeckue cpeactna u 6a3pl gaHHbIXx UCI1JIH anMUHUCTpaUMU 061acTH
U UHBIX OPraHOB HCIOJHHUTENBHON BNacTH 06JIACTH pa3MelaloTCs Ha TEPPUTOPUA
Poccuiickoit Penepanuu.
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2. XapakTepHCTHKH 0e30NaCHOCTH HH(POPMALMOHHBIX CHCTEM
NepPCOHATbHBIX AAHHBIX

2.1. VYuuteiBas ocoGeHHOCTH 00pabOTKM TNEepCOHANBbHBIX JaHHBEIX B
aIMUHHCTpALMKM 06JacTH U UHBIX OpraHax HUCIONHUTENbHOMN BIACTH 00JacTH, a TaKxke
Kateropuio u o6seM obpabarsiBaeMbix B CIIJIH nepcoHalbHBIX JaHHEIX, OCHOBHBIMU
XapakTepucTUkaMd  HHGopManmonHoi  OesomacHoct  HCII[JH  sBnsrorcs
KOHQHUIEHIIMAIBHOCTD, LIEJIOCTHOCTD U JOCTYITHOCTD.

B nensx HacTosIero HOpMaTUBHOTO NPABOBOTO aKTa UCIMOJBL3YIOTCS CIEAYyIOmMe
TIOHATHS OCHOBHBIX XapaKTepUCTHK nH(opmalronHoi 6e3onacHoctu UCII1n:

KOH(HIEHIHAIBHOCTD - 00513aTeNbHOE A COOMOAEHNUS ONEePaTOPOM MIIM HHBIM
IOJTYYHBIIEM JOCTYN K HEpCOHAIbHBHIM JaHHBIM JIMLIOM TpeboBaHHE HeE JOIYCKAaTh
HX paclpocTpaHeHHe 6e3 coryiacusi cyObeKkTa NMEpPCOHANBHBIX JAaHHBIX HIIM HAIWYHs
MHOT'O 32aKOHHOT'O OCHOBaHMS; 4

HEJOCTHOCTh - COCTOSIHME 3alIMIIEHHOCTH WHGOpPMaIMH, XapaKTepU3yeMmoe
CrIOCOOHOCTBIO  aBTOMAaTH3MPOBAaHHONW  CHCTEMBI  0OecleuMBaTb  COXPaHHOCTb
¥ HEHW3MEHHOCTh HMH(GOpPMAlK MPH MOMBITKAX HECAHKLIMOHHUPOBAHHBIX BO3NEHCTBHI
Ha Hee B npouecce 00pabOTKU WK XpPaHEHUS,

JIOCTYITHOCTh - COCTOSHHE WH(OpPMalW¥, NpH KOTOPOM CYOBEKTHI, HMEKOIIHe
npaBa JA0CTYyIla, MOTYT peallu30BaTh UX OeCpensITCTBEHHO.

2.2. Tlom akTyaJbHBIMH YIrpo3aMH 0€30TMaCHOCTH MEPCOHANBHBIX JaHHBIX
TIOHUMAETCSl COBOKYIHOCTH YCIOBUH U (pakTOPOB, CO3AAIONIMX aKTYalbHYIO0 OIaCHOCTh
HECAHKL[MOHUPOBAHHOTO, B TOM YHCJIe CIIy4aiHOro, 0CTYyna K MePCOHAIbHEIM JaHHBIM
npu ux o6paboTke B MHPOPMALMOHHON CUCTEME, PE3yIbTaTOM KOTOPOTO MOTYT CTaTh
YHHYTOXEHHE, H3MEHEHHe, OIIOKMpPOBaHWE, KONMPOBAaHHE,  PacCIpoCTpaHeHHe
TIEPCOHAJIBHBIX JAHHBIX, 4 TAK)KE HHBIE HENPABOMEPHBIE NEUCTBUA C NEPCOHABHBIMH
JIAaHHBIMHU.

2.3. B 3aBHCHMOCTH OT cocTaBa 00pabaThlBaeéMbIX NEPCOHAIBHBIX HAHHBIX H
TUIA AaKTyaJbHBIX Yrpo3, HEOOXONMMBIH YpPOBEHBb 3aLIMIIEHHOCTH MEPCOHANBHBIX
naussix qnd kaxaoi UCI1IH onpenensercs MHANBUAYAIBHO.

2.4. VYrpossl 6e30IacHOCTH MEPCOHANBHBIX JHaHHBIX, 00pabaThiBaeMBIX B
MH(QOPMAIIMOHHEIX CHCTEMax IIePCOHANBHBIX JAHHBIX, MPUBENAECHHEIE B AKTyalbHBIX
yrposax GesomacHocti MCII/IH, momnexar ajanTtaluuu B XOJ€ pa3spabOTKM YaCTHBIX
Mozelteit yrpo3 6e30MacHOCTH NEePCOHABHBIX JaHHEIX.

3. IIpumeHenue cpeacTB KpuUnTorpaduyeckoii 3amuThl HHGopManuu
B HH(OPMALHOHHBIX CHCTEMAX NEPCOHAIbHBIX JAHHBIX

3.1. AxryansHocTh npuMeHenus B MCIIJ{H agMuHHCTpalMy 0OJacTH M MHBIX
OpraHoB HCIOJHUTENbHOM Biactu obmactu CK3UM onpenensercs HEOOXOAMMOCTBIO
3aIUTHI IEPCOHANBHBIX JAAHHBIX, B TOM Y¥CIIe IIPY HH(POPMALMOHHOM 0OMEHE MO CeTiIM
CBSI3M OOILIEro MOJb30BaHWS W (WIM): CETAM MEeXIYHapOAHOTO HH(OPMALMOHHOTO
obmeHa. R



3.2. CK3W/ npennHasHaveHs! 115 3alIATHl KHOOPMALIUH OT JIEHCTBHUH CO CTOPOHBI
JIULI, HE UMEIOIIMX TIPaBO JOCTYIIA K 3TOW HHGOPMALIUH.

3.3. TlpuHATHIMH OpPraHHU3allAOHHO-TEXHUYECKUMH MEpPaMH B aJIMHHHCTPALUH
00J1aCTH ¥ MHBIX OpraHax MCIOJHHUTEILHOH BIAacTH 00J1aCTU HCKIIIOUEHA BO3MOXHOCTD
HECAaHKIIMOHMPOBAHHOTO JIOCTyNa MOTEHUHMAJbHOIO HapyWIUTels K KIIOYeBOiH
nHpopmarum CK3U.

3.4. Tlpu skcyarauun CK3U cobmomaroTcs TpeGoBaHMs SKCILTYaTallHOHHO-
TexHuueckoii moxymeHtauun Ha CK3U u TpeGoBaHMs NeHCTBYIOLIMX HOPMATHBHBIX
IpaBOBBIX aKTOB B 00JIacTH peanu3anuu 1 3kcrayartamnyu CK3H.

3.5. Jlns obecneyeHus 6e30MaCHOCTH IIEPCOHANBHBIX IaHHBIX IIPH MX 06paboTke
B UCII/In ucnone3yrorcs CK3U, nmpouleamie B yCTaHOBJIEHHOM IMOPAAKE MPOLEAYPY
OLIEHKH COOTBETCTBHSI.

3.6. Oo6bexramu 3ammTsl B UCIT/H aBnsroTes:

IIEpPCOHAJIbHBIE JAHHEIE;

cpezcTBa KpunTorpapuyeckoit 3amuTs HHGopManuy;

cpena ¢pynkuuonuposanus CK3H;

uHdopManus, OTHOcAIasCs K KpUNTOrpaQu4ecKod 3aliuTe MepCOHANbHBIX
IaHHBIX, BK/IIOYas KIIOYEBYIO, NMapOJBHYI0O W ayTEHTU(PULHPYIOUIYI0O HHGOPMALHIO
CK3H;

JOKYMEHTHI, Jela, XYpHalbl, KapTOTeKH, H3[aHMs, TEXHHYECKHE NOKYMEHTHI,
BHJIEO-, KHHO- B (poTOMarepuaiibl, paboune MaTepyalbl U T.I., B KOTOPHIX OTpaXKeHa
jamMiaeMas  MHQOpMauMsA, OTHOcsAmascs K  MHOOPMALMOHHBIM  CHCTEMaM
MepCOHAJIBHBIX AaHHBIX U UX KpUnTorpaduyeckor 3amuTe, BKIIIOYas JOKYMEHTALHMIO Ha
CK3HU u Ha TeXHHYECKHE M TMPOrpaMMHbIE KOMIOHEHTHI Cpelbl (yHKIHMOHHPOBAHHSA
CK3H,;

HOCHTENH 3alluIIaeMoi HH(OpMalMH, HCIONb3yeMble B HH(QOPMaLMOHHOM
CHCTEME B Mpoliecce KpUNTorpahpuyeckon 3amUThl NEPCOHANBHBIX JaHHBIX, HOCUTEIH
KJIIOYEBO, [TapOJIbHOM U ayTeHTHGHIHpyomei nHbpopManun CK3U 1 nopsnok goctyna
K HUM;

UCNOJIb3yeMble MH(QOPMALMOHHONW CHCTEMON KaHanbl (NMHUH) CBSA3H, BKIIOYas
KabeNbHbIE CUCTEMBI,

MOMEIIEHHS, B KOTOPHIX HaXOIATCSI pecypchl WHGOPMAIMOHHON CHCTEMBI,
MMEIOIHE OTHOLIEHHE K KPUNTOrpadruuecKoi 3aluTe epcoHanbHbIX JaHHBIX.

4. OnpeaejieHue BO3MOXKHOCTEH CO3JaHHA CNOCO00B, NOATOTOBKH
U MPOBeAeHHs ATAK HA 00bEeKThI 3alHTHI

4.1. Peanuszauus yrpos 0e30MacHOCTH NIEPCOHAJIBHBIX OAHHBIX,
obpabarpiBaembix B UCII/IH, onpenenseTcss BO3MOXXHOCTSIMHM UCTOYHUKOB aTak:

- BOSMOXXHOCTh CaMOCTOSITEIBHO OCYIIECTBIATH CO3AaHME CHOcoOOB arak,
MOJITOTOBKY U MPOBEAEHUE aTaK TOJIbKO 3a Ipe/ielaMi KOHTPOJIMPYEMOH 30HB];

- BOBMOXHOCTh CaMOCTOSATENIBHO OCYIIECTBISATh CO3JaHME CNOCODOB aTak,
TNOATOTOBKY M TPOBENEHME aTaK B~ Mpeleiax KOHTPOJIUPYEMOH 30HBI, HO Ge3
¢du3zMyeckoro Jaocryna K anmapatHbeiM cpeactBam (manee — AC), Ha KOTOpPBIX
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peanuzoBadbl CK3U u cpena nx QyHKUHOHUPOBaHHS,

- BOBMOXXHOCTh CaMOCTOSTENIbHO OCYLIECTBISATh CO3JjaHUE CIIOCOOOB  aTak,
NOArOTOBKY ¥ IPOBEIEHWE aTak B NpeHeliaX KOHTPOJNHPYeMO#l 30HBI ¢ (PU3MYECKHM
noctynom Kk AC, Ha kotopsix peanuzoBanbl CK3U 1 cpena ux QyHKLUMOHHPOBaHHS;

- BO3MOXHOCTh IPUBJIEKATh CIELHANNCTOB, HMEIOLINX OINBIT pa3paboTKU H
agamm3za CK3HM (Bkmoyas chmelyaiucToB B 00JlacTH aHalM3a CHTHAJIOB JIMHEHHOM
nepefavyy ¥ CUTHAJIOB IOOOYHOO 3JIEKTPOMarHUTHOro u3ny4eHus 1 Hasogok CK3M);

- BO3MOXXHOCTh IIPHBJIEKATh CHELMANMCTOB, HMMEIOIUX ONBIT pa3paboTKH H
ananm3a CK3U (Bximovas crelHanncToB B 06JaCTU MCIIOJIB30BAHUS Ul peallh3aluu
aTak  HEJJOKYMEHTHPOBAaHHBIX  BO3MOXHOCTEH  NPHKIAAHOIO  MPOrPaMMHOrO
obecrnieyeHus);

- BO3MOXXHOCTh MPHUBIEKATh CIELHATUCTOB, HMEIOIIUX ONBIT pa3paboTku |
ananu3a CK3UM (Biiioyas CriefHadrcToB B 00JacTH MCHOJIB30BAHUA Ul pealU3aliH
aTak HEJIOKYMEHTHPOBAHHBIX BO3MOXXHOCTEHl ammapaTHOr0 MW  INPOrPaMMHOIO
KOMIIOHEHTOB cpeabl pyHkuuonuposanus CK3H).

AKTyaJIbHBIMH TIPU3HAHEL:

- BO3MOXKHOCTH CAMOCTOSTENBHO OCYILECTBIATH CO3JaHHE CIOCODOB aTak,
IIOJATOTOBKY M MPOBEICHHE aTaK TOJBKO 3a Ipejie/laMH KOHTPOJIHPYEMOii 30HEI,

- BO3MOXHOCTh CaMOCTOSTENBHO OCYILECTBIATH CO3JaHHE CIOCcOOOB aTak,
MIOATOTOBKY M MpOBEINEHHE aTaK B Mpefeliax KOHTPOJMpYyeMoi# 30HE, HO 6e3
¢usnueckoro gocryma k AC, Ha xoropeix peanuszoBanel CK3W u cpema wux
(bYHKIIMOHUPOBaHUS.

B Ta6Jmue IPHUBCICHDBI 000CHOBaHHS TNPpU3HAHHUA yrpo3, XapaKTECpHBIX Ui
HWHBIX BO3MOXXHOCTEH MCTOYHUKOB aTaK, HEaKTyalbHbIMH.
Tabnuia
AKTYaJIbHOCTD
YTo4YHeHHbIE€ BO3MOXKXHOCTH
N HCNOJIb30BAHHA
HapyHIHTeJIeH u
(npumMeneHnusn)
Ne HanpaBJieHHS aTaK OGocHoBaHUe OTCYTCTBHA
JJISl IOCTPOEHHUS
(cooTBeTCTBYIOMHE
aAKTYyaJIbHbIE YTPO3bI) W peaTH3aumi
arak
2.1 | Ousnueckui JIOCTYI K| HeakTyanpHO | mpoBozsTcs — paboTel 1Mo moadopy
CpelcTBAM  BBIYHUCIIHUTENBHOM COTPYZHHUKOB;
texuukn (manee — CBT), Ha JOCTYH B KOHTPOJHMPYEMYIO 30HY H
KoTopsix peasn3oBansl CK3U u noMeleHus, rae pacnonaraercs CBT, Ha
cpela (GYHKIIMOHUPOBAHHUS kotopbix peanu3oBansl CK3U u CO,
(manee — CO). obecrieunBaeTcsi B  COOTBETCTBHH C
KOHTPOJBHO-IIPONIYCKHEIM PEXHMOM;
MOMEIIEHHUS, B KOTOPHIX pacnojiararorcs
CBT, na xotopsix pacnonaratotcs CK3W u
C®, ocHalmeHbl BXOAHBIMH JBEPBMH C
3aMKaMK, 00ecHeyHBaeTCd IOCTOSHHOE
3aKpBITHE ABEpEH MOMEIIEHHH Ha 3aMOK U
. 174 OTKPBITHE TOJBKO ISt
< CaHKLIHOHUPOBAHHOIO IIPOXOJa.




2.2 | Bo3aMOXHOCTH BO3JECHCTBOBATh| HE aKTyaJbHO | IPOBOAATCS  pabOTBI 1O MOAOOPY

Ha anmnapatHble KOMIOHEHTEHI COTPYHHKOB;

CK3U1 u CO®, orpanuueHHas JOCTYyI B KOHTPOJHPYEMYKD 30HY H

MepaMH, peajlu30BaHHBIMH B noMeuieHus, rae pacnonaraercs CBT, na

HHPOPMAUMOHHON CHCTEME, B kotopbix peanmu3oBanel CK3U u CO,

koTopoii ucnonssyerca CK3HU, u obecrieunBaeTcs B  COOTBETCTBHM C

HanpaBJeHHBIMU Ha KOHTPOJBHO-TIPOMYCKHBIM PEXUMOM;

NpeIOTBpAlLlEHHE U MPECeUECHUE NOMEIIEHHS, B KOTOPBIX paclojararorcs

HECAHKIIMOHHUPOBAHHBIX CK31 u CO®, ocHaueHsl BXOJHBIMH

JeHcTBUH. JBEpBMH € 3aMKaMH, obecnednBaercs
IIOCTOSIHHOE 3aKPBITHE ABEPEH IIOMELIEHU I
Ha 3aMOK M MX OTKpPBITHE TOJNBKO JUIS
CaHKIIHOHHPOBaHHOTO MIPOXOa;
IpeICTaBUTENH TEXHUYECKHX,
00CITyXHBaIOLIUX " JIpyrux
BCTIIOMOTaTeNbHBIX CIyx06 mpu paborte B
MOMEIIEHHAX (croitkax), rae
pacnonoxens! koMnoHeHTH CK3U u COD,
U COTPYOHHKH, HE  SBJSIOIIMECS
noap3oBatenasMu CK3U, Haxongatcs B 9THX
NOMEILIEHUAX TONBKO B HPUCYTCTBHHU
COTPYAHHKOB I10 3KCIUTyaTal|H.

3.1 | Co3panue cnocoboB,| He akTyaJbHO | HE ocyuiecTBIsIeTCsa 00paboTka CBECHHUH,

IIOJATrOTOBKA U MPOBEACHHUE aTaK
C IpUBIEYECHUEM CIIEIHAIUCTOB
B objlacT aHanu3a CHUTHANOB,
COIIPOBOXKIAIOIINX
¢yukuuonuposanne CK3U wu
Co, H B obmactu
HCNOJIb30BaHUA JJIS peaTu3aluy
aTak  HEJOKYMEHTHUPOBAHHBIX
(HenexnapupoBaHHBIX )
BO3MOXHOCTEH  NPHKIIaJHOTO
mnporpaMMHOro  obecrieveHus
(manee — I10).

R

COCTABJISIIOIIMX T'OCYJAPCTBEHHYIO TalfHYy,
a TaKk)e WHBIX CBEICHUI, KOTOpbie MOTYT
NpeJCTaB/ATE HHTEpeC Ul peald3alliu
BO3MOXHOCTH;

'BBICOKasl CTOMMOCTb H  CIIOXHOCTb
TOJTOTOBKH peaTM3aliid BO3MOXXHOCTH;
npoBojaatrcs  pabotel  mo  moabopy
COTPYIHHKOB;

JOCTyI B KOHTPOJHPYEMYIO 30HY H
noMemenus, rae pacnonaraercs CBT, na
koTopeix peanu3oBaHel CK3U u CO,
obecrieunBaeTCs B COOTBETCTBHH  C
KOHTPOJILHO-IIPOMYCKHBIM PEXHUMOM;
MIOMEIICHHS, B KOTOPBIX Pacnojararorcs
CK31 u CO®, ocHalleHB BXOIHBIMH
JBEPbMH C 3aMKaMmH, ofecrieduBaeTcs
TIOCTOSHHOE 3aKPBITHE ABEPEH MOMEIEHHH
Ha 3aMOK M HX OTKpHITHE TOJBKO JUId
CaHKI[MOHHPOBAHHOTO MPOX0Ja;

IpeICcTaBUTENH TEXHUYECKHX,
00CITyXHBaIOLIMX U JOPYTHX
BCIIOMOTATENIBHBIX CIyX0 mpu paboTe B
HOMEILEHUSX (croiikax), rae

pacnionoxenbl komnoneHTsl CK3U u CO,
U COTPYAHHKH, He  SBJIOIIMecs
noJyp3oBarenaMu CK3HM, raxonsacs B aTHX
NOMEHICHUAX TOJNIBKO B NPUCYTCTBUU
COTPYAHMKOB [0 3KCIITyaTaluHy;




OCYLIECTBNSECTCS  pasrpaHUYeHue U
KOHTPOJIb JAOCTYHa MOJB30BaTENEH K
3alUIaeMbIM pecypcam;
OCYILECTBIAETCS PpErucTpauus M yueT
JeHCTBUIA TTOJIb30BATENEH

Ha  aBTOMATU3WPOBAaHHHIX  pabouux
MecTtax (manee — APM) u cepsepax, Ha
KoTOphIX yctaHoBNeHb CK3U:
HCHOJIL3YIOTCS cepTH(UIMPOBAHHEIE
CpeACTBa  3allMThl MHpOpMaUM  OT
HECaHKIUOHHPOBAHHOTO AOCTYIN4;
HCHONB3YIOTCS CepTH(UIMPOBAaHHEIE
CpeNCTBa aHTUBUPYCHOM 3alLMTHL.

3.2 |Ilposenenne  nabOpaTOPHBIX| HE aKTyanbHO | HE OCYIIECTBsAETCS 06paboTKa CBENEHUH,
HCCIICIOBaHHH CK3H, COCTaBJIAIOIHX TOCYJapCTBEHHYIO TaiiHy,
HCIIONIb3yEMBIX BHE a Tak)Xe WHBIX CBEACHHH, KOTOpBIE MOTYT
KOHTPOJIHpyeMOH 30HBI, NIPEICTaBIATh HMHTEpEC I peau3aliy
OrpaHHYEHHOE MepaMu, BO3MOXXHOCTH;
peaTH30BaHHBIMH B BBICOKAasd CTOMMOCTb H  CIOXHOCTb
uHpoOpMaLlMOHHOH cHCTeMe, B MOJITOTOBKH peajii3aliii BO3MOXHOCTH.
kotopo#t ucnonedyercs CK3U, u
HalpaBJiCHHBIMH Ha
IIPEAOTBpALlICHUE U MPECEUECHHE
HECaHKIIHOHHPOBAHHBIX
JIENCTBHH.

3.3 | IIpoBenenue pabot 10| HeakTyanbHO | He ocymecTBiaseTcs 06paboTka cBeleHHi,
CO3JaHUIO cIocoOOB U CPEACTB COCTaBJIAIOIMIUX TOCYIApCTBEHHYIO TaiiHy,
aTak B Hay4Ho- a TaKk)Xe UHBIX CBEICHHH, KOTOpbIE MOTYT
HCCIENOBATENbCKUX  HEHTpax, MPEACTAaBJIATE HWHTEpEC U pealln3alliy
CTIEMHATTM3UPYIOLUXCS B BO3MOXHOCTH;
obnactu pa3paboTKH M aHaiHM3a BBICOKass CTOMMOCTb H  CJOXHOCTb
CK3U u CO, B TOM uHucie ¢ ITOATOTOBKY pealu3alui BO3MOXKHOCTH.
HCIIOJIb30BaHHEM MCXOJHBIX
TeKCTOB BXxoasuero B Co
[IPUKJIAJHOTO I10,

HEoCpeJICTBEHHO
HCHOJB3YIOIIETO BBI30BbI
nporpaMMHBIX Qyrkiuit CK3U.
4.1 | Cozpmanmne crtoco60B,| He aKTyalbHO | HE OcyIiecTBiAeTcs 06paboTKa CBENCHUI,

TOArOTOBKA ¥ IPOBENEHHE aTaK
C NMPUBJICYECHUEM CIICHMATTHCTOB
B 00J1acTV HCIOJB30BaHHs NI
peanu3anuu aTax
HEIOKYMEHTHPOBAHHBIX
(HeIeKIIapUPOBaHHBIX )
Bo3MoxkHOCTel cuctemHoro 110.

b

COCTaBJISIIOIIMX TOCYJApCTBEHHYIO TaiHy,
a TaK)e MHBIX CBEJCHUH, KOTOPBIE MOTYT
NIPEACTaBNATh MHTEpeC Ui pealnv3aluy
BO3MOXXHOCTH;

BBICOKast CTOMMOCTb H  CIOXHOCTb
HOArOTOBKH peaiu3aliii BO3MOXKHOCTH;
npoBoAATcs  paboTel  no  moabopy
COTPYTHHKOB;

JOCTYIl B KOHTPOJHMPYEMYIO 30HY M
noMeineHus, rae pacnonaraercs CBT, Ha




xotopeix peanusoBanbl CK3U u Co,
obecrieunBaeTci B COOTBETCTBHH C
KOHTPOJIBHO-ITPOITYCKHBIM PEXHMOM;
MOMEIIEeHH, B KOTOPbIX pacnojiararTcs
CK3U u C®, ocHameHbl BXOIHBIMH
IBEpHPMH C 3aMKaMHd, obecneunBaeTcs
MIOCTOSIHHOE 3aKpBITHE ABEPEH MOMEILLCHUH
Ha 3aMOK M MX OTKpHITHE TOJBKO AN
CaHKLIHOHUPOBAHHOTO [IPOXOAA;

NpEeACTaBUTENH TEXHHYECKHUX,
00CTyXUBaOIMUX U JpyTHX
BCTIOMOTATENbHBIX CIYX6 mpu paborte B
MIOMEIIEHUX (croiixax), rmue

pacnonoxensl komnoHeHTHl CK3H u CO,
M COTPYOHHKH, He  SBIIOMHUECST
noab3oBatenaMu CK3H, Haxonsres B 3THX
NIOMEUICHHUAX TONBKO B [PHCYTCTBHH
COTPYZHMKOB MO SKCILTyaTalllu;
OCYHIECTBIIIETCH  pasrpaHuMdYeHHEe H
KOHTPOJIb JOCTYNa MoOJb30BaTesied K
3alIMIIaeMBIM pecypcam;
OCYLIECTBJIAETCA PpErucTpauuss H y4eT
JeHCTBHIT TOJIB30BaTENICH;

Ha APM wu cepBepax, Ha KOTOpBIX
ycranoBnenst CK3U:

HCIIOJNIB3YIOTCS cepTudULHPOBAHHBIE
cpencTBa  3allUTHl  KMHGOpPMALMH  OT
HECaHKIMOHUPOBAHHOTO JIOCTYTIA;
MCMOB3YIOTCA cepTUhULHUPOBaHHbIE
CpeZICTBa aHTHBHPYCHO# 3aILUTBHI.

Ha mo6sle komnonedTsl CK3U u
Co.

4.2 | Bo3amoxHOCTB pacmonaraTh| HeE akTyalbHO | He ocymiecTBiseTcs 00paboTKa CBeeHHH,
CBEJICHHUSMH, COJIEPKAIUMUCH B COCTABJIAIOIIUX FOCYJApCTBEHHYIO TaiiHY,
KOHCTPYKTOPCKOH a TaK)Ke MHBIX CBEJECHUI, KOTOpBIE MOTYT
JOKYMEHTAllHM Ha annapatrHble NpeJCTaBIsTh HHTEpEC IS pealu3aliy
H TPOrpaMMHBIE KOMIOHEHTHI BO3MOXHOCTH.

Co.
4.3 | Bo3MOXHOCTh BO3JEHCTBOBAaTH| HE aKTyallbHO | He ocyllecTBiseTcs 06paboTka CBEAEHHH,

COCTABJAIONINX T'OCYJapCTBEHHYIO TaiHy,
a TaK)Xe MHBIX CBEJECHHUH, KOTOpHIE MOTYT
NPEJICTAaBNATh MHTEpEC M8 peanu3alliu
BO3MOXXHOCTH.

5. OnpenesieHre aKTYaJdbHBIX Yrpo3 6€30MaCHOCTH NEPCOHANBHBIX JAHHBIX

B nn(bopmaunonﬂux CHCTEMAX NEePCOHANBHBIX NAHHBIX

5.1.  OcHOBHBIMH BI/I,ZIaMI/I yrpo3 6e30maCHOCTH  NEPCOHANBHBIX JIaHHBIX B
UCIIdH sasnsioTcs: T e

1) yrpo3s! yTeuku nHQ)opMaan 10 TEXHMYECKAM KaHAIaM:

1.1) yrpossl yTeuku akycTuieckoii (pedeBoit) HHQOpMaLKH,
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1.2) yrpo3sl yTeuku BHI0BOH HHGOpMALIKY;

1.3) yrpo3sl yreukd uHGOPMAIMK MO KaHalaM NOOOYHOro 3JEKTPOMAarHUTHOIO
H3Ty4eHUs U HaBOJKH;

2) yrpo3sl HeCaHKIHOHKpoBaHHoro Aoctyna (nanee — HCJI) k uHbopmanuu:

2.1) yrpo3sl yHUYTOXeHUS, xulteHus anmnapaTHelx cpeacts MCIIn Hocuteneh
uH(pOopMalKH myTeM ¢usudeckoro gocryna k anemenram UCIT(x:

- KpaXka MepCOHAJbHOM 3JIEKTPOHHOHW BBLIYMCIHMTENBHOH MAallMHBI (Janee —
[TOBM);

- Kpa)ka HocHTenel uHpopmaLuy;

- Kpaxka Kiitoueil ¥ aTpubyToB JOCTYIIa;

- Kpaxxa, MoAn(UKaLUs, YHHITOXKEHIE HHPOpMaIIHH;

- BBIBOJI U3 cTpos y3i0B [IOBM, kaHainoB cBA3H;

- HECAaHKIIHOHUPOBAHHOE OTKJIIOYEHHE CPENCTB 3AlLUTHI;

2.2) yrpo3bl XHILUEHHs, HECAHKI[MOHMPOBaHHON MOIU(UKALIMN HAK OIOKMPOBAaHUS
MH(OpMALUH 3a CYET HeCaHKIMOHHPOBAHHOIO AOCTYINa C NPUMEHEHHEM MPOrPaMMHO-
anmapaTHBIX U NPOTpPaMMHBIX CPeACTB (B TOM 4YHCJI€ MPOrPaMMHO-MaTeMaTHYeCKHUX
BO3AeHCTBUHN):

- IIeMCTBUA BPEJIOHOCHEBIX MPOrpaMM (BUPYCOB);

- HeJIeKJIapUPOBAHHEIE BO3MOXKHOCTH CHCTEMHOTO IPOrpaMMHOT0 obecneueHus 1
NPOTrpPaMMHOr0 obecneyeHus i 00paboTKK NEPCOHANBHBIX JaHHBIX;

- YCTaHOBKA NPOrpaMMHOro o0OecrledeHHs, HEe CBA3aHHOIO C MCHOJHEHHEM
CITy)KeOHBIX 0053aHHOCTEN,;

2.3) yrpo3sl HeNpeZHAMEpeHHBIX MAeHCTBMH NONB30BaTeNel M HapylIeHHUi
6ezonacuoctr pyHkuroHupoBanus ICIT/IH 1 CHCTEMBI 3aIUTE IIEPCOHANBHBIX JaHHBIX
B €€ COCTaBe u3-3a c0OEB B NpPOrpaMMHOM OOecleueHuH, a TaKKe OT Yrpo3
He aHTPONOTeHHOTo (cOOoeB amnmapaTypbl H3-3a HEHAJeXXHOCTH 3JIEMEHTOB, cOoeB
3IEKTPONUTAHMA) ¥ CTHXUIHOro xapakTepa (yAapoB MOJHHM, M0XapoB, HABOAHEHUH
U T.IL):

- yTpara KiIoueil ¥ aTpubyToB AOCTYNa,

- HeTlpeJHaMEpeHHas MoauduKaus (YHHUYTOXEHUE) UHpoOpMaLKH
COTpYZHHUKaMU;

- HeTpeAHAMEPEHHOE OTKIIOUEHUE CPE/ICTB 3aIIUTEI,

- BBIXOJ M3 CTPOS anmnapaTHO-MpOrpaMMHBIX CPEJICTB;

- c60if cHCTEMBI 3JIEKTPOCHA0XEH !,

- cTHXHiITHOE OeACTBYE;

2.4) yrpo3sl npefHaAMEePeHHBIX AeHCTBUI BHYTPEHHUX HApyIUTENEH:

- gocTyn K MH(OpMAIKH, MOAU(PUKAHS, YHUUTOKECHHE MH(OpPMaUUK IULaMY,
He JONYLIEHHBIMU K ee 06paboTKe;

- pasrnamienie  uUHOOpManMH, ee MOAMQHKAUMA WM  YHUYTOXEHHE
COTpYIHMKAaMHU, IOMYIIEHHEIMHU K ee 00paboTke;

2.5) yrpo3sl HECAaHKIIMOHUPOBAHHOI'O JOCTYIIA 110 CETH U KaHallaM CBS3H:

- yrpo3a «AHalii3 ceTeBOro Tpaduka» C NEpPeXBaToM MepefaBaeMoH U3 I/ICI'I)IH h
M IPUHHMaeMO#l M3 BHemHMX ceTedl. uHOpopmauuy (mepexpaT 3a MpefeIamu
KOHTPOJIUPYEMOI1 30HBI, nepexsaT B NpeneiaX KOHTPOJIMPYEMOM 30HBI BHEIIHHUMH
HapyIUUTEJIIMH, TepexBaT B NpeleliaX KOHTPOJIMPYEMOW 30HBI BHYTPEHHHMH
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HApYUIHTEISAMH);

- yrpo3bl CKaHUpPOBAaHUS, HaIpaBleHHbIE Ha BBIABICHHE THNA WA THIIOB
MCIIONB3YEMBIX ONEPAIlMOHHBIX CHCTEM, CeTEeBBIX anpecoB paboumx cranuui MICIIIH,
TOIIOJIOIMH CETH, OTKPHITHIX MOPTOB U CIIYkKO, OTKPBITHIX COEIUHEHUN 1 JIP.;

- yIrpo35l BEISIBIIEHUS MapoJiel 1Mo ceTH;

- yrpo3bl HaBsA3bIBAHUS JIOXKHOI'O MapIlpyTa CEeTH,

- YrpO3BI IOJMEHBI JOBEPEHHOTO 00BEKTa B CETH;

- yrpo3s1 BHeipeHus JioxHoro o6bekra kak B MCIT/IH, Tak ¥ BO BHEIITHUX CETHX;

- yrpo3sI THIa «OTKa3 B 00CTyKUBaHHM,

- yrpo3Bl YAAJICHHOTO 3aIlyCKa IPUIIOKEHUH,

- Yrpo3bI BHEPEHNS IO CETH BPEAOHOCHAIX MPOrpaMM.

Vrpo3bl ©Ge3omacHOCTH HWH(OpMAalMM W3 COCTaBa baHKa JaHHBIX Yrpo3
6esonacuoct  HHGopMammu (wWww.bdu.fstec.ru), MOTEHHMANBHO OMAacHble  [Jis
HH(GOPMAIIMOHHBIX CHCTEM NEPCOHANBHBIX JaHHBIX: |

YBU.003: Yrpo3a aHanu3a Kpurrrorpadgu4ecKyx ajJropuTMOB M HX peallu3alvii;

YBN.007: Yrpo3a Bo3aeiCTBUS Ha IPOrPaMMEbI C BEICOKHMH IIPHUBHIIETUSMH;

YBH.010: Yrpo3a BeIxoma nporiecca 3a npeensl BUPTyalbHON MalIMHE,

VBU.016: Yrpo3a gocTyna K JIOKaIBHEIM (aiinam cepsepa npu nomomu URL;

YBH.026: Yrpo3a uckaxenuss XML-cxeMsl;

YBH.030: Yrpoza HCIONIb30BaHUSA uHGopMaLUU
ueHTH(OUKALMH/ay TeHTUUKALIMY, 3alaHHOH 110 YMOIYaHHIO;

VB.033: Yrpo3a uCronp30BaHus ciaabocTei KOQUPOBAHMS BXOIHBIX JaHHBIX;

VB.036: Yrpo3sa ucclieioBaHus MeXaHU3MOB pabOThl TPOrpaMME;

VBH.037: Yrposa uccieqoBaHus PUIOKEHHS Yepe3 OT4ETH 06 ommbKax;

YBN.042: Yrpo3a MexcailTOBOH IOAAEIKH 3a11poca;

VBU.044: Yrpo3a HapylieHUs H30JAUUM [OJIb30BAaTENbCKUX JAHHBIX BHYTPH
BUPTYaJIbHOM MAllIUHEL,

VBU.046: Yrpo3a HapylleHHs [OpOLeAypbl ayTeHTH(OUKAIMH CyOBEKTOB
BUPTYaITbHOTO WH()OPMALIMOHHOTO B3aUMOJIEHCTBHS,

VBW.048: Yrpo3a HapylleHHs TeXHOJOTHH 00paboTkM HHGOPMaALUM IyTEM
HECaHKIMOHMPOBAHHOTO BHECEHUS U3MEHEHHH B 00pa3bl BUPTYAIbHBIX MallIKH;

YBHM.052: Yrpo3a HEBO3MOXHOCTH MUTpall¥ 00pa30B BUPTYaNbHEIX MalIdH M3-
3a HECOBMECTHMOCTH anrapaTHOTO ¥ IPOrpaMMHOro obecreyeHus;

YBN.058: Yrpo3a HEKOHTPOJIMPYEMOTr0 POCTa YUCIA BUPTYyAIbHEIX MAlllHH,

VBU.063: Yrpo3a HEKOPPEKTHOTO KCIIONIb30BaHMs (HyHKIMOHAIA IIPOrPaMMHOTO
obecrieyeHus;

VBU.068: Yrpo3a HenpaBoMepHOT0/HEKOPPEKTHOT'O MCIIONB30BaHKs HHTepeiica
B3aUMOJECHCTBUSA C TPUIIOKEHUEM;

VBN.073: Vrpo3a HeCaHKIHOHUPOBAHHOIO JOCTyNa K aKTHBHOMY M (MiH)
[IACCUBHOMY BHUPTyalbHOMY M (WIH) (U3UYECKOMY CETeBOMY OOOpYyNOBaHHIO W3
¢dbu3nyeckoit M (UN11) BUPTYyallbHOH CETH;

YBHM.075: Yrpo3a HecaHKIMOHUPOBAHHOIO AOCTYIIa K BHPTYaJbHBIM KaHajgaMm
nepeaayy; . .

YBW.076: Yrpo3a HECAHKIMOHMPOBAHHOIO JIOCTYNIAa K THIEPBU30DY W3
BUPTYaJIbHOW MallMHbI U (MH) GU3HUECKON ceTH;
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YBU.077: Yrpo3a HecaHKLIMOHMPOBAHHOIO AOCTyNa K NaHHBIM 3a MpeleilaMH
3ape3epBUPOBAHHOIO aJPECHOr0 INpPOCTPAHCTBA, B TOM YHCIE BBIACICHHOrO MO
BUPTYaJIbHOE arrapaTHOe 00ecnedyeHuE;

VBHU.078: Vrpo3a  HecaHKUMOHHMPOBAaHHOIO  JOCTyna K  3allUIIaeMbIM
BHpPTYaJIbHBIM MalllMHaM M3 BUPTYaIbHOR U (MIK) GU3MIECKOH CeTH;

VBU.079: Yrpo3a  HECaHKIMOHMPOBAHHOIO  JOCTyNMa K  3allHIIaEMBIM
BUPTYIGHBIM MaUIMHAM CO CTOPOHBI JIPYTrMX BUPTYaJIBHBIX MAILIMH;

VBU.080: Vrpo3a  HecaHKUMOHMPOBAHHOIO  JOCTynma K  3allHIIacMbIM

BUPTYaJIbHBIM YCTPOMCTBAaM U3 BUPTYalbHOH H (MIH) GU3MYECKON CeTH;

VBN.084: Yrpo3a HecaHKIIMOHMPOBaHHOIO JOCTYIa K CHCTEME XPaHEHHUA NaHHBIX
U3 BUPTyaIbHOH U (WK) QH3HNYECcKOl CeTH,

VBU.085: Vrpo3a HeCAaHKLMOHUPOBAHHOTO HOCTYIa K XPaHUMOH B BUPTYaJIbHOM
IPOCTPAHCTBE 3alHIaeMoii HHpopMaLuy;

VBI.094: Yrpo3a HeCaHKUMOHHPOBAHHOTO YIPABIECHUS CHHXPOHH3aLMeH |
COCTOSTHHEM;

VBI.095: Yrpo3a HECaHKLIMOHUPOBAHHOTO YIPABIECHUS YKa3aTEIsIMH,

VBH.101: Yrpo3a o61eA0CTyIHOCTH 001a4H0H HHPPaCTPyKTYpSI;

VBI.102: Vrpo3a OMOCPeNOBaHHOTO YIPaBlEHHWs TPYNIOH IporpaMM 4Hepes
COBMECTHO HCIIOJIb3yEeMBI€ JaHHEIE,

VBH.108: Yrpo3a omuOxu 06HOBICHUS THIIEPBA30DA;

YBH.109:
YBU.111:
YBU.114:
YBU.117:
YBI.118:
YBU.119:
YBU.120:
YBN.122:
YBI.127:
YBU.131:
VYBU.132:
3alUTHI;

VBI.139:
VBN.143:
06paboTKH 1 (1K) BBOJA/BEIBOJA/TIepenadn HHPOPMaLMH;
VBU.146:
CYTHIEpKOMITBIOTEPA,

Vrpo3a nepebopa Bcex HACTPOEK H IapaMeTpOB IPHIIOKECHH,
Vrposa repefadyl JaHHBIX 110 CKPHITHIM KaHanam;

Vrpo3a nepenoHeH:s LeNOYHUCIEHHBIX IEPEMEHHBIX;
Vrposa nepexsara MpUBWIETHPOBaHHOTO MOTOKA,

Vrpo3a nepexsara HpHBUIETHPOBaHHOT'O IPOLIECCa;

Vrpo3a nepexsara yIpapIe€HHs THIEPBA30POM;

Vrpo3a nepexsara yNpaBleHHs CPENOi BUPTyalu3alyHy,
Vrpo3a MoBbIIIeHHs IPHBHIIETHH,

VYrpo3a NoAMEHbI JeiCTBAS MOJB30BaTeN MyTEM 00MaHa;
Vrpo3a nogMeHbl Cy6BEKTa CETEBOTO JOCTYIA;

Yrpo3a MHoNyueHHs NpeABapUTeNbHOM HHOpopMauun o6 oObekTe

Vrpo3a npeonosieHus GU3NIECKON 3aUTHI;
Vrpo3a HpOrpaMMHOTO BBIBEJICHHS M3 CTPOS CPEICTB XpaHEHWd,

Vrpoza npsmoro obpaiieHHs K MNaMsATH BEIMHCIHTENBHOrO TOJiA

YBU.149: Yrposa c6os 06paGoTKu crienuansHbIM 06pazom U3MEHEHHEIX (aiinos;

YBU.163:
6noka GyHKLMI,

Vrp03a nepexsara WCKIIIOUEHHs/CUrHana W3 MPUBUJICTUPOBAHHOIO

YBU.180: Yrposa oTkasa NOACUCTEMEI 00eCTiedeHUs TEMIIEPATyPHOTO PEKUMA,

VBU.181:
BpEMEHH;

Vrpo3a mnepexsara OIHOPA3OBHIX TMapojiell B PEXHME pPEalbHOTO

VBU.187: Yrpo3a HECaHKIMOHMPOBAHHOIO BO3JEHCTBHA Ha CPENCTBO 3alIUTHI
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nHpopManny;

YBN.189: Yrpo3a MackupoBaHus JeHCTBUI BPEJOHOCHOTIO KOJA,;

YBM.190: Vrpo3a BHeOpeHHss BpEJOHOCHOrO KoJa 3a CYET IOCELICHHS
3apa)KeHHBIX CaliTOB B ceTH MHTEpHET;

VBU.193: Vrpo3a yrteduku uH(popManMu 3a CYET MNPHMEHEHHS BPEXOHOCHBIM
TNpOrpaMMHEIM 00ecIieueHreM aJlrOpUTMOB MIN(POBaHKs TpadHuKa.

5.2. Yrposamu 6e30macHOCTH MEPCOHANBHBIX NAHHBIX NpH HMX 00paboTKe ¢
ucnoine3oBandeM CK3U sBnsroTes:

co3ZaHMe CcrocoboB, IOATOTOBKA U TpoBeleHHe arak 0e3 npHBICYEHHS
CIIeIMAMCTOB B 061acTH paspaboTku u aHanu3a CK3U;

co3laHue crocoboB, MOJArOTOBKa M INpOBEIEHHE aTaK Ha pa:manHx aTamnax
xuzuenHoro nukina CK3U. K sranam xussensoro nukina CK3U otHocsTes: paspaboTka
(MoZiepHH3aLMs) yKa3aHHBIX CPEACTB, MX NPOU3BOJACTBO, XpaHEHHE, TPAaHCTIOPTHPOBKa,
BBOJI B 3KCILIyaTauuio (IyCKOHaJIal0YHble paboThl), IKCILTyaTalus;

NpOBEJE€HHEe aTaky, Haxo[iICh BHE IPOCTPAHCTBA, B IpejeliaX KOTOPOTo
OCYIIECTBIISIETCS KOHTPOJIb 33 peOhIBaHHEM U ACHCTBUAMH JIULL ¥ (WIIH) TPaHCTIOPTHBIX
cpelacTB (majee — KOHTpONHpyeMas 30Ha). 'paHuuedl KOHTPOIUPYEMOH 30HBI MOXET
ObITh: IEPUMETP OXpPaHAEMOH TEPPHTOPHH OPTraHM3allUH, OTPAXKAAIOIIHE KOHCTPYKIINHK
OXPaHAEMOr'0 3[[aHUs, OXPaHAeMOH YaCcTH 30aHUs, BbIIENECHHOTO IOMELICHHUS,

NpoBeJicHHE Ha dTanax pa3paboTKu (MOJAEPHM3AllMH), IPOU3BOJCTBA, XPaHEHNS,
tpancrioptupoBkd CK3U u srtare BBoga B akcmutyatanmio CK3U (myckoHamano4Hsle
paboTs) CEAYIOIIHX aTakK:

- BHeCEeHNe HecaHKIMoHupoBaHHbX u3MeHeHHi B CK3U u (W14) B KOMIOHEHTEI
anmapaTHEIX ¥ [POTPaMMHBIX CpPEACTB, COBMECTHO C KOTOPBIMM  INTAaTHO
dyukmuonupytor CK3HM ¥ B COBOKYMHOCTH,  NpEACTaBIAIOIME  Cpeny
dynxnuonuposanus CK3M (mamee — C@), koTopble CNOCOOHBI NOBIMATH Ha
BeImonHeHue npenbspiseMsix kK CK3UM tpeGoBanuii, B TOM YHCHe C HCIOJb30BAHHEM
BPENOHOCHEIX IIPOTPaMMm;

- BHECEHHE HECAHKIMOHMPOBAaHHBIX M3MeHeHHH B pokymeHtauuio Ha CK3U m
koMinoHeHTsl CD;

TpoBejieHUe aTak Ha dTane skciunyartanun CK3U Ha:

- MepPCOHAJIbHBIE AaHHBIE,

- KITIOYEBYIO, ayTEHTHGUIMPYIOLIYIO U HapobHyro nHpopmanmio CK3H;

- nporpammusie komnoHeHTs! CK3U;

- anmapaTHbie koMroHeHTH CK3H;

- nporpaMMHBble KoMIoHeHTs! CO, BKIIOYasi IPOrpaMMHOE obecnieuenue BIOS;

- annapaTtHsie KOMIOHEHTs! CD;

- IaHHbIE, NlepefaBaeMble 110 KaHallaM CBA3H;

- MHBIE OOBEKTHI, KOTOPEIE YCTAHOBIECHB! NpPH (GOPMHMPOBAaHHM COBOKYITHOCTH
IIPETIONIOKEHUH O BO3MOXHOCTAX, KOTOpble MOIYT HCIONB30BATBCS NpH CO3/aHHH
crnocoGoB, MOATOTOBKE M NPOBEIEHUH aTaK C YUYeTOM IPUMEHAEMBIX B MHQOPMALIHOHHOH
cucteMe MHpopMaloHHbIX TexHonorui, AC u I10;

MOJyYeHNe W3 HAXOASWIMXCS B CBOGOJHOM JOCTYNE MCTOYHHMKOB (BKIIIOYAs
MH(bOPMAIMOHHO-TEIEKOMMYHUKALIMOHHBIE CETH, AOCTYN K KOTOPHIM HE OTpaHMYeH
OTIpe/IeNieHHbIM KPYroM JIML, B TOM 4YHCJe MHPOPMAlHOHHO-TENEKOMMYHHKAIHOHHYIO
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cetb «MHTepHeT») wuWHPopManuu 06 WHGOPMALMOHHOM CHCTEME, B KOTODOH
ucnonszyercs CK3W. Ipu 31oM MOXeT ObITh NTOTy4YeHa clieAyrolas nHopMaLys:

- o0mue cBefeHHs 00 MHGOPMALIMOHHOH CHCTEME, B KOTOpPOW HCIIONB3YeTCs
CK3HM (ma3sHaveHHe, COCTaB, OIepaTop, OOBEKTHI, B KOTOPHIX Pa3sMELICHBI PeCypChl
HH(POpPMaIMOHHOM CHCTEMBI);

- cBefieHHss 06 MHQOPMALMOHHBIX TEXHOJNOTHAX, Gasax nammex, AC, IIO,
HCIIONb3yeMEIX B HHGboOpMauuoHHON cucTeMe coBMecTHO ¢ CK3H, 3a nckimoyeHHeM
CBEJCHHH, COAEpXKAIIMXCS TONBKO B KOHCTPYKTODCKOM HOKYMEHTalUH Ha
nHQOpMAalLlMOHHBle TexHoloruu, 6asel mammex, AC, IIO, wucnons3yemble B
riHQopMmauroHHo# cucreMe coBmecTHo ¢ CK3U,

- cofiep)KaHHe KOHCTpyKTOpcKo# nokymenTauun Ha CK3U;

- colepxaHue Haxonsuleifics B CBOOOJHOM JOCTyre HOKYMEHTAalMH Ha
anmapatHsle ¥ nporpamMmHbie komnoHenThl CK3U u CO;

- obmIMe CBEAEHHs O 3amMInaeMoil WHQoOpMalWH, UCIONB3YEMOH B Mpouecce
skctyatauy CK3H;

- CBeIeHHMs O KaHaJaX CBA3M, IO KOTOpHIM mepenarorcs 3amumaeMeie CK3U
TepcoHaIbHbIE JaHHbIE (Jatee — KaHall CBA3M);

- Bce BO3MOXHEIE JaHHEBIe, IepefaBaeMble B OTKPLITOM BHJIE IO KaHallaM CBS3H, HE
3aIMIIeHHBIM OT HECAHKIIMOHUPOBAHHOTO JOCTYIa K HHGOpPMalMH OpraHu3allMOHHBIMH
Y TEXHUYECKIMH MEPaMH;

- cBeJicHHs 000 BCeX MPOSBISIOMIMXCS B KaHajaxX CBfA3Y, HE 3alMIIEHHBIX OT
HECaHKLIMOHMUPOBAHHOTO AOCTYNa K MHHPOPMALUK OPraHU3allMIOHHBIMH ¥ TEXHUYECKAMH
MepaMH, HapyLieHusix rpasun skcruryatauuu CK3U u CO;

- cBefleHHs1 000 BCeX MPOSBISIONMXCA B KaHalaX CBA3H, HE 3alULIEHHBIX OT
HECaHKIHOHHUPOBAHHOTO JOCTYNAa K MH(POPMALK OPraHU3allHOHHBIMU ¥ TEXHUYECKUMH
MepaMH, HEUCTIPABHOCTAX M c60sx anmapaTHex komronentoB CK3H u Co;

- CBeJICHMS, NTOJTy4aeMBbie B Pe3yJbTaTe aHanK3a IIOObIX CUTHAOB OT aNNapaTHBIX
komrnoHedToB CK3U u CD;

IpHMEHEHHE:!

- HaXOOAIMXCS B CBOOOAHOM MOOCTYNE€ WM MWCIOJNB3YEMBIX 3a IpeaeiaMu
koHTponupyemoii 30861 AC 1 IO, BKitoyas anmapatHble H IPOrpaMMHBIE KOMIIOHEHTEI
CK3U u CO;

- cienmanpHo paspabortanHbix AC u I10;

MICIIO/Ib30BaHYe Ha 3Tare KCILTyaTalliH B Ka4eCTBe CPeJibl lepeHoca oT CyObekTa
Kk 00BeKTy (0T 06beKTa K CyOBEeKTY) aTaku JEHCTBHH, OCYIIECTBIAEMBIX IPH MIOArOTOBKE
¥ (WIK) MPOBEAEHUH aTaKu:

- KaHaJOB CBfA3M, HE 3alIUIICHHBIX OT HECAHKIMOHHPOBAHHOIO MAOCTYIIAa K
MH()OpMalUK OpPraHU3alMOHHEIMU U TEXHUYECKUMHU MEpaMHu,

- KaHAJIOB PACTIPOCTPAHEHHsI CUTHAJIOB, CONMPOBOXAAIOUIMX (YHKLIHOHHPOBAHHE
CK3U1 u CP;

NpOBEAGHHE HA  OJTane  OKCIUIyaTalldh  aTakd M3 HHQOPMALHOHHO-
TeleKOMMYHHMKAIIMOHHBIX CeTeil, HOCTYNl K KOTOPbIM HE OrpaHH4YeH OINpE/eNeHHBIM
KPYyroM JIHL, €CJI MH(pOPMALHMOHHBIE CHCTEMBI, B KOTOPBIX HCIOJB3YIOTCS CK3U,
HMEIOT BBIXOJ B 3TH CETH; o )

UCIIONB30BAaHHE Ha JTane OJKCIUTyaTallMd HaXOINAIIMXCH 32 MpefenaMH
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xoHTpoaupyemoit 3061 AC u IO u3 coctaBa cpeacTB MH(GOPMALIMOHHON CHCTEMBI,
NpUMEHAeMBIX Ha MecTax aKkcruryaranuu CK3U (nanee — mraTHele CpeCTBa);

NpoBe/icHHE aTaKy MPH HAX0X/IEHHH B IIPeZieslaX KOHTPOIUPYEMOH 30HBI,

npoBeeHue aTak Ha dTane skcmiyaTauuy CK3HU Ha cnenyromue oObeKTEL:

- noxymenTtauuto Ha CK31 u komnoneHnts! CO;

- NOMEIIEHHs, B KOTOPBIX HAaXOAWUTCSd COBOKYITHOCTh IIPOTPaMMHBIX |
TEXHUYECKUX DJIEMEHTOB CHCTeM 0GpabOTKM AaHHBIX, CMOCOOHBIX (YHKIHOHHPOBATH
CaMOCTOSTEBHO MIIH B COCTAaBE JIPYIUX CHCTEM, Ha KOTOpHIX peanuszobanbl CK3U u CO;

nojyuyeHrue B paMKaxX NpeJOCTaBiICHHBIX IMMOJHOMOYHH, a Takke B pe3ylnbTaTe
HaOMoIeHu# cieayroleil HHPopMaLuH:

- CBeJIcHHUN 0 (QH3MYECKHUX Mepax 3allUThl OOBEKTOB, B KOTOPHIX pa3MEIICHBI
pecypchl HHGOPMaMOHHOM CHCTEMEI,

- CBEJIeHUM 0 Mepax Mo o0ecrneYeHHI0 KOHTPONHPYeMOH 30HBI OOBEKTOB, B
KOTOPEBIX pa3MelleHb! pecypchl HHGOPMALMOHHON CHCTEMBI,

- CBEJICHMIM O MepaX MO pa3rpaHHyYeHHIO JOCTYNa B IOMEIIEHHS, B KOTOPBIX
Haxoaarca CBT, Ha koropeix peanuzoBansl CK3U u CO;

MICTIOJIb30BAHUE IITATHBIX CPEICTB, OTPaHHYEHHOE MEpPaMM, peajli30BaHHBIMU B
HHQOPMaNHOHHOMN cucreMe, B kotopor ucnonedyercs CK3H, v HanpapieHHBIMH Ha
NpeI0TBpaIlieHHE U IpecevYeHNe HeCaHKIIMOHMPOBAHHBIX NEHCTBUH;

dusuaeckuii nocryn k CBT, Ha kotopsix peanuzosansl CK3U u CO;

BO3MOXKHOCTh pachojaraTh anmapatHbiMi komnonenTamu CK3U u CO,
OrpaHHYEHHas MepaMH, Pealu30BaHHBIMH B MH(OPMAIMOHHOH CHCTeMe, B KOTOPOH
ucrons3yercs CK3M, u HanpaBieHHREIMH Ha TIPeJOTBPAIlCHHE M IpeceyeHHe
HECaHKIIMOHUPOBAHHBIX ACHCTBUM;

nposefeHne naboparopHbix uccnenosanuit  CK3W, wucnomb3yeMmbIx —BHE
KOHTPOIIMPYEMOH 30HEI, OTPaHMYEHHOE MEPaMH, PEaI30BaHHBIMU B HH(HOPMALOHHOH
cucteMe, B koTopoit ucrnoibdyercs CK3H, 1 HanpaBieHHBIMH Ha NPENAOTBPAILEHAE 1
TpeceyeHre HeCaHKIIMOHMPOBAaHHBIX JIEHCTBHIH;

npoBefeHHe paboT 1O CO3JaHMIO CIIOCO0OB M CPENCTB aTaKk B HAaY4YHO-
HCCIIEN0BATENBCKUAX LEHTPaX, CIIEHAIM3UPYIOIHXCS B 061aCTH pa3paboTKu U aHaIu3a
CK3U u C®, B TOM 4YHCIIE C HCIOJB30BaHUEM HCXOMHBIX TEKCTOB BXOAALICTO B Co
npukiagHoro 10, HenocpeACTBEHHO HCIONB3YIOIETO BEI30BEI IPOrPAMMHBIX QYHKIIMHA
CK3H;

BO3MOXXHOCTh PAacIioNiaraTh CBEIEHWSIMH, COIEPKAIMMHCS B KOHCTPYKTOPCKOM
JOKYMEHTAIMH Ha alnapaTHbIe i IPOrpaMMHbIE KoMIIOHEeHTs! CO;

BO3MOXKHOCTB PacIoaraTh BceMu anmnapaTHbiMu komrnoneHTamu CK31 u CO.

5.3. Tlpum onpejeneHMH aKTyalbHBIX Yyrpo3 O€301MacHOCTH MEPCOHANBHBIX
IAHHBIX UCITONB3YIOTCS CIEeAYIOIIHE MOOKEHU!

eIMHBIM MOAXOA K CO3NAHMIO, PasBUTHIO (MOAEPHH3ALMHM) M IKCILTyaTaluu
rOCyJapCTBEHHEIX MH(OPMAILMOHHEIX CHCTEM, OCHOBAHHBIH Ha COITACOBaHMM
TexHOJOTHH 06paGoTku MHbOpPMAMK C KOMMTETOM MHOOpMATH3alUH, CBA3M ..
¥ TeNeKOMMYHHKALIMH aIMHUHUCTPALU 00J1acTy;

pealu3auMs  €IMHOTO  INOPSKA . COrNacoBaHWA  TEXHUYECKHX  3aJlaHui
¥ TEXHHYECKHX IIPOEKTOB Ha CoO3faHMe HH(POPMAUMOHHBIX CHCTEM K BXOAALNX
B WX COCTaB CHCTEM 3aIlMThl MHOOPMALMK C UCTIONB30BAHHEM HEKPHUNITOIpaHueCcKuX
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CpPEZCTB 3alllUTHl HHGOPMALIUH U (MJIH) C UCTIOJIb30BaHUEM CPEACTB KpHUNTOrpaduUecKon
3alIUTH HH(OPMALHH.

5.4. VYrpo3el 0e30HMacHOCTM TEPCOHAIBHBIX HaHHBIX, AaKTyaJbHbIE IpH
obpaborke nepcoHansHbix AaHHBIX B MCII[IlH B agMuHMCTpauuu 0OJNacTH M HMHBIX
opraHax MCIOJTHUTENbHOM BIacTH 00IacTu:

HeiCTBUS BPeJOHOCHBIX IPOrpaMM (BUPYCOB);

yTpaTa KiIro4deil u aTpubyToB 10CTyIa;

nepexBat nepenaBaeMod u3 MCII[lH M mnpuHMMaeMoil M3 BHEIIHHX CETEH
HHGOPMAIUY 3a NpeJielaMi KOHTPOJIUPYEMOH 30HBI;

HEeCaHKIIMOHUPOBAHHEIH JOCTYII Yepe3 CEeTH MeXAYHapOAHOro 00MeHa,;

HECaHKIMOHHPOBAHHBIA JOCTYN depe3 JIOKAIbHYIO BBIYMCIMTEIBHYIO CETh
OpraHu3allvy;

yTeuka aTpuOyTOB AOCTYIa;

yrpo3sl CKaHWPOBaHHs, HanpaBleHHbIE Ha BBIABJICHHE THNA WIM THIIOB
HCIONB3yEMBIX OIEPAIIMOHHBIX CHCTEM, CeTeBBIX anpecoB paboumx cranuuii UCI1H,
TOIOJIOTHH CETH, OTKPBITHIX IIOPTOB U CIIYX0, OTKPBITEIX COEIUHEHUH H AID.;

yrpo3bl BBISBJIEHUS NapoJiei 1o ceTH;

yrpo3bl [MOJAMEHBI IOBEPEHHOTO 00BEKTA B CETH,

yrpo3bl BHepeHus JoxHoro obbekta kak B MCIIJIH, Tak 1 BO BHELIHHX CETAX;

yrpo3bl Tuma «OTka3 B 00CIyXKUBaHUNY;

yrpo3bl yAaJIeHHOTO 3aIlyCKa IPUIOKEHUH;

yrpo3bl BHEJPEHHUS MO CETH BPEJOHOCHBIX IIPOTPaMM.

Vrpo3sl GesomacHOCTH HWHGOpMall¥ M3 COCTaBa baHKa [aHHBIX Yrpos
6esonacHocty uHdopmanuu (www.bdu.fstec.ru), akryanbHble A8 WHPOPMAUMOHHBIX
CHCTEM IePCOHANBHBIX JAHHBIX:

VBH.003: Yrpo3a aHanu3a KpunTorpaduyecKix alropuTMOB H MX pealn3aliy;

VBU.016: Yrposa noctyna K JIoOKaJbHBIM daiinam cepsepa rmpu nomoum URL;

VBH.026: Yrpo3a uckaxeHus XML-cXeMEl,

YBHM.030: Yrposa _ HCTIONIB30BaHMs nHpopManyu
uaeHTH(PUKALUK/ay TeHTUDUKALHH, 3aJaHHOM 110 YMOTYaHHUIO;

YBU.036: Yrposa uccieoBaHus MEXaHH3MOB paboThl IIPOTPaMMBI,

VBH.042: Yrpo3a MexcailToBO! NOAIEIKH 3aMpocCa,

YBH.063: Yrpo3a HEKOPPEKTHOTO MCIONb30BaHKs QYHKIIMOHANA IIPOrPAMMHOr0
obecrneueHus;

VBH.102: Vrpo3a onocpenoBaHHOTO YIPAaBIECHUS TpYIIOH IPOrpaMm dYepes
COBMECTHO UCIIOJIb3yeMBble JAHHBIE;

YBH.109: Yrposa nepedopa Bcex HACTPOEK U NMapaMeTPOB MPHUIIOKEHHUS;

YBU.117: Yrpo3a nepexBara NpUBUIETHPOBAHHOIO MOTOKA,

YBHN.118: Yrpo3a nepexsara IpUBHIETHPOBAHHOTO IPOIECCa;

YBH.119: Yrpo3a nepexsarta yrnpasieHHs THIICPBU30POM;

VYBW.122: Yrpo3sa [10BbILIEHNS IPUBUIIETUH,

VYBN.127: Yrpo3a nogMeHs! JeHCTBUSA NOIB30BATENS My TEM oOMaHa;

YBH.131: Yrpo3a noaMeHsl CyObeKTa CeTeBoro A0CTyna;

YBW.132: Yrpo3za NONy4eHHs TpelBapUTeNbHOH HHObopManuu o6 obbekre
3aI0UTHI;
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YBH.139: Yrpo3a npeononeHus Gu3nyeckon 3aluThl,

VYBU.143: Yrpo3a mnporpaMMHOTO BBIBEAECHHS M3 CTPOS CPEICTB XpaHEHMs,
06paboTKu U (MIK) BBOAA/BbIBOLa/TIepenadyl NHGOPMALIUH,

VBU.149: Yrpo3a c60s 06paboTKK crielMaibHEIM 00pa3oM H3MEHEHHBIX (aiiiios;

VBU.180: Vrposa oTka3a mocUCTeMbl 00eCTIEYeHHS TEMIIEPATYPHOTO PeXUMa;

'YBU.189: Yrpo3a MacKMpoBaHHs JEHCTBUI BPEAOHOCHOTO KOAA;

VBU.190: Vrpo3a BHeOpeHHs BpEROHOCHOTO KoJa 3a C4YeT MOCeLIeHHs
3apa)KeHHBIX caiiToB B ceTu MHTepHer,

VBU.193: Yrpo3a yrteukd HHGOpPMalMM 3& CYET NPHMEHEHHS BPEAOHOCHBIM
TIPOTPaMMHBIM 0GecredeHHeM alropuTMOB IMQpPOBaHus rpaduxa.

5.5. AkryanpHble Yrpo3pl 0€30IacCHOCTH TIEPCOHANBHBIX MaHHBIX TPH HX
o6paborke B VICII/IH ¢ ucnonszobanvem CK3W, ompeneneHHble B COOTBETCTBHH C
Tpe6opanusMH  «MeTOAHYECKHX PpEKOMEHAalMd Mo paspaboTke HOPMATUBHBIX
TIPaBOBEIX AKTOB, OMNPENEISIONIMX Yrpo3sl 0e30MacHOCTH NEPCOHANBHBIX JAHHBIX,
aKTyaJbHble TIpH 06paboTKe MepCOHANBHBIX JaHHBIX B MH(GOPMALMOHHBIX CHCTEMax
NEPCOHATBHBIX NaHHBIX, SKCILTyaTHPYEMBIX TPU OCYLIECTBICHHH COOTBETCTBYIOLIMX
BHIIOB JlesTebHOCTHY» (yTBepxaens! pykosoacTsoM 8 Llentpa @CB Poccun 31.03.2015
Ne 149/7/2/6-432):

[IOATOTOBKAa M TpOBEJcHHE aTak Ge3 NpPUBIEYEHHS CIELMAHCTOB B obnactu
paspabotku u aHanuza CK3H;

NpoBelieHHe aTaky HapyluTenem BHe K3;

npoBeicHHe aTak Ha srtane skcrutyarauu CK3U na:

a) MepCOHABHEIE JaHHBIE,

6) KITI0UeBYIO, Ay TEHTHGULMPYIOILYIO M NapobHyto nadopmaumio CK3H;

B) nporpammHsie koMmnoHenTel CK3U;

r) annaparnbie komnoHeHTs! CK3H,

1) IporpaMMHble KoMItoHeHTs! CP, BKIIoYas NporpaMmHoe obecreueHne BIOS;

e) annaparHsie KOMIOHEeHTEl CD;

) JIaHHEBIE, TIepeaaBacMble 110 KaHajlaM CBS3H;

MOJyYeHMe M3 HaXOASIHXCS B CBOOOJHOM JIOCTyNe MHCTOYHHKOB (BKIHOYas
MH(POPMAIOHHO-TEIEKOMMYHUKAILIMOHHBIE CETH, JOCTYN K KOTOPbIM HE OTpaHHHeH
ompeieIeHHBIM KPYroM JIMII, B TOM YHCJe HHPOPMALOHHO-TENIEKOMMYHHUKAHOHHYIO
cets WnTepHer) nadopmanuu 06 UC, B kotopoii ucnonssyercs CK3H;

IIpUMEHEHHE:

a) HaXOJAINMXCS B CBOOOZHOM JOCTYNE WJIM HCIONB3YEMBIX 33 NpeAenaMH
koHTposupyemoit 30Hbi AC 1 I10, BKitouas annapatHsle ¥ NPOrpaMMHbIC KOMITOHCHTE
CK3H1 u CO;

6) cneunansHo pazpabotanHsix AC u I10;

MCIIONb30BAaHHUE Ha ITAle SKCILTyaTallii B Ka4ecTBe CpeJibl IEpeHoca OT CyObeKTa
K 06BeKTy (0T 06beKTa K CyOBEKTY) aTaku JeHCTBHH, OCYIIECTBIISIEMBIX IIPHU MOArOTOBKE
u (WIN) IPOBENCHMH aTaKH: )

a) KaHaloB CBSA3W, He 3alIMIIEHHBIX OT HECAHKUMOHMPOBAHHOTO JOCTyMa K
MH(QOPMAIMH OPraHHU3aLHOHHBIMH U TEXHHYECKMMH MEpaMHu;

6) KaHAJIOB PAaCIPOCTPAHEHHs CUTHANOB, COMPOBOXAAIOLIMX (YHKIMOHUPOBAHNUE
CK3U u CO;
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OpoBEeJEHHE Ha  JTale  OKCIUIyaTauWd aTakd W3  MH(OPMAaLMOHHO-
TEJIEKOMMYHUKALIMOHHBIX CeTeH, AOCTYN K KOTOPHIM HE OrpaHHM4eH ONpeJeleHHBIM
kpyroM Jsui, ecnu VIC, B xoTopsix ucnone3ytoress CK3W, uMeroT BBIXOA B 3TH CETH;

UCIIOJIb30BaHWE Ha J3Tame JKCIUIyaTallud HaxoAdIUXcs 3a IpeAeslaMu
kouTposupyemoii 30H6I AC u I1O u3 cocraBa cpeacts VIC, npuMeHseMbIX Ha MecTax
skcrutyarauuu CK3U.




