ALMUHWCTPALIVIA [’YEEPHATOPA
HOBIOPOOCKOM OBNACTU

SAPETNCTPYPORAHO
v AY /’WZ&’/ 20447,

PerucTpauyionHsii Ne /ﬁf

MUHHNCTEPCTBO CIIOPTA HOBI'OPOJICKOM OBJIACTHU
IIOCTAHOBJIEHHE
23 nmexadbps 2025 roma Ne 7

O06 onpenesiennu yrpo3 6e30NacHOCTH MEePCOHANBHbBIX JaAHHLIX, AKTYaJIbHBIX
npu 06padoTKe NEePCOHAJBHBIX JaHHBIX B HHPOPMAUMOHHBIX CHCTEMAX
HepPCOHATBLHBIX JaHHBIX, SKCILUIYaTUPYyeMBbIX B cepe AeaTeJbHOCTH
MuBHCcTepeTBa ciopra HoBropoackoi obaacTu

B coorBeTcTBHMM ¢ YacThio 5 cTaThu 19 DenepanbHOrO 3aK0HA OT 27 HIOJNA
2006 roma Ne 152-@3, mysxtoMm 3.22 IlonoxeHHss O MHUHHCTEPCTBE CIIOpTa
Hosropojcko#t 0o6macTu, YTBEpXJIEHHOTO IIOCTAHOBICHHEM AJIMUHKUCTPAIUN
Hosropoackoit obmactu ot 02.03.2012 Ne 99, MuUHHCTEPCTBO CIIOpTa
Hosropopckoii obnactu IOCTAHOBJIAET:

1. OmnpemenuTs yrpo3sl 0e30IaCHOCTH  INEPCOHANLHEIX  JAHHBIX,
aKTyaabHBIE IIpH 00paboTKe MEepCOHANBHBIX JaHHBIX B MH(QOPMAIMOHHBIX
CHCTEMaX IIEPCOHATBHBIX JAHHBIX, SKCIUTyaTHPYEeMBIX B c(epe IeATENbHOCTH
MUHHCTEPCTBA cropra Hosropogackoi 061acTH, COIVIACHO — IIPUIOKEHHUEO
K HACTOAIIEMY TOCTaHOBJICHHUIO. '

2. Omy6mukoBaTh mocTaHoBieHHe Ha «OQUIUaTbHOM HHTEPHET-IIOPTAIle
IIPABOBOY WHQOPMAITHI) (WWW.Pravo.gov.ru).




[TPMJIOXEHNE

K [TIOCTaHOBJICHHIO MUHHCTCPCTBA

cmopta HoBropockotit obractu
oT 23.12.2025 No 7

YI'PO3bI
0e30MaCHOCTH MEePCOHAJbHBIX JaHHBIX, aKTyaJbHbIe IPH 00paldoTke
NEePCOHAJBHBIX TaHHBIX B HHOPMAIMOHHBIX CHCTEMAaX NePCOHAIbHBIX
JAaHHBIX, IKCILIYyaTHPYyeMbIX B cepe AedTeJJbHOCTH MUHUCTEPCTBA CHOPTA
Hogropoackoii o61actu

1. K yrposam 06e30macHOCTH NEPCOHAIBHBIX MJaHHBIX, aKTyaJIbHBIM
px 00pabOTKe IIePCOHANBHBIX J@HHBIX B HMH(QOPMAIMOHHBIX CHUCTEMax
IEPCOHANIBHBIX JTaHHBIX, SKCINTyaTHPYEMBIX B chepe AesTeI-HOCTH MUHUCTEPCTBa
criopta HoBropozackoii 001acT, OTHOCSTCS:

yrpo3sl  0E30MacHOCTH ~ NEPCOHANBHBIX  JAaHHBIX,  3allUI[aeMbIX
0e3 MCIIONB30BAHMS CPEACTB KPUITOrpapuIecKor 3amuTel wHGOpMalmy (najiee
CK3DW);

YIPO3El peaju3alliyl I[eleHallpaBlIeHHbIX NeHCTBUA C HCIIOIb30BAHUEM
anIapaTHeIX ¥ (MIH) IPOrPaMMHBIX CPEJICTB C LEIbI0 HapylieHus 0e30IacHOCTH
3amumaeMbx ¢ ucnonbs3oBanreM CK3U nepcoHanmpHBIX NAaHHBIX WM CO3LaHM
YCIIOBUH IS 3TOTO.

2. Yrposel 6e30MacHOCTH IEpPCOHANBHBIX  JaHHBIX, 3allHIIaeMBIX
6e3 ucnonab3opanug CK3W, BKIIOYAIOT:

1) yrpo3sl, cBSI3aHHBIE ¢ OCOOEHHOCTAMHU (YHKITHOHUPOBAHUS TEXHUYECKUX,
IPOTrPaMMHO-TEXHHUIECKMX W TPOrPaMMHBIX  CPEACTB, O0eCcleYuBarolIMX
XpaHeHue, 00paboTKy U mepefady HH(OpMAaIiy;

2) YTPO3EI HECaHKIIMOHUPOBAHHOI'O IIOCTyTIa (Bo3MeicTBYS)
K IEPCOHAJIBHEIM ~ [JAHHBIM  JIMI, OO0NaJaloluX IIOJHOMOYMAMH JOCTYyIla
K TOCYHapCTBEHHEIM  MH(OPMAIIMOHHBIM  CHCTEMaM, aBTOMATH3HPOBAHHBIM
¥ MHQOPMAITMOHHEIM CHCTeMaM (fanee WH(GOPMAallMOHHBIE CHCTEMBI) B XOZE
CO3aHMs, BBOJA B DKCILIyaTallFIO, SKCIUTYaTaIlH, TEXHUIECKOr0 00CIy)XKUBaHU
U (WIH) PEeMOHTa, MOJEPHHU3AIMHY, BBIBOJA W3 HKCIUTyaTallMd MH()OPMAIMOHHBIX
CHCTEM ¥ JaNbHEWINero XpaHEHWs colepxariedics B uXx 0a3zax JaHHBIX
nHGOpMAITIH;

3) yrpo3sl BO3IEUCTBUS BPENOHOCHOTO Koja ¥ (WIM) BPEIOHOCHOH
IIPOTPaMMBI, BHEIITHUX 10 OTHOIIEHUIO K MH(POPMAaIIMOHHEIM CUCTEMAaM;

4) yTrpo3bl HCIOIH30BAHUS METOIOB BO3JEHCTBHS Ha JHIL, 00Jalaroliux
TTOJTHOMOYHXSMHU B NH()OPMAITMOHHBIX CUCTEMAX;

5) YTPO3EI HECaHKIIMOHUPOBAHHOIO JOCTyTIa (BO3mEHCTBUS)
K OTYYXKIAEMBIM HOCUTENAM IePCOHANBHBIX MAaHHBIX, BKIIOYas IEPEHOCHEIE
TepCOHANIBHbIE KOMITLIOTEPEI MTOJIb30BaTeNIe HH(POPMAIIMOHHBIX CUCTEM;

0) yTPO3Bl HECaHKIMOHUPOBAHHOTO JOCTyIIa (Bo3mEticTBUS)



K IEPCOHATBHBIM  JaHHBIM  JIAI, He  O0Jajalonmx  IOJHOMOYHSAMH
B HH(POPMALHOHHBIX CHCTEMAX, C HCIONb30BAHIEM YI3BUMOCTEL:

B OpTraHM3AINH 3aIUTH] IEPCOHATBHBIX JAaHHBIX;

B CHCTEMHOM W  IPUKIAJHOM  IIPOTpaMMHOM  oOecledeHnr
HHGOPMAITHOHHBIX CUCTEM; ,

B O0eCIeYeHrnr 3aIUTHl CETEBOTO B3aUMOJCHCTBUSA M KaHAJOB Ilepejad
JAHHEIX, B TOM UHCJIE C HCIIOJIb30BaHHEM IIPOTOKOJIOB  MEXCETEBOIO
B3aUMO/ICHCTBHS;

B 00ecIleueHHH 3alllAThl BBIYUCIUTENBHEIX CeTed HHGOPMaAIMOHHBIX
CHCTEM,;

BBI3BAHHEIX =~ HecOOJIO/ileHHeM TpeOOoBaHUM IO OKCIUIyaTaldd CpencTB
3aITUTHl HHPOpPMAIHH;

7) Yrpo3bl, CBSI3aHHBIE C BO3MOXHOCTBIO HCIIONB30BaHUSA  HOBBIX
HH(OOPMAIIMOHHBIX TEXHOJOTHH (TEXHOJOTMH BUPTyalIu3alWd, OecIpOBOIHEIE
TEXHOJIOTHH, OOJIAYHBIE TEXHOJOTHH, TEXHOJOIMH YIAJIEHHOIO JOCTYNa M HHBIE
HOBBIE TEXHOJIOTUN).

3. YTpo3sl LeneHanpaBleHHbIX JeHCTBUM ¢ HCIOIB30BAHMEM allapaTHRIX
¥ (FJIM) IPOrPaMMHEIX CPEICTB C IIeTbI0 HapylleHus 0e30I1acHOCTH 3aIlUIaeMBIX
¢ wucnons3zoBanpeM CK3U mepcoHanpHBIX JaHHBIX WM CO3JAHUS YCIOBHH
IUTS 3TOTO BKITFOYAFOT: '

1) co3manue criocoboB, IMOATOTOBKY U NPOBEIEHUE aTak 0e3 IpHBICUCHUS
CIIEITUAINCTOB B obyacTu paspaborku u ananuza CK3U;

2) cosmaHpe CII0cO0OB, MOATOTOBKY U IIPOBENEHME aTaK Ha pa3IHYHBIX
sranax xxusHengnoro nukina CK3U; '

3) mpoBeneHHe aTak HapyIIWTENAMH, HaXONSIMMHUCSI BHE IIPOCTPAHCTBA,
B IIpefieiaX KOTOPOTO OCYIIECTBIIETCS. KOHTPOINb 3a IpeObIBaHueM U JEeHCTBUAMHU
TV ¥ (WMJIK) TPAHCIIOPTHBIX, TEXHUYECKUX U HHBIX MaTepPHUAIbHBIX CPEICTB;

4) mpoBeleHHe Ha 3Tarnax paspaboTKy (MOAEPHU3ALMH), IPOU3BOJICTBA,
xpanennsi, TpaucnoptupoBkun CK3W m stame BBoma B askcmuryaTanuio CK3U
(myckoHanamoYHbIe pabOoThl) CIELYOLINX aTak:

HAIpaBJIIEHHBIX Ha BHECEHWE HECAaHKIMOHMPOBaHHBIX HM3MeHeHm#d B CK3U
U (MnH) B KOMIIOHEHTHl AIIIapaTHBIX M IPOTPAMMHBIX CPEICTB, COBMECTHO
c kKoTopeiMu ~ mmTatHO  QyHKuMoHMpyroT CK3M ® B COBOKYIHOCTH
npencrapistomue cpeny ¢yaknuonupoBanus CK3M (manee C®P), KoTopwle
CIIOCOOHBI TOBNMATHL Ha BBIIONHeHHe mpeabsBisseMblx K CK3U TpebopaHMH,
B TOM HHCJIE C UCIIOJIF30BaHUEM BPENOHOCHEIX IIPOIPaMM;

HAIpaBJICHHBIX ~ Ha  BHECEHHE  HECAaHKIMOHUPOBAHHBIX  M3MEHEHHH
B TEXHMYECKHE M OpraHM3al[OHHO-pacropsywrenbasle nokymeHTtsl Ha CK3U
1 xoMnoaenTs CO;

5) npoBenenue atak Ha sTane skciuryatanuu CK3M Ba:



IIepCOHANBHEIE TaHHEIE;

KIIIOYEBYIO, Ay TEHTHDHITUPYIOIIYIO U IapoiibHyto HHpopmanuo CK3M;

nporpaMMHubie koMmroHeHTs CK3H;

anmapaTtHbele KoMoHeHTs CK3;

nporpaMmubie komrnoHeHTsl C®, Brmodas mporpaMMHoOe obecriedeHHe
6a30BbIX CHCTEM BBOJIA (BBIBOJIA);

ammapaTHble KOMIOHEHTHl CO;

TaHHBIE, IIepeaBaeMble 110 KaHAJIaM CBA3H,

6) NOIydYeHWe U3 HAXOMIIUXCS B CBOOOJHOM JOCTYNE HCTOYHHKOB
(exmouas uHGOPMAIMOHHO-TEIEKOMMYHUKAIMOHHbBIE CETH, HOCTYN K KOTOPEIM
He OrpaHUueH OIpeNeleHHbBIM KpyroM JHI, B TOM YHCIe HHOOPMAIMOHHO-
TeIeKOMMYHHKAIIMOHHYI0 ceTh «HTepHeTY) HHGOopMaImu 06 WH(GOPMalHOHHOH
cucTteMe, B KoTopoi ucnonssyercss CK3U:

obue cBemenHns 06 HHGOPMAITHOHHBIX CUCTEMaX, B KOTOPBIX HCIIONB3yETCs
CK3HU (Ha3madeHHe, COCTaB, ONEpaTop, OOBEKTHI, B KOTOPBIX PasMEIIEHE! PECYPCEI
HHGOPMAITMOHHON CHCTEMBI);

ceemenrs 00  WHQOPMAIMOHHBIX  TEXHOJOTHAX, ©0a3ax  JaHHEIX,
aBTOMATH3UPOBAHHEIX crcTeMax (manee AC), mporpaMMHOM obecleueHun (naiee
I10), wucmonp3yemblx B uH(opManuoHHOH cucreMe coBMecTHO ¢ CK3H,
33 ICKIIOUEHMEM CBEJICHUH, CONEpXKAIuXCcs TOJNBKO B KOHCTPYKTOPCKOMH
IOKyMeHTaluy Ha HH(QOpMAaIMOoHHbIe TexHoNoruy, 0a3pl maHHBIX, AC, IO,
UCIIONb3YeMBIE B HHPOPMaHOHHOM cucteMe coBMecTHO ¢ CK3H;

CO,[[ep)KaHI/Ié KOHCTPYKTOpCcKo# moxymenTanny Ha CK3H;

comepkaHuMe Haxopsmieldics B CBOOOJHOM  JIOCTyIE HOKYMEHTAIMH
Ha anmapaTtHble u nporpaMmusie koMroHeHTs! CK3M u CD;

o0IIpe CBEEHUA O 3allullaeMoil HHQOpMAaliK, UCIIONB3YEMOM B IIpoIiecce
skcruryatanuu CK3M;

CBeIEeHMs O KaHallaX CBS3HM, IT0 KOTOPBIM mepenaroTcs 3amumaemsle CK3M
TIepCOHATBHEIEC TAHHBIE (Jlajiee KaHaNbl CBSI3H); ’

IaHHBIe, TIiepelaBaeMble B OTKPBITOM BHIE IO KaHajlaM CBSI3H,
HE 3al0MINEHHBIM  OT  HECAHKIIMOHWPOBAHHOTO  JIOCTyHma K  HMH(OpMaluu
OpraHu3allMOHHBIMI TEXHUYECKMMH MEPAMHU;

cBefieHmst o HapymeHusx mpaswi skcmryartanuy CK3U u CO B xananax
CBSA3U, HE 3alMIIEHHBIX OT HECAHKIHMOHWPOBAHHOTO IOCTYNa K HHGpOpMalUu
OpraHuU3allOHHBIMU TEXHUYECKUMU MEPAMU; '

CBEIEHMsI O HEWCIIPaBHOCTAX M cOosx armapaTHbIX KoMioHeHToB CK3U
uCo, MIPOSIBIISFOLLIAECS B KaHaJlax CBSI3H, HE 3alUIIECHHBIX
OT HECAHKIIMOHUPOBAHHOTO  JOCTyHa K HHGOpPMalMH  OpraHM3aLUOHHBEIMU
U TEXHUYIECKUMU MEpaMH; ‘ |

CBeJEHHs, IOoJlydaeMble B pe3yJbTaTe aHAIW3a CUTHAJIOB OT AalllapaTHBIX



xommorentoB CK3U1 u CO;

7) OprMeHEeHue:!

HAXOMSIIUXCS B CBOOOMHOM HOCTYIIE WIJIM HCIIONB3YEMBIX 3a IIpefellaMH
kouTpormupyemoii 305l AC u 110, Bxmrouas ammapaTHblE W I[IPOTPAMMHEIE
xoMmnoHeHTsl CK3U u C®;

cenuanbHO pazpaboranssix AC u I10;

8) HCIIONIb30BaHWE Ha 3Talle SKCILUTyaTallud B KadeCcTBE Cpelpl IepeHoca
oT cyOrekTa K 00BexTy (oT o0O0BeKTa K CyOBeKTy) aTaku JeUCTBHUY,
OCYIIIECTBIIIEMBIX IIPH TIOJITOTOBKE U (WJIH) IPOBEACHUN aTaKu:

KaHaJOB CBsI3W, HE 3alUINeHHBIX OT HECAHKI[MOHHUPOBAHHOIO MAOCTYIA
K HHGOPMAIMH OPraHu3aIllHOHHBIMY TEXHUISCKAMHI MEpaMu;

KaHaJIOB pacIpoCTpaHeHus] CUTHAJIOB, COIIPOBOYKTAFOIIIX
dyuaxnuormposarue CK3U1 u CP;

9) mpoBeneHWe Ha OTale OJKCIUTyaTalldd aTak M3 HH(OPMAHOHHO-
TeNEKOMMYHUKALMOHHLIX ~ CETeH, JOCTym K  KOTOPhIM HE  OrpaHddeH
OTpeNeleHHBIM KpPYroM IHIl, ecid HH()OpMalWOHHBIE CHCTEMBI, B KOTOPHIX
ucrnons3yorces CK3U, uMeroT BEIXOA B 3TH CETH;

10) mcronmp30BaHMe Ha 3Talle SKCIUIyaTallyd HaXOMIIHXCA 3a IpefellaMy
xouTponupyemorr 305l AC m IIO wu3 cocraBa cpeicTB HH()OPMAIMOHHON
CHCTEMBI, IPUMEHIEMBIX Ha MecTax akcinryaTanuu CK3H;

11) mpoBeneHwe aTak Mpy HAXOXEHHUH B IIpeiesIaX KOHTPOIUPYEMOH 30HEI,

12) BO3MOXHOE YHHYTOXeHHe Ha 9Tame skciulyatanmu CK3U
1 HECAHKI[MOHHUPOBAHHBIN JIOCTYIT K CIIELYIOUNM 00BEKTaM:

noxymenTtanus Ha CK3W u xomrioneHnTs CO;

[IOMEILEHHs, B KOTOPBIX HAXOAWTCS COBOKYIIHOCTH IPOTPAMMHBIX
U TEeXHHYECKUX  DIIEMEHTOB ~ CHCTeM  00paboOTKM  JaHHBIX,  CIIOCOOHBIX
(GYHKIMOHAPOBATh CAMOCTOSITENIFHO MK B cocTaBe Apyrux cucreM (manee CBT),
Ha KoTopslx peanuzoBansl CK3U u C;

13) momydeHWe B paMKaxX IPENOCTaBICHHBIX I[IOJHOMOYHH, a TaKKe
B pe3yJbTaTe HAOMIOAESHUH Cleayrome nHpopMaIuu:

cBeleHnsI O QU3MYECKHX Mepax 3aIlUThl 0OBEKTOB, B KOTOPBIX Pa3MEIEHEI
pecypch HHPOPMAITMOHHON CHCTEMBI;

CBeleHMsI O Mepax II0 OOEeCIeUeHHI0 KOHTPONIHUpYyeMOH 30HBI OOBEKTOB,
B KOTOPBIX pa3MeIIeHbl pecypchl HH(POPMaOHHON CHCTEMEI,

CBEJIEHUSI 0 Mepax IO PasrpaHUyYeHHIO JOCTyla B IIOMELIEHMs, B KOTOPBIX
rHaxoxstces CBT, Ha xoToperx peannzoBansl CK3U u CO;

14) wucmonp30BaHWE  IITATHBEIX  CPENCTB, OrpaHUYEHHOE  MeEpaMH,
peasM30BaHHbIMU B HHGOPMAIHOHHON cucTeMe, B KoTopol mcronbsyerca CK3H,
W HalpaBJIeHHBIMH Ha IIPENOTBpAllleHHE U IIPECEYEHHE HECAaHKIMOHHPOBAHHBIX
JIEUCTBUHL;



15) momydeHHMe HECAHKIMOHMpOBaHHOTO ¢m3udeckoro pocryma k CBT,
Ha koTopeIX peanm3oBanbl CK3U u CO;

16) manumuue y HapyummwmTens anmaparHblx komnonentos CK3U u CO,
peann30BaHHEIX B HH(POPMAIHOHHOH CHCTeMe, B KoTopol nenonbsyercs CK3M.



