Annapat AamuancTpannd HeHenkoro aBTOHOMHOro OKpyra

ITPUKA3

ot 28 urons 2017 r. Ne 53
r. Hapesiu-Map

006 yrBep:knennn Moaean yrpos 6e3onacHOCTH
NEepPCOHAJbHBIX JAHHBIX NPH HX 00padoTke
B HH(POPMANHOHHBIX CHCTEMAaX MEPCOHAJTLHBIX AAHHBIX
Anmnapara AamuaucTpanun Henenkoro aBToHOMHOro oKpyra

B coorBerctBHU ¢ PepepanbHpIM 3akoHOM OT 27.07.2006 Ne 152-®3
«O mepcoHaNBHBIX JaHHBIX», mocTaHOBIeHHeM IlpaButenscTBa Poccuiickoii
®enepaunn ot 01.11.2012 Ne 1119 «O6 yrBepxuenmu TpeGoBaHHH K 3alluTe
NEpCOHANBHBEIX JAaHHBIX IpH UX o0paboTke B HH(MOPMALMOHHBIX CHCTEMax
nepcoHanbHbIX AaHHBIX» [IPUKA3BIBAIO:

1. ViBepaute Mogens yrpo3 0e3omacHOCTH INEPCOHANBHBIX JAHHBIX IIPH
ux o6paboTke B MHPOPMALMOHHBIX CHCTEMaX NEPCOHANBHBIX AaHHBIX Ammapara
Anmunncrpannn Henenxoro aBTOHOMHOTO oKpyra coritacHo Ilpunoxenuto.

2. Hacrosamuii npukas BCTYNaeT B CHWIY CO JHA €ro OQHIHAIBLHOIO
OITy6IINKOBaHUS.

IlepBsIii 3amecTUTEND Ty OgpHS
HeHenkoro aBTOHOMHOT
PYKOBOAMTENH AMnapary
HeHenKoro aBTOHOMHOT#

M.B. Bacunnesn



[IpunoxeHune

K IpUKa3y Amnrnapata AAMUHHACTPaLUH
HeHelkoro aBTOHOMHOT'O OKpYyTa

ot 28.06.2017 Ne 53

«O6 yrBepxxaennn Mozaenu yrpos
0€30I1aCHOCTH MEePCOHATbHBIX JaHHBIX
npu ux 00paboTke B HHQOPMALIHOHHEIX
cHcTEMax IePCOHAIBHBIX JaHHBIX
Anmnapara AagmuHucTpanuu Henerkoro
ABTOHOMHOI'O OKpyra»

MopeJib yrpo3 6e300acHOCTH NepPCOHAJBHBIX JAHHBIX
npy nx 00paborke B HHPOPMANHOHHBIX CHCTEMAaX NEPCOHAJILHBIX JAHHBIX
Annapara Aamuancrpanun Henenkoro aBToHOMHOro oKpyra

Paznenl
OO0mue mosI0KeHHA

1. Hacrosmas Mozens yrpo3 6€30IacHOCTH MepCOHANBHBIX NAaHHBEIX IIPU
ux o6paboTke B MHGOOPMAIMOHHBIX CHCTEMAaxX NMEPCOHANBHBIX JaHHBIX Ammapara
AnmuHucTpauun HeHelkoro aBTOHOMHOro OKpyra (manee— Mogens yrpos)
COIEP>KUT CHCTEMaTH3UPOBAHHBIM IMepedeHb yrpo3 0e30macHOCTH NEPCOHANIBHBIX
OAHHBIX NOpd HUX 00paboTke B HMH(MOPMALMOHHBEIX CHCTEMAaX IEPCOHAJIBHBIX
JAHHBIX.

Vrpo3el 6e30MaCHOCTH MEPCOHANBHEIX JAHHBIX MOTYT OBITH 00YCIIOBJIEHEI
NpeJHaMepEeHHBIMH WM HeTpelHaMEepEeHHBIMH HEHCTBUAMH (HU3HYECKHX JIHI,
NEACTBUAMHM 3apyOEXHBIX CIELCTyX0 WJIM OpraHu3amuifi (B TOM HYHCIE
TEPPOPUCTUYECKHX ), & TAKXKE KPUMHHAIBHBIX IPYIIHPOBOK, CO3NAIONINX YCIOBUS
(MpeanockUIKY) Ui HapymieHHs 6e30MacHOCTH MEePCOHANBHBIX HaHHBIX, KOTOpPOE
BeeT K ymepOy J>KU3HEHHO BaXHBIX HHTEPECOB JIMYHOCTH, OOIIECTBA U
rocyapcTBa.

Mopenb yrpo3 COIEpKUT HMCXOJHbIE HaHHBIE IO yrpo3aM 0e30macHOCTH
IIEPCOHANIbHBIX NaHHBIX, 00OpabaTbiBaeMblIX B WH(GOPMAIUOHHBIX CHCTEMax
[EpPCOHAIBHBIX AAHHBIX Armmapata AIMHUHHUCTpauu¥ HeHelkoro aBTOHOMHOIO
okpyra (manee — UCITAx), cBA3aHHBIM:

¢ mepexBaToM (CheMOM) MEPCOHANBHEIX JaHHBIX 110 TEXHHYECKHM KaHaIaM
¢ LIETIBIO MX KOIIMPOBaHUA HJIM HEIIPAaBOMEPHOI'0 paclpoCTpaHeHHNH;

C HECAaHKIMOHHUPOBAHHBIM, B TOM 4YHCIE cy4aiHbIM, aoctynom B UCITIn
C UEJNbI0O W3MEHEHHs, KOMHPOBAaHHUSI, HEMPaBOMEPHOr0 paclpoCTpPaHEeHHA
NIEpPCOHAJIBHBIX AAHHBIX WM JeCTPYKTHBHBIX Bo3melicTBui Ha anemMeHTH HCITdH
U oOpabaTeiBaeMBIX B HUX [MEPCOHANLHBIX JAHHBIX C HCHOJB30BaHHEM



IIPOrpaMMHEIX M [IPOrPaMMHO-aIIIapaTHBIX CPEACTB C LEIbI0 YHHYTOKCHHA HIIH
O6I0KMPOBaHMUs MEPCOHAIBHBIX JaHHEBIX.

2. Hacrosimast Mogens yrpo3 pa3paboTaHa B COOTBETCTBUH C:

®enepanbHbiM 3akoHOM OT 27.07.2006 Ne 152-03 «O nepcoHalIbHBIX
JaHHBIX;

nocranoBiieHneM [IpasurensctBa Poccuiickoit ®enepaunu ot 01.11.2012
Ne 1119 «O6 yTBepxaeHnH TpeOOBaHHH K 3aIUTe IIEPCOHANBHBIX JaHHBIX IPH HX
006paboTKe B HHQOPMALMOHHBIX CHCTEMAaX IIEPCOHANIBHBIX JaHHBIX);

baszoBoii Moaens0 yrpo3 0€30IaCHOCTH NEPCOHANBHBIX JAHHBIX MPH HX
06paboTke B MHOOPMALIHOHHEIX CHCTEMaX ITePCOHANBHBIX JAHHEIX, YTBEPKAEHHOH
®denepanbHOH CITy)K00M 10 TEXHHYECKOMY H SKCHOpTHOMY KoHTposro 15.02.2008;

Merogukoif ~ ompezneneHHss ~— aKTyaJbHBIX  yrpo3  OesomacHocTd
IIEPCOHANBHBIX JaHHBIX NHpH HX 00paborke B HHPOPMALMOHHBIX CHCTEMax
NEpCOHANBHBIX  JaHHBIX, yTBepxkI€HHOH  DemepanpHoi  cayxOboif 1o
TEXHUYECKOMY H SKCIOpTHOMY KoHTpomo 15.02.2008. -

3. C npuMeHeHreM Mozesi yrpo3 pelaloTes clelyroue 3aga4u:

1)paspaboTka YacTHBIX Mozenell yrpo3 O6e30macHOCTH MNEePCOHATBHBIX
maHHeIX B KoHKpeTHHIXx MCII[[H ¢ ydeToM HX Ha3Ha4YeHUsA, YCIOBUA U
ocoOeHHocTel (PYHKIIMOHHPOBAHUS;

2) ananu3 3amunieHHocty UCILQH oT yrpo3 6e30macHOCTH NEPCOHABHEIX
JAHHBIX B XOJ€ OpraHW3alMi M BBIIOJIHEHUS paboT mo obecnevyeHHro
6e30nacHOCTH NePCOHANBHBIX JaHHBIX;

3) pazpaboTka CHCTEMBI 3alUTHI NIEPCOHANBHBIX JAHHBIX,
obecrnieqyuBarolell HEHTpaIH3aLUIO MpeAIoiaraeMbIX Yrpo3 C HCIOJB30BaHUEM
METOL0B M CIOCOOOB 3alIMTHl NEPCOHANBHBIX NAHHBIX, MPEXYCMOTPEHHBIX I
cooTBercTByrOIIEro knacca UCIT]H;

4)mpoBenicHWe MEPONPHUATHUIA, HAmNpaBICHHBEIX Ha IPeAOTBpalleHHe
HECAHKIMOHUPOBAHHOTO J0CTYyNa K NEepCOHANBHBIM JaHHBIM ¥ (WIH) epefavd uX
nyLaM, He AMEIOIIYM IIpaBa IOCTyna K Takoi HHGOpMAaLUy;

5)Heponymenue Bo3nelcTBus Ha TexHudeckue cpeacrBa VICIIJIH, B
pe3yJIbTaTe KOTOPOTO MOXET OBITh HAPYIIEHO MX (YHKIMOHUPOBAHHE,

6) XOHTpOIb  O0ecHeueHNs YpPOBHA 3aIIUINCHHOCTH IEPCOHAIBHBIX
INaHHBIX.

4. B Hacros1eil MoJenu yrpo3 UCNONb3YIOTCS CIAEAYIOIUAE MOHATHSA:

1) 6€30MacHOCTh MEPCOHANBHBIX JAHHBIX — COCTOSHHAE 3allHIIEHHOCTH
NEPCOHAIIBHBIX JAaHHBIX, XapaKTepusyeMoe CIOCOOHOCTBIO II0Jb30BaTeNel,
TEXHHYECKHX CpPEACTB M  HMHQOPMALMOHHBIX TEXHOJOTHH  00ecre4nTh
KOH(MHIEHIIMANBHOCTD, LEJIOCTHOCTh H JOCTYITHOCTh MEPCOHANBHBIX HaHHBIX MPH
¥X 00paboTke B MHPOPMALIHOHHBIX CUCTEMAaX NMEePCOHABHBIX JaHHBIX;

2) OnokupoBaHHe IIEPCOHATBHBIX HAHHBIX — BPEMEHHOE IpEeKpallieHHe
cbopa, cucTeMaTH3alMM, HAKOIUIGHUs, MCIIOJb30BaHUSA, pPaclpOCTPaHEHHA
[IEPCOHANBHBIX JAHHBIX, B TOM YHCJIC UX Iepeaayy;

3) BpemoHOCHas I@porpaMMa — IIporpaMMa, IIpegHa3HA4YeHHas I
OCYIIECTBJICHHs] HECAHKIMOHMPOBAHHOIO JocTyna M (WJIH) BO3OCACTBHA Ha



NIEPCOHANIBHBIC OaHHbIE WIH Pecypchl HHPOPMALIMOHHON CHCTEMBI NEPCOHAIBHBIX
NaHHBIX;

4) BCrIOMOTaTeNbHBIE TEXHUYECKUE CPEACTBa M CUCTEMBI — TEXHHUYECKHE
CpeICTBa M CHCTEMEI, He TpeaHa3HaYeHHbIe LA [epeaads, 00paboTKU U XpaHEeHHS
MEepCOHANIBHBIX JAaHHBIX, YCTAHaBIMBAaEMBIE COBMECTHO C TEXHHYECKHUMH
CpeACTBaMH H CHCTEMaMH, NpeAHa3HaYeHHbIMH MJIA 00paOOTKH NEePCOHANIbHBIX
OAHHBIX, WJIH B TOMEILIEHHSX, B KOTOPHIX YCTAHOBJIEHbB HWH()OPMaIMOHHBIE
CHCTEMEI IEPCOHANBHBIX NaHHEIX;

5)mocTyn B OIEPAaLIHOHHYIO Cpely KoMIbloTepa (MH(GOPMALOHHON
CHCTEMBl IEPCOHAIIBHBIX JaHHBIX) — IIOMydeHHE BO3MOXKHOCTH 3alycka Ha
BBIIIOJIHEHNE INTATHBIX KOMaHA, (YHKIHI, MpOUEAyp OMNEpalliOHHOM CHCTEMBI
(YHHYTOXKEHHsA, KOIMPOBAHHA, IMEPEMELICHHA M T.II.), HCIIOJHACMEIX (aiios
NPUKIALHBEIX IPOrPaMM;

6) noctyn K MHGOpMaLd — BO3MOXKHOCTH MOJy4EeHUsI HHQOPMAaILIH U ee
UCIIOJIb30BaHHSI,; |

7) samumaemas HHGopManys — HHPOpMaLUs, SBISIOMANCS MPEIMETOM
COOCTBEHHOCTH M TMOAJIeKallasd 3alldTe B COOTBETCTBHH C TPeOOBaHUAMHU
IPaBOBBIX AaKTOB WK TpeOOBaHUAIMM, YCTAHABIUBAEMBIMU COOCTBEHHHKOM
uHpopManuy;

8) nHpOpMaTHBHEIH CHTHaJ — 3JeKTPHYECKHE CHTHAJBI, aKyCTHUeCKHE,
3NEKTPOMAarHUTHbIE U OpyrHe (pU3HUecKue TOJIs, 0 MapaMmeTpaM KOTOPHIX MOXET
ObITh packpeITa KOHQHUACHIHanbHast WHGpopManusg (IepcoHaNbHBIE MaHHBIE),
obpabatbiBaeMasi B MH()OPMAIIMOHHOM CUCTEMe NepCOHATBHBIX JAHHEIX;

9) uHQopMalMOHHAs  CHCTeMa [EePCOHANBHBIX  JaHHBIX —  BTO
uHpOpMaIlMOHHAs  CHCTeMa,  IIpeAcTaBifromast  co0oi  COBOKYITHOCTb
NEpCOHANBHBIX  JAaHHBIX, coiepXaummxcs B 0asze JaHHBIX, a Takxke
HHPOPMAITMOHHEIX TEXHOJNOTHH W TEXHHYECKHX CpPEeACTB, IO3BOJSIOLINX
OCYHIECTBIATh 00paboTKY TaKMX MEPCOHAIBHBIX HAHHBEIX C HCIOJB30BAHUEM
CpEeACTB aBTOMAaTH3alMK WK 06e3 UCIOIB30BAHUS TaKUX CPEICTB;

10) uHpOpMALIMOHHEIE TEXHONIOTHU — MPOLIECChl, METOABI ITOKCKa, cOopa,
XpaHeHusi, 00paboTKM, NpedoCTaBlIEHHs, PpacIpOCTpaHeHHs HHOOpPMAINKM U
CIIOCOOBI OCYIIECTBIEHHS TaKHUX MPOLIECCOB H METOIOB;

11) ucToyHMK yrpo3sl Ge3omacHOCTH MH(OpManuu — CyOBEKT HOCTYyIa,
MaTepHaibHbIl O0BEKT MWIH (HU3UUECKOE SBIEHHUE, SBJSIOIIMECT MPUYNHOM
BO3HUKHOBEHHS yTrpo3bl 0€30I1acCHOCTH HH(OpMALIHH;

12) koHTpONHpyeMas 30Ha — 3TO MPOCTPAHCTBO, B KOTOPOM HCKJIFOYEHO
HEKOHTpPOJIUpyeMoe IpeObIBaHHE COTPYIHHKOB OIEpaTopa, HMHBIX JHI MU
MOCTOPOHHUX TPAHCIIOPTHBIX, TEXHHYECKHUX H MHBIX MaTepHANIBHBIX CPEACTB.

13) koHOUACHIMANBHOCTD MTEPCOHAJIBHBIX XaHHBIX — 00sA3aTeNbHOE A
COOJIIOAEHUS OIEepPaToOpOM HWIH HHBIM MOJYYHMBIIHM JOCTYH K II€PCOHAIBHBIM
OaHHBIM JUIOM TpeGoBaHHE He HONYCKaThb HX PacIpOCIpaHeHHsA Oe3 coriacus
Cy0BeKTa IIEpPCOHANIBHBIX JaHHBIX WM HAJIMYUS KHOTO 3aKOHHOIO OCHOBAHHS,

14) napymurenp 0e30MacHOCTH IE€PCOHANBHBIX JaHHBIX — (H3HYECKOe
JMLIO, CIy4aHHO HIH I[PEeAHAMEPEHHO COBepIIalolee ACHCTBHA, CIEACTBHEM
KOTOPHIX SBJISIETCS HapylleHHe Ge30MacHOCTH NEePCOHANBHBIX NAHHBEIX MPU HX



o6paboTKe TEeXHHYeCKHMMH CpeAcTBaMH B HMHQOPMALMOHHBIX CHCTEMax
NepCOHAIIBHBIX TaHHBIX;

15) HecaHKLIMOHUPOBAHHEIN JOCTYN (HECaHKITMOHUPOBAaHHbIE ACHCTBUS) —
OOCTYIl K HMHpOpMaUMH WIH IeWCTBUA ¢ HH(pOpMAaIUel, OCyIIEeCTBIAEMbIE ¢
HapylleHHeM YCTaHOBJIEHHBIX IpaB M (W) NMpaBUJI AOCTyna K UHpOpMaLH WA
OeHCTBHI ¢ Hell ¢ MpUMEHEHHEM INTATHBIX CPEICTB MH(MOOPMAIHOHHONW CHCTEMEBI
WA CPENCTB, aHAJIOTUYHBIX UM 10 CBOMM (PYHKLMOHAIBHOMY TpeJHA3HAYCHHIO U
TEXHUYECKUM XapaKTepHUCTHKAM;

16) Hocuteny unopManuu — (GHU3HYECKOS JIHLO HINM MaTepHAIBHBIH
00BEKT, B TOM 4HClle (PU3MYECKOE II0JIE, B KOTOPOM HH(OPMAaLHsS HAXOJUT CBOE
OTpaXKCHHE B BHIE CHMBOJIOB, 00pa3oB, CHUIHAJIOB, TEXHUYECKHUX PCIUCHUH H
IIPOLIECCOB, KONUYECTBEHHBIX XapaKTePUCTUK (PU3UIECKUX BEJINYMH;

17) nepexsaT nH}popMaluu — HenpaBoMepHOe MOTy4YeHne HHGpopMalnH ¢
UCIIOJIb30BAHNEM TEXHHYECKOT'0 CpelCTBa, OCYHIECTBISIONIET0 OOHapyXeHHe,
npueM " 00paboTKy HH(POPMATUBHBIX CUTHATIOB;

18) moOOYHEIE  BJIEKTPOMArHUTHBIE  U3TYy4YeHUS W HaBOOAKM  —
ANEKTPOMArHUTHBIE HM3TY4YeHHS TEXHHYECKHUX CpeacTB 0o0paboTky 3ammumaemMoin
uHpopManuy, BO3HUKAIOIIME KaK I1000YHOe sBJIEHWEe U  BbI3BaHHBIE
JNEKTPUIECKUMH CHTHAJaMH, JEHACTBYIOIINMH B UX 3JIEKTPUYECKHMX U MarHUTHBIX
IeNsX, a TAKKE EKTPOMAarHUTHBIE HaBOAKH STUX CHTHAJIOB Ha TOKONMPOBOZAIIME
JTAHAY, KOHCTPYKIIUH U IETTH TUTaHWS;

19) mone3oBaTens WHPOPMALTMOHHON CHCTEMEI MEPCOHANBHEIX JTAHHBIX —
JMLO, Yy4dacTByromee B (GYHKIMOHUPOBAaHWM HWH(MOPMAIMOHHONH CHCTEMEI
IIEPCOHATIBHBIX IAaHHBIX MM HCIIONB3YIONIee pe3yIbTaThl ee QyHKIHOHUPOBAHUS;

20) mporpamMMHOe  (TPOrpaMMHO-MaTeMaTH4YeCKOe)  BO3JEHCTBHE —
HECAHKLIMOHUPDOBaHHOE€  BO3AEHWCTBHE HA pecypchl  aBTOMAaTH3HPOBaHHOM
UH(QOPMAIIMOHHOM CHUCTEMBI, OCYILEeCTBISEMOE C HCIOIL30BaHHEM BpeIOHOCHBIX
porpamm;

21) cpeacTBa BHIYMCIUTENBHOM TEXHUKH — COBOKYIHOCTH IIPOTPaMMHBIX
M TEeXHHYECKHMX DJEMEHTOB cucTeM 00paboOTKM [aHHBIX, CHOCOOHBIX
(PyHKIHMOHUPOBATE CAMOCTOSTENILHO WIH B COCTaBe APYTUX CUCTEM,;

22) TeXxHWYEeCKHEe CpeACcTBa HMHGOPMALMOHHON CHUCTEMBI MNEPCOHAJIBHBIX
OAHHBIX  —  CpelCTBa  BBIUMCIHMTENbHOM  TEXHUKH, HH(QOPMAaLHMOHHO-
BBIUHCIIUTENbHBIE KOMIUIEKCHl  CETH, CPEACTBA U CUCTEMBI NIepefady, rpuemMa H
o0paboOTKH NepCOHAJBHBIX MaHHBIX (CpEACTBA U CHCTEMBl 3BYKO3AITHCH,
3BYKOYCWJICHHS, 3BYKOBOCHPOU3BEICHHSA, IEPETOBOPHBIE © TEJIEBU3HOHHBIE
YCTpOMCTBa, CpelCTBa HU3rOTOBJIECHUS, THPAXUPOBAaHUS AOKYMEHTOB M Jpyrue
TeXHUYEeCKHe cpencTBa 0O0pabOTKKH pe4ueBoif, rpaduvyeckoil, Buaeo- 4 OYKBEHHO-
u¢poBoil HMHPOPMANMHK), MPOrpaMMHBIE CpelCcTBa (OIepPalHOHHBIE CHCTEMBL,
CHCTEMBI YIIpaBieH!s 0a3aMy JaHHBIX U T.I1.), CPEACTBA 3allIUTH UHQOpPMAIIUH;

23) TexHUYECKUHN KaHal yTeYKH UH(OPMANX — COBOKYIIHOCTb HOCHTENA
nHpopMamun (cpenctBa o6paboTkH), (u3UUecKoil cpembl paclpoCTpaHeHHS
MHGOPMAaTHBHOIO CHIHala M CpPeACTB, KOTOPHIMH AOOBIBACTCSA 3allIaeMast
nH(pOpMalus;



24) yrpo3sl 0€30macHOCTH HEPCOHANBHBIX [NAaHHBIX —— COBOKYIIHOCTb
ycnoBuil U (akToOpoB, CO3LAIOLIMX ONACHOCTh HECAHKUHMOHHWPOBAHHOIO, B TOM
qHCcIie CIy4aldHOro, AOCTyla K MEepCOHANBHBEIM JaHHBIM, pe3yJIbTaTOM KOTOPOIo
MOXET CTaTb YHHYTOXCHHE, W3MEHEHHe, OJIOKHpOBaHUe, KOIHPOBaHHE,
pacrpocTpaHEeHHE EPCOHATIBHBIX AAaHHBIX, a TAKOKe HHBIX HECaHKUHOHMPOBAaHHBIX
neficteuit mpu ux 06paboTke B HMH(DOPMALHOHHOH CHCTEME IEPCOHAIBHEIX
JaHHBIX;

25) yHUYTOXEHHE TMEepPCOHANBHBIX JaHHBIX — JAeHCTBHA, B pe3ylbTaTe
KOTOPBIX HEBO3MOXHO BOCCTaHOBHUTH COIEP)KaHHE IICPCOHANBHBIX MaHHBIX B
HHGOPMALHOHHOH CHCTEME HEepCOHANBHBIX AAHHBIX WM B PE3yJBTaTe KOTOPHIX
YHUYTOXKAIOTCS MaTepHalbHBIE HOCUTEN! IIEPCOHAIBHBIX JaHHBIX;

26) yreuka (3amuimaemMoi) WHQpOpMAIlMU IO TEXHHUYECKHM KaHajlaM —
HEKOHTPOJIUPYEMOE paclpocTpaHeHHe HHGOpMAaLUd OT HOCHTENs 3allUIIacMOH
uHpopManuu depe3 (PUIMUECKYI0 CpeAy A0 TEXHHMYECKOro CpenCTBa,
OCYIIECTBISIOMIEro rIepexBaT HHpOpMaLUH;

27) ya3BEMOCTh HH(OPMALIMOHHON CHCTEMBI NEPCOHAIBHBIX NAaHHBIX —
HEeOCTaTOK WA ciaboe MeCTO B CHCTEMHOM MM IPHKJIAIHOM INPOrpaMMHOM
(nporpaMMHoO-arnmapaTHOM) obecrneueHUH aBTOMAaTH3UPOBAHHOM
UH)OPMAIIIOHHOM CHUCTEMEI, KOTOpble MOIYT OBITH HCIIOJNB30BAHbl  JUIA
peanu3anuy yrpo3sl 6€30MacHOCTH NEPCOHANBHBIX JaHHBIM;

28) nenoctHocTh MHPOPMALUKU — COCTOSIHHE WUHPOPMAIUH, IPH KOTOPOM
OTCYTCTBYET moboe e¢ HM3MeHeHHe JHOO0 H3MEHEHHE OCYILECTBIAETCS TOJBKO
IpeAHaMepeHHO CyOBeKTaMH, MMEIOIIUMHU Ha HEro Mpaso.

Paspen I1
Knacenduxanus 1 HeX0AHbIH YPOBEHbD 3alIIHIIEHHOCTH
HHGOPMALIHOHHBIX CHCTEM NMEPCOHAJIBLHBIX JAaHHbIX ANNapaTa
AnvmunucTpanuu HeHelkoro aBTOHOMHOI0 OKpyra

5.CoctaB ® cojepkaHHe yrpo3 6e30MacCHOCTH INEePCOHANBHBIX JaHHBIX
ONpeneNsieTcss COBOKYIIHOCTBIO YCIIOBHH M (haKTOPOB, CO3JAIOIIHAX OINACHOCTH
HECAaHKLIMOHUPOBAHHOT0, B TOM YHCIIe CIy4aiHOro, IOCTyna K II€pCOHAIbHBIM
ITAHHBIM.

COBOKYITHOCTh TakKMX YCIOBHH M (akTopoB (QopMHUpYeTCS C Yy4YEeTOM
xapaktepuctuk  MCI1H, cBoictB  cpeapl  (MyTH) — paclIpOCTpPaHEHHs
MHPOPMATUBHEIX CHTHAJIOB, COIEPXXKALIMX 3allUIlaeMylo HH(OpMaLHUI0, U
BO3MOXXHOCTEi HICTOYHMKOB YT'PO3EL

6. B 3aBucuMOCTH OT ueileil B copepkaHHd 00paboOTKH IepCOHAIBHBIX
IaHHBIX ocymecTBiAeTCs ux o0pabotka B ICIT/[H pa3snu4HbIX THIIOB.

7. UCI1[1H 06peausstoT 06001EHHBIE XapaKTEPHUCTHKY:

no crpykrype WCIIJIn: noxanpHble WHGOPMAaIMOHHBIE CHCTEMBI H
pacripeieieHHble HHPOPMaIHOHHbIE CHCTEMBI;

M0 HAJIMYHIO MOJKIIOYEHHH K CeTAM CBA3HM OOIIETO MOJBb30BAHHA M (HIH)
CeTM MEXIOYHapOLHOr0 HWH(POPMALIHOHHOTO OOMEHa: CHCTEMBl, HMEIOIIUe
NOJKIIOYEHHA, U CHCTEMBI, HE IMEIOIIKE TOKIIOYCHMIT;
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0 pexuMy 00pabOTKH NEepCOHAIBHBIX MaHHBIX B HH(DOpMaLMOHHON
cuctemMe HHGOPMAIIMOHHEBIE CHCTEMBI: MHOTOIOJIB30BaTEILCKHE,

[0 pasTpaHH4YCHWIO TIpaB JOCTyNa IIOJIb30Bareled: CHCTEMBI C
pasrpaHuYeHreM Ipas JOCTYIIA.

Bce texumueckue cpencrBa UCIIIn HaxomaTcs B mpeaenax Poccuiickoi
denepaumu.

8. B 3aBHCHMOCTH OT TE€XHOJIOTHH,- COCTaBa U XapaKTCPUCTHUK TEXHUIECKUX
cpeacts MCII[JH, a Takxke ONACHOCTH peanu3alMd yYrpo3 0e€30IacHOCTH
MEPCOHANBHBIX  AAHHBIX X HacTYIUICHHA TIOCNEACTBMH B  pe3yJIbTarTe
HECaHKUMOHUPOBAHHOIO WM ciydaitHoro pocryma Bce MCIIH MoxHO
kinaccuduLmpoBath Kak cienyromue tansl UCITn:

noxansieie MCITIH, He MMerolHe MOAKIIOUEHHE K CETAM CBA3H 00IIero
MOJIB30BAaHMS U (MJIH) CeTAM MEXAYHApOIHOT0 HH(OPMAIMOHHOIO 00MEHa;

pacunpenenenuble MCII/[H, He uMelomue NOAKIIOYEHHE K CETAM CBA3U
obmiero MOJB30BaHUS U (WJIH) CETIM MEXIYHapOoIHOro HH(OPMALHOHHOIO
obmeHa.

9. Ucxoansiii yposens 3amuménHoctd UCITJIH onpenenen kak cpeaHui,
Tak kak He MeHee 70% xapakrepuctuk MCII/IH cooTBETCTBYIOT yPOBHIO HE HIKE
«CPEqHUM».

IToxka3zatenn wucxoxuoM 3ammuuniesHoctd HMCII[H ompeneneHsr B
IIpunoxenun 1 k HacTosme Moenu yrpos.

Pazpgen 111
Knaccudukanus akTyaJbHBIX yrpos
0e30MaCHOCTH NEePCOHAIBHBIX JAHHBIX

10. BO3MOXHOCTH MCTOYHHKOB yrpo3 ©O€30MacHOCTH MepCOHANBHBIX
OaHHBIX O0OYCJIOBIEHBl COBOKYIHOCTBIO CIOCOOOB HECAHKIMOHHUPOBAHHOTO U
(W) cirydallHOTO JOCTYIa K NepCOHANbHBIM JaHHBIM, B pe3yjbTaTe KOTOPOro
BO3MOXHO HapylleHHe KOHPUAESHIMAILHOCTH (KOIMPOBaHHE, HeMpaBOMEpHOE
paclpoCTpaHeHHe), LEeJOCTHOCTH (YHUYTOXKEHHE, H3MEHEHHE) U IOOCTYITHOCTH
(6oKMpoOBaHHE) MEPCOHAJIBHBIX JaHHBIX.

VYrpo3a 6e30MacHOCTH MEPCOHANBHBIX JAHHBIX PeallU3yeTCs B pe3yJibTare
o0pa3oBaHus KaHalla peau3allik yrpo3bl 0€30IaCHOCTH IT€PCOHAIBHBIX AaHHBIX
MEXYy UCTOYHUKOM YTpo3bl U HOCHUTENeM (MCTOYHUKOM) NEPCOHAJIBHBIX JaHHBIX,
YTO CO3JACT YCIOBUSA i1 HapylleHHs Oe30MacHOCTH IMEPCOHANIBHBIX AAHHBIX
(HecaHKIIMOHUPOBAHHBIN WU CIyYalHBIH AOCTYII).

11. Ilpu oOpaboTke mepcoHaNbHBIX AaHHBIX B JoKadbHbIX MCIIIH, He
UMEIOIUX TOAKIIOUEeHUsT K CEeTSM CBSI3M OOIIero rojibh30BaHus U (WUNH) CeTsIM
MEXIYHapOOHOTO  HHGOPMAIMOHHOT0O  OOMEHa, BO3MOXHA  peann3alus
CIeIyIOIMMX yrpo3 6€30MacHOCTH MEPCOHAIBHBIX JaHHBIX:

1) yrpo3s! yreuku HHGOpPMaLIHH 10 TEXHHYSCKHM KaHaJlaMm;

2) yrpo3sl HECaHKIIMOHHPOBAaHHOTO JIOCTyIa K MEPCOHAIBHBIM JaHHBIM,
obpabaTbiBaeMbIM Ha aBTOMATH3HPOBaHHOM pabodeM Mecte.



5

12. Yrpo3sl yTedykd HHGOpMAKMH 0 TEXHUYECKUM KaHajlaM BKJIIOYAloT B
ce0s:

1) yrpo3s! yTe4ku akycTHYeCKOH (pedeBoil) MHpOopMaLuy;

2) yrpo3sl yT€4KH BUIOBOH HH(MOpMAaIHH;

3) yrpo3sl yTeukn uHbOpMayHU 1Mo KaHalTy TOOOYHBIX 3JIEKTPOMAarHUTHBIX
U3IIyYE€HHUN ¥ HaBOJOK.

13. BO3HHKHOBEHME YIpo3 YTEUKH aKyCTHUeCKO# (peueBoii) HHpopMaLuy,
coJeprkamelics HEMoCpeACTBEHHO B Mpou3HocuMoi pedun monb3oBaress MCIT/H,
BO3MOXHO NpPU HAIWYUU (QYHKLHI roJOCOBOTO BBOJAA NEPCOHAIBHBIX NAaHHBIX B
HCIIx vy GyHKIMH BOCIIPOU3BEACHHS IEPCOHATBHBIX JaHHBIX aKyCTHIECKUMU
cpeactBamu VICTI/IH.

14. Peanusanys yrpo3sl yTeukd BHI0OBOM MH(POpMAaLMK BO3MOXXHA 33 CUET
IPOCMOTPa HH(OPMALUK C ITIOMOILBIO ONTHYECKHUX (ONTUKO3JIEKTPOHHBIX) CPEICTB
C DKPaHOB OUCIUIEEB U APYIHX CPeACTB OTOOpa)keHHS CPEACTB BHIUYMCIIHTEIHHOH
TeXHHKH, HWH(OPMAIMOHHO-BBIYUCIUTENBHBIX  KOMIUIEKCOB,  TEXHHYECKHUX
cpenctBa 00paboTku rpaduueckol, Buneo- 1 OykBeHHO-1MpoBoi HHGOpManuy,
Bxoaamux B coctaB UCIIH.

15. ¥rpo3sl  yTeukn = uHPOpMaLMH IO KaHaty  HOOOYHBIX
BNEKTPOMArHUTHBIX M3JIy4eHHH W HaBOAOK BO3MOJXKHBI H3-3a  HAJNU4YUA
BNIEKTPOMAarHUTHBIX H3JIydeHH, B OCHOBHOM, MOHHTOpa W CHCTEMHOro Ojoka
KoMmnbioTepa. OCHOBHYIO OaCHOCTD IPEACTABIAIOT YTPO3bl YTEUKH U3-32 HATHYIHUS
3JIEKTPOMArHUTHBIX U3Iy4eHUH MOHHUTOPA.

16. Yrpo3sl HeCAHKIIMOHUPOBAaHHOro noctyria B JoxansHeix HCII/H
CBS3aHBl C JEeHCTBHAMH Hapymutened, uMmerommux aoctyn xk MCII[Qy, Bxmodas
nonb3oBarenelt UCII/IH, peanusyromux yrpo3sl HernocpenctseHHo B UCII/H, a
TaKXe Hapylurenei, He umeromux nocryna k UCIIJIH, peanusyromux yrpo3sl U3
BHEIIHUX ceTed CBA3W OOINero Mojib30BaHHA U (WIHM) CeTeil MEXIYHapOLHOIo
MH(POPMallMOHHOTO OOMeHa.

17. Yrpo3sl HecaHnkiuoHupoBanHoro aocryna B MCII/IH, cBg3aHHEBIEe C
OEUCTBUAMH HapymnTened, umeromux noctyn k UCIIJIH, BKIo4YaroT B ceds:

1) yrpo3sl, peanusyeMble B XOJ€ 3arpy3Kd OINEpPALHOHHON CHUCTEMBI U
HalpaBlieHHBIE Ha TepexBaT Maposied Wi HIEHTU(UKATOpOB, MOAHU(DHUKALHUIO
6a30Bo¥ cucteMsl BBoa/BeiBoAa (BIOS), mepexBar ynpasneHus 3arpy3Koii;

2) yrpossl, pealusyeMble IIOCJIE 3arpy3Kd OIEpalHOHHOX CHCTEMEI U
HaIpAaBJICHHBIE Ha BBIIIOJIHEHHE HECAHKIIMOHMPOBAHHOIO JAOCTYyTIa ¢ IPUMEHECHHEM
CTAaHZApPTHBIX  GYHKOUHA  (YHHYTOXXKEHHE, KONHMpOBaHME, IepeMelleHue,
dopmarupoBaHue HocuTeleit HHGOPMaUUKA M T.I.) ONEPAIlHOHHOW CUCTEMBI HIIH
KaKo#-mn0o NpUKIagHOW ImporpaMmsl (HalpuMep, CHCTEMEI YIIpaBieHHs OazaMu
NaHHBIX), C TNPUMEHCHHEM CIELHAIbHO CO3JaHHBIX And BeimoiaHeHWss HC]]
nporpamMm (IporpaMm IOpoCcMOTpa ¥ MOJUGUKANHMK peecTpa, MOMCKAa TEKCTOB B
TeKCTOBBIX (paiinax u T.1.);

3) yrpo3bl BHeZpEeHUA BPEIOHOCHBIX IIPOTpaMM.

18. Yrpo3sl HecaHKHHOHHMpOBaHHOro goctyna B JokainsHeIXx HMCIIAH
BKJIIOYAIOT B ceOsi:



1) yrpo3sl « AHanu3a cereBoro Tpaduka» ¢ IepexBaToM MepesaBacMoi 1o
JIOKaJIBHOM CeTH MH(OPMAaLMH;

2) yrpo3bl BBISBJICHAA MApOJIeH;

3) yrpo3bl yOaJeHHOro 3aIycKa MpHII0KEeHHUH;

4) yrpo3s! BHEPEHHUSA 10 CETH BPEIOHOCHBIX MPOTPaMM.

Pasmen IV
Yrpo3nl yreukn HHGOPMALHH M0 TeXHHYECKHM KaHAIAM

19. OCHOBHEIMH 3JIEMEHTAMH OITUCAHMsI YIpo3 YTE€YKH HH(pOpMaIuH IIo
TeXHHYECKHM  KaHajJaM SBIIOTCS: HCTOYHHK  yrpossl, cpeia (MyTh)
pacnpocTpaHeHHs HWHGOPMAaTHBHOIO CHTHala ¥ HOCUTENb 3allHILaeMoH
uHpopMmaIyn.

20. VcTounrkamM# yrpo3 yTeukd WHPOPMALUU 10 TEXHHYECKHM KaHajiaM
sBisroTcs (pusmyeckwe nuna, He wumerome gocrtyna k HMCIT[TH, a Taxke
3apyOeKHBIE CIIELICTAYXOBI MJIM OpraHu3alri (B TOM 4YUCJI€ KOHKYPHPYIOIIHE HUIH
TEepPPOPUCTHYECKHE), KPUMHHAIBHEIE TPYIIIIUPOBKH, OCYIIECTBISIONINE YepeXBat
(ceeM) mHGOpPMALIUN C WCITOJB30BAHUEM TEXHUYECKHX CPEACTB €€ PErMCTpalliy,
npueMa uin GotorpagprpoBaHMs.

21. Ilpu o6pabotke nepconansabix AanHbIX B UCIIH 3a cuer peannsanuu
TEXHHYECKUX KaHAIOB YTeYkM HWHMOpPMalUH BO3MOXHO BO3HHUKHOBEHHE
CIeYIONUX yrpo3 6€30IMacHOCTH MEePCOHANBHBIX JAHHBIX:

1) yrpo3sl yTeuku akyctudeckoi (peyeBoil) uHpopManuy;

2) yrpo3sl yT€UKHU BUOOBOH HHPOPMAaLHHY;

3) yrpo3 yreukn uHGOpMAaUHU 10 KaHaJIaM MOOOYHBIX 3JI€KTPOMAarHUTHBIX
U3Iy4eHUH U HaBOJOK.

22. Bo3HHKHOBeHHe yrpo3 YTeUKH aKycTA4ecKoi (pedeBoii) HHGopMaIHy,
comepKallelicss HelloCpeACTBEHHO B IIpou3HOCUMON peun mnouik3oBarens MCIIH,
BO3MOJKHO IPH HAIWYUU (PYHKLUHH TOJOCOBOIO BBOAA IEPCOHANBHEIX J@HHBIX B
VICTI[IH unu GpyHKLUKNA BOCIPOU3BENESHUS IIEPCOHANBHEIX JaHHBIX aKyCTHYeCKUMHU
cpeacrBamu MCIT/IH.

23.TlepexBaTr akycTuueckoit (pedeBod) HHGOPMALMK BO3MOXEH C
WCNONB30BaHMEM alNMapaTyphl, PErUCTPUPYIOIICH aKycTH4Yeckue (B BO3AyXe) U
BuOpoakycTuyeckue (B YIPYTHX cpelax) BOJHBI, 8 TAKXe dJIEKTpPOMarHuTHbIE (B
TOM YHCJIe ONTHYECKHE) UITyYSHHs U DJIEKTPUYECKHE CHUTHANbI, MOAYJIUPOBaHHbIE
nHGOPMATUBHBIM  aKyCTHYEeCKMM  CHCHAJIOM, BO3HHMKAaIONIME 33  CYeT
npeo6pa3oBaHuil B TEXHHYECKUX cpelcTBax 0OpabOTKH NMEpPCOHANBHBIX JaHHBIX,
BCIIOMOTATENBHBIX TEXHHYECKMX CpPEACTBaX M CHCTEMaX M CTPOUTENBHBIX
KOHCTPYKLUHMAX U HMHKXEHEPHO-TEXHUYECKHX KOMMYHHUKALIMSIX MOJ BO3ACHCTBHEM
aKyCTHYECKHX BOJIH.

IlepexBat akycTuueckoi (peueBoif) MHGOpMalUMU TaKXkKe BO3MOXEH C
HCHOJIb30BAHHEM  CIICLHAJBbHBIX 3JIEKTPOHHBIX YCTPOHCTB CBeMa peYCBOH
WHpOpMalMHi, BHEAPEHHBIX B TEXHHUYECKHE CpelCcTBa 00pabOTKHM NMEpPCOHAJIBHBIX
J@HHEBIX, BCIIOMOIaTe/IbHbIe TeXHUYECKHE CPEACTBa U CUCTEMBI U [IOMEIIEHU HIIH
IOJKIIIOYEHHBIX K KaHajlaM CBS3H.
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24. B UCIT[Js dyHKOHM ToI0COBOT0 BBOJA NEPCOHAIBHBIX JAHHBIX HIIH
(YHKIMH BOCTIPOM3BEJEHHS MEPCOHANBHBIX JAaHHBIX aKyCTHYECKAMH CPEACTBaMH
OTCYTCTBYIOT.

BepoATHOCTh peanu3allid YTPO3bl YTCYKH aKyCTHYeCKO#H (pedeBoii)
HHGOpPMAIINH OlpeiesieHa KaKk MaJOBEPOATHASA, BO3MOXHOCTD pealn3aliy yrpo3sl
ABIAETCA HU3KOH, MOKa3aTesb ONAaCHOCTH YIpO3bl — HEaKTyallbHasl.

25. Vrpo3sl yTeykd BHAOBOH HMH(OpMaLMH pealu3yloTCd 3a C4eT
IpocMoTpa NEPCOHANBHBIX JaHHBIX C [IOMOLIBIO ONTHYECKUX
(ONTHKOAJIEKTPOHHBIX) CPEACTB C J3KPaHOB [IHUCIUIEEB M JPYTMX CpEACTB
oToOpakeHUs  CPEACTB  BBIUUCIMTENIBHOM  TEXHHMKHA,  HH(OPMALMOHHO-
BBIYHCIIMTENBHBIX KOMIUIEKCOB, TEXHHYECKHX CPeACTB 00paboTKH rpaduveckoi,
BUAEO- U OyKBeHHO-1I[UpoBoH nHPOopMarmH, Bxoaamux B coctaB MCIIH.

IIpocmoTp (perucrpanyis) INMEpPCOHANBHBIX [AHHBIX TaKKe BO3MOXEH C
UCIOJB30BaHUEM CHEITHANbHBIX 3JIEKTPOHHBIX YCTPOWMCTB CheMa, BHEIPEHHEIX B
CIIY)KEOHBIX TOMEIIEHUAX WM CKPBITHO HCIIONB3YEMBIX (PU3MUECKUMH JIHIIAMHU
IIpH TTOCELEHNH MU CITy>KeOHBIX TIOMEIIEeHHH.

B Amnnapare Agmunuctpanuu HeHelxoro aBTOHOMHOro OKpyra AoCTyn
IIOCTOPOHHHUX JIHL] OTpaHHU4YEeH B COOTBETCTBUHU C Ilosio’keHHEM O MPOIYCKHOM U
BHYTpUOOBEKTOBOM  peXuMax B  aAMHHUCTPAaTHUBHOM 3JaHUHM  OPraHoB
rocyfapcTBeHHoN BnactTu Heneuxoro aBTOHOMHOTO OKpyra, YTBEpXACHHBIM
npukazoM Amnmapara AnMuHHcTpanuu HeHenxoro aBTOHOMHOIO OKpyra oOT
17.01.2017 Ne 1.

Paboune Mecra mons3oBareneid MCIIJIH opraHn3oBaHbl TakuMm o6pasoMm,
4yroObl OBU1 MUCKIIOYEH CHy4YalHBIH MPOCMOTP HH(pOpMalMM ¢ 3KpPaHOB
aBTOMaTHU3UPOBAHHEIX pabounx MecT. Ha OKHaX yCTaHOBIEHEI KalO3H.

26. BeposTHOCTE peanu3allid Yrpo3bl YTEYKH BHUIOBON HHGPOpManuu
onpeAelieHa KaK HHU3Kas, BO3MOXXHOCTh PealM3alUy YIpO3Bl SBISIETCS CpEIHEH,
[I0Ka3aTeJIb ONAaCHOCTH YIpO3bl — aKTyaJlbHasl.

27. BO3HUKHOBEHHE Yrpo3bl YyTeUKd MH(OPMALMU MO KaHallaM HOOOYHBIX
3NEKTPOMArHUTHBIX HU3IYy4YeHWH W HABOJOK BO3MOXHO 3a CUET IlepexBaTa
TeXHUYECKUMHU  cpeAcTBaMU MOOOYHBIX (HE  CBA3aHHBIX C  IPIMBIM
¢yHkuuoHaneHpIM  3HadeHHeM  dnemeHToB  HMCIIJIH)  uHpOpMaTHBHBIX
3NIEKTPOMArHUTHBIX ITOJIEH M 3MEKTPUYECKHX CUTHAIOB, BO3HHUKAIOIWX IpH
06paboTKe NepcOHANBHBIX JaHHBIX TeXHUYecknMH cpeacteamu MICTI/IH.

Bce anementsl MCII[IH HaxomsTcss BHYTPH KOHTPOJHPYEMOH 30HBI Ha
JOCTaTOYHOM pPacCTOSHUU OT e rpaHul. MH(OpMaTUBHEIA CUTHAJI B KaHajax
MOOOYHBIX 3NEKTPOMArHUTHBIX HM3JIyYeHHH M HABOJOK COBPEMEHHBIX CPEICTB
BBIYHCITUTENHHON TEXHUKH OYEHb HH30K, U OH MaCKUPYeTCsS MHOXECTBOM IPYIHX
U3IyYEHUH OT aBTOMaTH3MPOBaHHEIX pabouux MecT, He cocrosmux B UCII/IH, a
TaK)Ke OT MPOYUX IEMEHTOB COBPEMEHHOH HHGOPMAIIMOHHONX HHPPACTPYKTYPHI.

28. BeposTHOCTE peaiu3alliél Yrpo3bl YTEYKH WH(OpPMaLHMH 10 KaHalaM
NOOOYHBIX DJJIEKTPOMAarHHTHBIX M3Jyd9eHHAH H HaBOAOK OIpedelieHa Kak
MaJIOBEPOATHAs, BO3MOXXHOCTh pealn3alMy YyIpo3kl SBISIETCA HU3KOM, [T0Ka3aTelb
ONaCHOCTH YTPO3bI —— HEaKTyalbHasl.
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29. O600ménHas wHhoOpMaIKA IO Yrpo3aM YTE€YKHM HHGOpMalHMH II0
TEXHWYECKUM KaHajlaM mnpencTaBieHa B llpunoxeHnd 2 K Hacrosuuedn Monemu

yrpos.

Pasznen V
Yrpo3bl HecaHKIIHOHHPOBAHHOIO J0CTYNa K HHGOpMaui B
HH(pOPMAILHOHHBIX CHCTEMAX NEePCOHANBHDBIX JaHHBIX AnnapaTa
AnmuHucTpaund HeHenkoro aBTOHOMHOI0O OKpyra

30. Yrpossr HecanknuonuposanHoro aoctyna B MCII/In ¢ npuMeneHnem
[IpOrpaMMHBIX ¥  INPOrPaMMHO-AIINApaTHBEIX CPEACTB  pPEAIHM3YIOTCA IIpH
OCYILIECTBJICHUY HECaHKLHOHHUPOBAHHOIO, B TOM 4YHC]E CIy4alHOro, JAOCTyIa, B
pe3yNbTaTe KOTOPOro OCYIIECTBIAETCA HapyIIeHWe KOHGHACHIUAIBHOCTH
(komupoBaHHE,  HECAaHKIMOHHUPOBAHHOE  paclpOCTpPaHEHHE),  LeJIOCTHOCTH
(YHHYTOXKEHHE, HM3MEHCHHE) H JOCTYNMHOCTH (ONOKMpoBaHHWE) NEPCOHANBHBIX
IOaHHBIX, U BKJIIOYAIOT B Ce0s:

1) yrpo3sl  pmoctyma  (IpOHHMKHOBEHHMS) B  OINEPAIlMOHHYIO  Cpeny
KOMITBIOTEPA C MCIOJIb30BAaHHEM IITATHOTO MPOTPaMMHOro obecrnedeHus (CpeacTB
OIlepallHOHHON CHCTEMBI HITH IIPUKJIaJHBIX IIporpaMM 06I1ero NpuMeHeH!s);

2) yrpo3bl CO3JaHHs HEINTAaTHBIX pPEXHUMOB paboThl IPOrpaMMHBIX
(nporpaMMHO-anmapaTHEIX) CpPeACTB 3a CHeT IIpeJHaMepeHHBIX U3MEHEeHUH
CITy’>Ke€OHBIX HaHHBIX, HTHOPHPOBAaHUS NPEIYCMOTPEHHEIX B INTAaTHBIX YCIIOBHAX
OrpaHHYEHH HA COCTAaB M XapaKTepUCTHKH oOpabaThiBaeMOi HWH(QOpMaIUH,
UCKaXeHHUs (MoaupUKalNK) CAMUX AAHHBIX U T.I1.;

3) yrpo3sl  BHeIpeHHSA  BpEJOHOCHBIX  mporpaMMm  (IpOrpamMMHO-
MaTeMaTH4eCKOro BO3AeHCTBHUS ),

4) KOMOMHHPOBaHHEIE YIPO3bl, IPEACTABIAIONINE CO00I coYeTaHHe yrpos,
YKa3aHHBIX B IIOANYHKTaX 1 — 3 HacTosALIEro MyHKTa.

31. UcrouHukaMu yrpo3 HecaHKUHOHUpoBaHHoro jaocryna B HCIIOH
MOTYT OBITh:

1) HapyIHTE D,

2) HOCHUTEJIb BPEIOHOCHOM MPOrpaMMBl;

3) annapaTHas 3aKiagKa.

32.Ilo Hanmuumro 1paBa MOCTOSHHOTO MJIX Ppa3oBOro JOCTyIlla B
KoHTponupyemyto 300y MICIT/IH HapymuTeny noapasaesaioTca Ha ABa THMA:

1) Hapymmreny, He umerowue noctyna k MCII[IH, peanusyromue yrpo3sl
U3 BHEIIHHUX CETe# CBA3HM OOINEro Mojib30BaHHA U (WIH) CeTeld MEXITYHAapOIHOTO
MHGOpMalMOHHOr0 0OMeHa, — BHEIIHUE HapyIIUTeJH;

2) napymmurend, umeromue goctyn K MCILIH, BKmodas mosis3oBareseit
UCIIOH, peanmusyroniue yrpo3sl HemocpeacTBeHHO B MCIIJIH, — BHyTpeHHHE
HapYIINATEH.

33. HocuteneM BpenoOHOCHOH IIporpaMMbl MOXXET OBITh anraparHbIi
3IeMEHT KOMIIBIOTEpa WM IpOorpaMMHBIA KoHTeHHep. Ecinu BpemoHocHas
IporpaMMa HE acCOLMHPYETCA ¢ KaKOH-THOO IpHKIAAHOH mporpaMMoM, To B
Ka4yecTBe €€ HOCUTENIS pacCMaTpHUBaIOTC:
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1) oTYyXKaaeMbIi HOCHTENb, TO €CTh HucKeTa, onTudyeckuit quck (CD-R,
CD-RW), dusiu-riaMsiTh, 0TIy, JaeMbli XXECTKUN AUCK U T.11.;

2) BCTpOeHHbIe HOcUTEnu WHpopManuu (KECTKHE IHCKH, MHKPOCXEMBI
OTIepaTUBHOH MaMsTH, MPOLECCOpP, MUKPOCXEMBI CHCTEMHOH IIaThl, MEKPOCXEMBI
yCTPOMCTB, BCTpanBaeMbIX B CHCTEMHBIH OJOK: BHAEOajanTepa, CETEBOH IUIATHL,
3BYKOBOH IUTaThl, MOJAEMa, YCTPOMCTB BBOAA/BBIBOJla MAarHUTHBIX XXECTKHUX H
ONTHYECKUX IUCKOB, OJIOKa MUTaHHA M T.I., MHKPOCXEMBI IPAMOIr0 AOCTyIa K
NaMATH, OIKH TIEpeIady JaHHBIX, IIOPTOB BBOAA/BEIBOMIA);

3) MHKpOCXeMbl BHENTHHX YCTPOHCTB (MOHUTOpPA, KIaBHATypEl, IPHHTEPA,
Mozema, CKaHepa 4 T.IL.).

34, Ecin  BpemoHOCHas IporpamMma accollHpyeTcs ¢ KaKoH-JIn6o
IIPHKJIaJHOM MporpaMMoi, ¢ ¢aifinaMu, HMEIOMYMH ONpeAcIeHHbIE PaCIInPEHHA
MM WHBIe aTpubyThl, C COOOIIEHUsIMH, INepefaBacMBIMH II0 CETH, TO e€e
HOCHUTEJLIMU SABIIIOTCH:

1) makeTHI IlepeaBaeMbIX 110 KOMIIBIOTEPHO ceTH co0OLIeHN];

2) daitnsl (TeKCTOBbIE, TpadUUECKHE, UCTIOTHIEMBIE U T.JI.).

35. Ilpuunnamu BosHUKHOBeHUA ysizBuMocTeil CII/Ix asisioTes:

1) olmnOKH TpH NOPOSKTHPOBAaHHHM H  pa3paboTKke MpPOrpaMMHOIO
(mporpaMMHo-anmapaTHOro) obecreueHus;

2) mpegHaMepeHHbIE AEHCTBHUA IO BHECCHHIO YSI3BUMOCTEH B XoJle
MPOEKTHPOBAHMSL ¥ paspaboTKH MHPOrpaMMHOr0  (IpOrpaMMHO-aNIapaTHOTro)
obecrnieueHus;

3) HelpaBUIILHBIE HACTPOHKHU IIPOTPaMMHOTO obecrnieyeHus,
HETIPaBOMEPHOE U3MEHEeHIe PEXXUMOB PabOTHI YCTPORCTB U IPOTrpamm;

4) HeCaHKUHOHMPOBAaHHOE BHEAPEHHE H HCIIOIb30BaHWE HEYUYTEHHBIX
OporpaMM C MOCHeAyIOINUM HeoOOCHOBAaHHBIM PpacXOJOBaHHEM PECYPCOB
(3arpy3ka mpolleccopa, 3aXxBaT ONEpPATHMBHOW MaMsITH M MaMsATH Ha BHEIIHHX
HOCHUTENAX);

5) BHeopeHUE BpPEJOHOCHBIX IIpOrpaMM, CO3LAIOLIUX YSA3BUMOCTH B
IIPOrPaMMHOM U IPOrPaMMHO-annapaTHOM 00eCIieueHNH;

6) HECaHKIIMOHUPOBAaHHEIE HEYMBIIUICHHBIE [EHCTBUSA IMOJB30BaTENICH,
MPUBOASIINE K BOSHUKHOBEHHIO YSI3BHMOCTEN;

7)cOou B paboTe ammapaTHOrO MW INPOTpaMMHOrO  oOecreyeHus
(BeI3BaHHBIE COOSMM B D3JEKTPOIUTAHHM, BBIXOAOM H3 CTpOsS amlapaTHBIX
BJIEMEHTOB B pe3ylbTaTe CTAPEHHS M CHIDKEHHS HaZEeXHOCTH, BHEIIHUMH
BO3EHCTBHSIMH 3JIEKTPOMArHATHBIX MOJIEH TEXHUYECKUX YCTPOHCTB U Ap.).

36. Yrpo3sl foctyna (NPOHUKHOBEHWS) B  ONEPALMOHHYIO cpeny
KOMIOBIOTEpa M HECAHKHMOHHUPOBAHHOIO [JOCTyNa K MEPCOHAJbHBIM [aHHBIM
CBSI3aHBI C JOCTYIIOM:

1)k uHbOpMalMH W KOMaHHaM, XpaHANIMMcA B 0a30BOH cHcTeMe
BBoga/BeiBojia (BIOS) MCII[H, ¢ BO3MOXHOCTBIO Ii€peXBaTa YIIPaBIECHUS
3arpy3Ko¥  OrnepalMOHHONA CHCTEMbl M MOJIy4YeHHEeM IpaB [OBEPEHHOIO
MOJIL30BAaTeIIs;

2) B ONEpalOHHYIO Cpefy, TO €CTh B Cpeay (QYHKIHOHHUPOBAaHHA
JIOKJILHOM OMEPallMOHHON CHCTEMBI OTAENBHOro TexHuueckoro cpeacrsa UCI1In
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C BO3MOXXHOCTBIO BBITIOJIHEHHSA HECAHKLUMOHUPOBAHHOIO JOCTYIA ITyTEM BBI3OBA
INTATHBIX IPOTpaMM ONEpAlMiOHHONA CHCTEMBl WM 3allycka CHCHHAIbHO
pa3paboTaHHBIX MPOTPaMM, PEANU3YIOIUX TaKue JeHCTBHS;

3)B cpeny GYHKIHOHMPOBAHHMS TNPUKJIATHBIX IporpaMM (HampuMeEp, K
JIOKAJIGHOM CHCTeMe yIIpaBlieHHs 6a3aMu JaHHBIX);

4) HeMOCPEACTBEHHO K HHPOPMaLUH MoJIb30BaTens (K daiinaM, TEKCTOBOMH,
ayano- U rpadudeckod nHGOPMALMH, TOJSIM M 3allHCAM B 3IEKIPOHHBIX Oa3ax
IIaHHBIX) U 00YCIOBIEHbI BO3MOXXHOCTBIO HapyLIeHHs ee KOH(UIEHIMAIbLHOCTH,
IIETOCTHOCTH U AOCTYIIHOCTH.

37.B cayuae ecnmu HCIIAH peammsoBaHa Ha Oa3e JIOKaIBHOH HIH
pacipeneeHHON MHPOPMALHOHHON CUCTEMBI, TO B Hell MOT'YT GBITh pealH30BaHbI
yrpo3el 0e3omacHOCTH HHGOpMalMM IIyTeM HCIIONb30BaHMsA I[POTOKOJIOB
MEXKCETeBOro  B3amMojneiicTBus. [Ilpu  sToM  MoXeT  00OecrieudBaThCA
HECaHKLHOHUPOBaHHEBIN JOCTYN K NEPCOHAIBHBIM JAHHEIM MM PEaU30BLIBATHCS
yrposa oTkasza B obcmyxuBaHud. OcoGeHHo omacHbl yrpossl, koraa HMCIIIu
mpeAcTaBiIseT  co0oif  pacHpelielieHHyl0  HH(QOPMaLMOHHYIO  CHCTEMY,
HOAKIIOUYEHHYIO K CETAM OOIIEero MONb30BaHUA U (MIH) CETAM MEXIYHApOJHOIo
uH(pOpMaIOHHOro oOMeHa.

38. IIporpaMMHO-MaTeMaTHYeCkoe BO3JEHCTBHE — 3STO BO3AEHUCTBHE C
IIOMOIIBIO0 BPEAOHOCHBIX NIPOTPaMM.

[IporpamMMmoif ¢ TOTEHIWANBHO ONACHBIMM  ITOCIEACTBUAMH  HIIH
BPELOHOCHOH NporpaMMoii Ha3hIBAIOT HEKOTOPYIO CaAMOCTOSATENBHYIO NPOrpaMMy
(HaboOp MHCTPYKLHiT), KoTopas cnocoOHa BHITOJNHATH JI000E HEIYyCToe
TIOAMHOECTBO CIEeXYIOMINX HyHKIUI:

CKpbIBaTh TPH3HAKH CBOEro TMpPHCYTCTBHA B IIPOrPaMMHON cpexe
KOMIIBIOTEpa;

0651a/1aTh CITOCOOHOCTEIO K CaMOIYOTHPOBAHUIO, aCCOLIMHPOBAHUIO cebs ¢
IpYyTEMH IIpOrpamMMamMy M (HJIM) HepeHoCy CBOMX ()parMEeHTOB B MHEIE 0071acTH
OlepaTUBHOMN W BHEIIHEH NaMsTH;

paspymiate (MCKa)kaTh IIPOMU3BOJIBHEIM 00pa3oM) KOJA MporpaMMm B
OIEepaTUBHON TaMsATH;

BEINIOJNIHATh  O€3  WHHIMMPOBAHMS CO  CTOPOHBI  IIOJB30BAaTels
(IONB30BATENBCKOM MpOrpaMMbl B IITATHOM pPEXHME €€  BbIIOTHEHH)
JEeCTPYKTUBHbIE PYyHKIMK (KOIMPOBaHHE, YHUUTOXEHHE, OIOKHPOBAaHUE U T.I1.);

COXpaHsTh (parMeHThl HH(QOPMallUd W3 ONEpaTUBHOM MMaMATH B
HEKOTOPHIX 00JacTAX BHEIIHEH MaMATH NPAMOro JocTyna (JIOKAJIbHBIX HIH
yHaJIeHHBIX);

HCKaXKaTh IPOH3BOJIBHBIM 00pa3oM, OJoKMpoBaTh MU (WJIH) NOAMEHATDH
BBIBOJMMBIA BO BHEIIHIOI aMATh WJIM B KaHAll CBA3M MAacCHB HWHGOpMalluH,
o0pa3oBaBIIHiCA B pe3yibrare pabOTHl MPHUKIAAHBIX IIpOrpaMM, HIH YXKe
HaxOoIALINECd BO BHEUIHEH MaMATH MacCHBEI AaHHEIX.

39. O600ménnas uHGopMaLKs NO Yrpo3aM HECAHKIMOHHUPOBAHHOIO
JOCTyna K uHGOpMauud B MHOOPMALMOHHON CHCTEME NEPCOHANBHBIX HaHHBIX
npenactasiaeHa B [Ipmroxennn 3 k Hacrosimed Moaenu yrpos.
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[Mpunoxenue 1

K Mojiesnu yrpo3 6e30macHOCTH
IIEPCOHANIBHBIX JaHHBIX [IPH UX
06paboTke B MHGOPMALIMOHHBIX
CHCTEMaXx MEePCOHAIBHBIX JaHHBIX
Annapara Aamunncrpauuu Herenkoro
aBTOHOMHOI'O OKpYra, YTBEP>KACHHOMH
npukazoM Anmnapara AXMUHUCTpaLUU
HeHerkoro aBTOHOMHOT0 OKpyra

ot 28.06.2017.2017 Ne 53

IMoka3aTrenu ucXoaHOH 3AIHIEHHOCTH
HH(POPMAIIHOHHBIX CHCTEM MEPCOHAJBHBIX JAHHBIX Annapara
Anvuaucrpanun HeHenkoro aBTOHOMHOro oxpyra

YpoBeHb
TexHUYecKye U SKCIUTyaTAlIMOHHEBIE XapaKTEePUCTUKH
3al[HIIEHHOCTH

1. ITo TeppuTOpHaNEHOMY pa3MeLIEHUIO Cpenuuit
2. ITo HaMMYHMIO COETUHEHUS C CETSIMHU OOIIETO MONb30BaHU Cpenuuit
3. Tlo BcTpoeHHBIM (JIerajibHBIM) OTepalusaM ¢ 3anucsamu 6a3 Cpennuii
[epCOHAIIBHBIX AaHHBIX
4, T1o pasrpaHHYEHUIO TOCTYIIA K MEPCOHATBHBIM JaHHBIM CpenHutii
5. Ilo HamHIO COEIUHEHHH ¢ ApyruMu Oazamu Bricoxuit
NEPCOHAJIBHBIX JaHHBIX UHBIX HHGOPMAIMOHHEBIX CUCTEM
HepCOHATBHBIX JaHHEBIX
6. ITo ypoBHI0o 060611eHMs (00e3TMUNBaHN) TEPCOHATBHBIX Cpennuii
HaHHBIX
7. ITo 06beMy NEpPCOHABHBIX TaHHBIX, KOTOPHIE BrIcoxmii
NPeOCTaBIATCA CTOPOHHUM TI0JIb30BaTENAM
MH()OPMAIIMOHHBIX CHCTEM IEPCOHANBHBIX JaHHBIX 0€3
NpeIBapHTEIbHOR 00paboTKH
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IIpunoxenue 2
K Mopenun yrpo3 6e301acHOCTH
MePCOHANBHEIX JaHHBIX NPH UX
o6paboTke B HHPOPMALHOHHBIX
CHCTEeMaXx MepCOHANBHBIX AAHHBIX
Ammnapara Aamunuctpanun HeHnerkoro
aBTOHOMHOTO OKpYyTra, yTBepXKIAEHHOM
IpuKa3oM Annapata AAMHUHHCTpAaLU
HeHenkoro aBTOHOMHOTO OKpYTa

oT 28.06.2017 Ne 53

O6obménnas nudopmanus
0 yrpo3aM yTeuKn HHGOopMalHH N0 TeXHHYECKHM KaHaJIaM

Boamox-
BeposTHOCTB Mepsl 1o
HanmeHnoBanme HOCTb OnacHOCTh | AKTYaIBHOCTh ..
peanu3anun IPOTHUBOAEH-
yIpO3bl peanus3annu | yrpo3bl YIpO3EI
yrpo3sI CTBHIO yrpose
YTPO3BI
Yrpo3s!l yredks HHGOpMAIIH 110 TEXHUYECKUM KaHalIaM
Yrpo3bl
CUKH Mauro-
T . Huskasn Cpennsas | Heakryamsnas | He tpeGyrorcs
aKyCTHYECKOH BEpOATHASA
HHpoOpManuu
Ilopsanox
Yrpo3ssl obpateHud co
TEUKU cinyxe6HOI
Y . Huskas Cpenuss Cpenuss AxTyansHas Y .
BUZIOBOIA uH}popManueit
HHpOpManuu OrpaHHYEHHO-
ro J0CTyIa
Yrpo3sl
YTEUYKH
HHGOpPMaIHUH
II0 KaHaJlaM
Maio-
MOGOYHBIX BeDOSTHAS Huskas Cpennuss | Heakryanonas | He tpeGyrorcs
AJIEKTPOMArHu P
THBIX
H3JIyYCHUH U

HaBOJOK
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IIpunoxenue 3
K Monenu yrpo3 6€301acHOCTH
IIePCOHANBHEIX JaHHBIX IIPH HX
00paboTke B MHPOPMALHOHHBIX
CHCTEeMaXx MepCOHANBHBIX JaHHBIX
Anmnapara AnmuHucrpauuu Henenxoro
ABTOHOMHOTO OKpYra, YTBEPKAEHHOMN
npukazoM Anmnapara AZMUHHCTPALMH
Henelkoro aBTOHOMHOTO OKpyra

ot 28.06.2017 Ne 53

O6061mennas nngopmanus
Mo Yyrpo3aM HeCAaHKIHOHHPOBAHHOIO JOCTYNA K HHGOPMANHH B
nH(GOPMAHOHHONH cHCTeMe NEPCOHAIbHBIX JAHHBIX

Beposatao | Bosmox-
OmnacHoc Meps! o
HaumeHOBaHME CTb HOCTB AKTyanpHOCTB N
Th IIPOTHBOACHCTBHIO
YIpO3BI peanr3any | pearn3anuy yrpo3sL
YTpO3HI yrpose
1 YTPO3HI YIpO3bI

Yrpo3bl HECAHKITMOHHPOBaHH

NEPCOHANTBHBIX NAaHHBIX

Oro mocCTyIa K

HH(popManuy B UHOOPMAITHOHHOH CHCTEME

[Ipumenenue cep-

Yrpo3sl,
TU(HAUPOBAHHBIX
peanusyeMble B
CPEeACTB 3alllUTHI
XO7Ie 3arPy3KH Hu3skas Cpemusas | Cpegnas | AxTyanbnas
. uadopManuu ot
OIepalHoOHHON
HECaHKIIMOHUPOBaH
CHCTEMBI
HOI'O JIocTyna
[Tpumenenue cep-
THOHIUPOBAHHBIX
. ' CPEZCTB 3aLIHTH
Yrpossl, nHpOpManu# OT
peanu3yeMele HECaHKIMOHHPOBaH
TI0CIIE HOTO JIOCTyTIa
Huskas Cpenuss CpenHsas | AkTyalbpHas focTyna,
3arpy3Ku MHCTPYKLHS
olepalHoOHHON I10/IB30BATENS
CHCTEMEI HH(OpMAaLUOHHOR
CHCTEMBI
NEePCOHANBHBIX

JAHHBIX
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HammMenoBanue

yIpo3bl

BepositHO
CThb
peann3ann
H YIPO3El

Bo3Mmox-
HOCTb
peanr3annmn
YTPO3bI

OnacHoc
Th
yTPO3BI

AKTYyalIbHOCTD
yIpO3bl

Meps! no
IIPOTHBOACHCTBHIO
yrpose

yI‘pOSBI HCCAaHKIMMOHHPOBAHH

NCPCOHANIBHAIX JaHHBIX

Ooro gocryima x

uHpopManuy B HHPOPMAITHOHHOH cCHCTEME

Yrpo3sl
BHEJPEHHUSA
BPEIOHOCHBIX
IporpamMm

Huzkasn

Cpenuss

Cpennss

AxryanbHas

[IpuMeHeHue
cepTHGHLHPOBaHH
BIX CPENCTB
3aIIUTH
HHQOpPMALUK OT
HeCaHKIHOHHPOBaH
HOTO JOCTYIIa,
@HTHBHPYCHOTO
IPOrpaMMHOTQ
obecreueHns

Yrpo3sl
«AHaIu3a
CETEBOTO

Tpadukay

Maiio-
BE€pOATHAA

Cpenusst

Cpennss

HeakTyanpHas

He tpebyercsa

VYrposst
BEISIBIICHUS
napoJne#

Huskas

Cpenuss

CpenHss

AKTyaiibHas

IIpuMenenue cep-
TH(PHIHPOBaHHBIX
CpEICTB 3alliUTh
uHOpMaLHK OT
HECaHKLIHOHHPOBaH
HOTO JIOCTYTIa,
HHCTPYKIHA
IOJIB30BaTeNA
HHGOPMAIHOHHO#
CHCTEMBI
NIEPCOHATBHBIX
TaHHBIX

VYrpo3sl
YAUICHHOTO
3amycKa
MPUIOKEHU A

Husxan

Cpenuss

Cpenuss

AKTyanbHas

IIpumenenue cep-
TUGHIMPOBAHHBIX
CPEACTB 3alUTHI
HHpOpMAITUH OT
HECaHKIHOHHPOBAH
HOTO J0CTYyIa,
HHCTPYKIHSA
TI0JIb30BATENA
HHQOPMALHOHHOK
CHCTEMEI
IEPCOHAIBHBIX
JOaHHBIX,
HHCTPYKITHSI
afMUHHUCTpaTOpa
HH(POPMALMOHHOM
CHCTEMEI
NepCcOHANBHBIX
JAHHBIX
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Bepositno | Boamox- Onacioc Mepsi o
HanmenoBanue CTh HOCTb 5 AKTyanbHOCTB npoTEEONeHCTRHIO
yrpo3bl peanu3any | pealn3aliu yTpO3HI yIpo3bl yrpose

H yTpO3bl YIPO3bI

Vrpo3s! HeCaHKIIHOHHPOBAHHOTO HOCTYIA K HH(popMaluu B RHGOPMALHOHHON CHCTeME
TIEPCOHANBHBIX JAHHBIX

IIpuMenenne cep-
THQHULIHPOBaHHBIX
CPEICTB 3alIUTHI
HH(OpMayu OT
HECAaHKIIHOHHPOBaH
HOTO JIOCTYTIa,
HHCTPYKIUSA
NOJIb30BATENA
UH(}OpMAIIMOHHON
CHUCTEMEBI
HEepCOHAIBHBIX
JaHHBIX

Yrpo3sl
BHEAPEHUS 110
CeTu Huskas Cpemusas | CpenHsas | AxTtyanbHas
BPEIOHOCHBIX
IporpamMm




